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Microsystems  Technology  Office 

(MTO) 

DARPATech  2000 

Dr.  Robert  Leheny,  Director 


Platform  Scale  Information  Systems 


Beyond  Silicon-CMOS: 
The  Limits  of  Scaiing 


^Depletion 
Ng  Region 


Random  Dopants 


Physical  Challenges  to  Continued  Scalinc 

•  Contact  Resistance 

•  Statistical  Variation  in  Channel 

•  Atomic  Oxide  Thickness 

•  Approaching  Molecular  Scale  Devices 


Micro  Electro  Mechanical  Systems 


Magnetometers 


Laser  Defiection 


High  Sensitivity  Microboiometers 


Mtcro9V9t^m$  Technoioav  Office 


Programs 

♦  Radio  Frequency  Lightwave  ICs 
>  Steered  Agile  Beams 

♦  Wavelength  &  Spatial  Signal 
-processing 

♦  3-D  Imaging 


OARPAT£CHQ009 


Outline  of  MTO  Presentations 
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From  Microelectronics  to  Nanoeiectronics 
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MEMS  &  Micro  Power  Generation 

W.  Tang 

Bio-Fiuidic  Chips  (Bio-Flips) 

A.  Lee 

Design  of  Integrated  Mixed  Technology  Microsystems 

A.  Krishnan 

Gallium  Nitride  and  Related  Wide  Bandgap 

Materials  and  Devices 

E.  Martinez 

Office 
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Recent  DARPA  Thrusts 
Digital  Data  Communications 
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MTO  "  Photonics  Programs  < 


•  Sensing 

-  IR  Sensitive  Materials;  GaN 
Sensors;  Photonic  WASSP 

•  Communication 

-  RF  Photonics;  Steered  Agile 
Beams  (STAB) 

•  Processing 

-  VLSI  Photonics;  Photonic  A/D 
Converter 


MTO  -  Photonics 
Program  Managers 


•  Sensing 

-  R.  Balcerak,  E.  Martinez,  E.  Towe 

•  Communication 

-  D.  Honey 

•  Processing 

-  D.  Honey,  J.  Murphy,  E.  Towe 


General  Architecture 


Chip-to-Chip  Optical  Interconnect 


Photocurrent  (niA) 


•  20  X  Power  reduction 

•  10  to  100  X  reduction  in  size 

•  1 0  X  Cost  reduction 


Summary 


Use  of  photonics  in  analog  and  digital 
military/commercial  systems  in  sensing, 
communications,  and  some  limited  signal 
processing 

Photonics  can  offer  unique  performance 
characteristics  that  purely  electronic 
systems  cannot 

Today,  it  is  evident  that  significant  benefits 
exist  if  we  compute  with  electrons  but 
communicate  with  photons 


From  Microelectronics  to 
Nanoelectronics 

Christie  Marrian 
DARPA  MTO 
DARPATech  2000 

cmarrian@darpa.mil 
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Overview 

•  Microelectronics  is  becoming  Nanoelectronics 

-  18  nm  transistors 

•  Challenges  and  Opportunities 

-  Terabit  circuits 

-  Patterning 

-  The  molecular  electronics  approach 

-  Designer  materials 

-  Integrated  nanostructures 


DARPATech  2000 


Microsystems  Length  Scales 

Si  scaling  limits:  one  switch  per  -100,000,000  atoms 

Molecules  are  multifunctional:  one  operation  in  -100  atoms 

-  Logic  Element,  Memory,  Sensor 


1 00 Single  Transistor  o  Manufacturing 

^  Integrated  Circuit  °  si  a  Projection 

- "Moore’s  Law" 


,256Kb  DRAM 


Molecules 


16Gb 


MOSFET  Scaling  Limit - 


DARPATech  2000 


Si  fin  -  Body! 


300 
1.250 
$  200 


VtatlOO  nA/pm,  Vd  =  0.06  V 


•  Lg  -  (10  nm  -45nm) 

•  Fin  width  -(<10-120  nm) 

•  Fin  height:  50  nm 

•  Tox  -  2.5  nm 


-1.5  -1.0  -0.5  0. 

Vd  [V] 


0  10  20  30  40  50 

Ug  [nm] 


;|:)eep  Scgingi|-  World*i  Shortest  Gate%eng^^  FET{18  nm) ' 
With  Usefdl^^,pec||ical  gharacteristics  ^  ' 
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The  Challenge  of  the  20  nm  Transistor  Circuit 


>10‘'o  transistors  per  chip 

-  Patterning 

-  System  design 


Maskless  Patterning 


Low  volume  (-1000 
wafers  per  mask) 
dominated  by  mask  cost 

Eliminate  mask! 


WSER 


Multiple  probes 


Multiple  electron  columns 


Courtesy  of  Stanford  University  and  ETEC 


Moletronics  (Molecular  Electronics) 

The  roadmap  to  10^^  devices  per  chip 


Molecular  based  switches 

Assembly  rather  than 
fabrication 
-  Defect  tolerance 
Scalability 


DARPATech  2000 


Hierarchical  Assembly: 

An  alternative  to  slicing  and  dicing 

Let  thermodynamics  do  the 
hard  work 

-  Molecules  and  nanowires 
into  nanb-arrays 

•  Carbon  nanotubes 

•  Molecular  self-assembly 

-  Nano-arrays  into  micro-modules 

•  Field  driven  alignment 

-  Input  and  output 

•  Fluidic  assembly 


Chained  200  nm  Au  wires 


DAF 


E-fleld  Assembly, 

Penn  State 

Fluidic  assembly  of 
_ arrays  of  spheres,  HRL 


Scalability 

Scaled  CMOS  ==»  Gigascale  systems  on  a  chip 
Moletronics  has  the  potential  of 
tera  (not  terror)  scale  integration 

-  devices 

Need  systems  architectures  0^  1  0 

to  be  scalable  to  these  levels 

-  Defect  tolerance 

-  Programmability 

-  Access  times 

Hard  challenges  but  enormous 


pay-off 
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UCLA/HP:  Fat  Tree  Architecture 


Nanoelectronics:  New  Materials 


Increased  speed 
Decreased  power 
Lower  noise  figure 


CD 

O 

c 

(0 

E 

o 

0 

CL 


InAs/GaSb/AIS 


© 

GaAs  inp 


Si 


GaSb 

0.20  eV  broken  gap^ 
0.11  eV 


Lower  consumed  power 
>100GHz  operation 


DARPATech  2000 


Property  •  Increasing  mobility 

•  Decreasing  bandgap 

•  Increasing  lattice  constant 
_ •  Decreasing  effective  mass 


Nanoelectronics:  New  Challenges 


Scalable  Quantum  Computing 

Sensor  Array 


Array  of  Quantum  Pillars 
(qubits) 


(weakly  coupled  arrays) 


Ensemble  of  devices/qubits 

Input  signal  acts  as  a  logic 
gate 

Spectroscopy  to  read 
system  output 

'  Does  not  require 
connectivity  or  coupling 
between  adjacent  devices 
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The  Future 


•  Incredible  opportunities  and  challenges  exist 

-  Multi-functional  electronics  systems  combining  the  best 
attributes  of  inorganic  and  organic  materials 

•  We  aren’t  done  yet! 


DARPATech  2000 


MEMS& 

Micro  Power  Generation  (MPG) 


DARPA  Tech  2000 
William  C.  Tang,  Ph.  D. 

Program  Manager 
(703)  696-2254 
wtang@darpa.mil 

http://www.darpa.mn/MTO/MEMS 
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Micro  Electro  Mechanical  Systems  - 
A  Core  Technology 

MENS  is  a  core  technology  that: 

-  Leverages  IC  fabrication  technology 
“  Builds  ultra-miniaturized  components 

-  Enables  radical  new  system  applications 

'  ssMPsm 


Micro*y*lem$  Technology  Office  . 
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MEMS  Fabrication  Technologies 


Si  membrane  200°C  <T<  500°C 

200  V  <  l/j  <  1000  V 

Anisotropic  bulk  etching  Anodic  wafer  bonding 


Advantages  of  MEMS 


Shear  Stress  Sensor  for  Jet  Fighter 
(Caltech) 

>  Demonstrated  lOX  more  bandwidth  over  state-of- 
the-art  sensors  in  F-15  flight  test  (co-funded  by 
NASA 


M£MS  shear-stress  sensor 
(200  //m  X  200  iJm) 
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Pico  Satellites 
(Aerospace  Corp.,  et  al.) 

Pico  satellites 

►  Weight  &  Size:  250  gm,  2.5  x  7.5  x  10  cm 
>■  A  platform  for  testing  MEMS  devices  and 

microsystems  for  space  applications 

Potentials  j 

►  Cooperative  constellations  i 

>■  Sparse  aperture  antennas  u 

>■  Inspect  and  service  missions 

>-  Launch-on-demand,  robust  communications,  L: 
and  surveillance  space  systems 

First  demonstration: 

>-  Launched  26  Jan  2000 

►  RF  communication  established  7  Feb  2000  ^ 

(^►jOperated  MEMS  RF  switches  in  space  ^ 


MEMS  RF  Switch 
(Rockwell) 


Pico  Sat  (Aerospace  Corp) 


Microsystems  Technology  OUice  . 


Wireless  Integrated  Network  Sensors 
(UCLA,  et  al.) 

>►  Demonstrated  embedded  processor,  radio  links, 
multihop  network,  and  seismic/acoustic  sensing 
V  Condition-based  maintenance,  battlefield 
awareness,  health  monitoring,  environmental 
monitoring,  etc. 


Product-Neutral  Vacuum  Packaging 
(Raytheon,  et  al.) 

V  Low-cost,  mass-produced,  high  reliability 

>  Meets  IR  MEMS,  RF  MEMS,  Inertial  MEMS 
requirements 

►  Demonstrated  <10  mTorr  for  31  months,  survived 
10,000-g  shock 


.  '  " 


kb' 


i,'  I 


Wafer-level  vacuum- 
packaged  120x160  a-Si 
microbolometer  arrays 


Microshell  vacuum- 
packaged  accelerometers, 
gyroscopes,  &  resonators 


¥iero»yttfn»  T0chnology  Oftiea  - 


Micro  Power  Generation  (MPG) 

>-  Generate  power  at  the  micro  scale  to  enable  stand¬ 
alone  micro  sensors  and  micro  actuators  with 
wireless  communication  to  realize  new  systems  and 
strategies  for  weapons  systems,  processes,  and 
battlefield  environments. 


Microcombustion 
(UC  Berkeley,  Princeton,  et  al.) 

>►  Demonstrated  fabrication  techniques  of  high-temp 
materials  (SiC  at  UCB,  alumina  at  Princeton). 

>  Demonstrated  self-sustained  combustion  in  1  mm^ 
chamber  (H2/Air,  Princeton). 


Miere8y$t»m9  Technology  Office 
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Thermoelectric  Conversion 
(use,  et  al.) 

►  Demonstrated  counterflow  Swiss-roll  combustor 
>►  Pursuing  fabrication  compatibility  with 
thermoelectric  elements  (Bi2Te3) 


Micro  Fuel  Cells 
(CWRU,  et  al.) 

V  Demonstrated  fabrication  of  micro  fuel  cells  with 
built-in  super  capacitor  &  PdH  layer  as  H2  source 
>►  Demonstrated  high-temperature  (>130°C)  fuel  cell 
operation  in  the  presence  of  CO 


Si02 

Insulation^ 


Current  Cathode 
Collector  Catalyst 


Polymer 

Membrane 

,,  H 


Alumina  ■'^1 
Wafer 


Laser  Milled 
Gas  Channels 

Anode 
Catalyst 

CWRU  micro  fuel  cell  with  palladium  hydride 


0,001  0,01  0.1 

Current  (A.cm'*) 


The  Future  of  MEMS  at  DARPA 


>  Continue  existing  commitment 

>  Maturing  projects 

>►  New  thrust:  Micro  Power  Generation 

^  Emphasize  transition 

>  Into  DoD  systems 
>►  Into  industry 

^  Establish  new  programs 

>-  Programs  enabled  by  MEMS 


Uiemfyttmms  T^chnohgy  Offte* 
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Bio-Fluidic  Chips  (BioFlips) 


Abraham  ‘Abe’  Lee,  Program  Manager 


DARPATech  2000 


September  6,  2000 


Bio-Fluidic  Chips  (BioFiips) 


'f  Goal  of  Program:  Demonstrate  integrated  biofluidic  microprocessor 
technologies  capable  of  providing  on-chip  reconfiguration  and  self- 
calibration  via  feedback  control 


The  prototypes  developed  in  this  program  will  demonstrate 
biological  fluid  assay  capability  which  will  form  the  basts  for 
the  future  goal  of  real-time,  unobtrusive  monitor  and  control 
of  health  parameters  of  the  warfighter. 


Bioflips  -  A  Paradigm  Shift  from  MicroFlumes 


Bioflips 

♦Total  integration  platforms 
♦Active,  reconfigurable  assays 
♦  Medical,  disposable 


Ulcroty»t»ma  T»ehnology  Office  _ 


The  Microfluidic  Molecular  Systems 
Program  (MicroFlumes)  RSSss 


f  ‘  Agent  attacks  cell  and 

\^^^^-;7*'''^isrupts  dielectric  properties 

^»-«>,^„„^ent  binding  alters  surface 
t  .  dielectric  properties 


UTMDACC/ 

LLNL/Lynntech 


Microtyttem*  Ttchnotogy  OMc»  - 


“Versatility”  of 
Microfluidics 

^  Miniaturized  clxnnels  and 
reservoirs 

>  increase  speed  of  reaction 

>  Reduce  cost  of  reagents 

>  Reduce  power  consurrption 

>  H  igh  surface  to  voiurme  ratio/iow 
Reynoids  number 

>  Precise  mixing/dosage  and 
heating 


Integration 

>  Reduce  cost  of  manufacture 

>  Minimize  dead  space,  void 
volume 

Minimize  sanrpie  carryover 

>  Multiplex  capcbilily:  increased 
number  of  parameters 
rrxnitored  per  assay 


I-  '  -■/•'.-TW 


Microsystems  Technology  Office  _ 


Integration  Tasks  and  Technical 
Challenges 


Technical  Tasks 

Challenges 

1.  Substrate  processing  for  integrated 
fluidic  transport  and  local  flow  control 

Incompatible  fabrication  processes  to  integrate  pumps, 
valves,  channels,  mixers,  fluid  sensors  on  single  chips  , 

2.  Integrated  fabrication  of  specific  ligand 
receptors  on  passive  and  active  surfaces 

Incompatible  fabrication  conditions  (temperature,  sealing, 
patterning),  surface  conditioning  and  storage 

3.  Heterogeneous  integration  of  disposable 
plastics  with  optical  source/detector  and 
electronics 

Alignment,  interconnection,  optical  components  (e.g.,  lens), 
assembly 

4.  Integration  of  sample  collection/delivery 
interface  and  sample  storage 

Sealing  from  contamination  and  pressure  leakage, 
fabrication  of  protruding  needles,  z-direction  flow  control 

5.  Prototype  integration  and  demo 

integration  of  fluidic  and  electronic  interconnects:  power 
consumption 

Microsystems  Technology  Office  — 


Technicxal  Apprcxach:  Sample-to- Readout 
Multi-functional  Micromachining  Platforms 


Enable  the  chip  designer  to  design  an  integrated  system  meeting  specific  application 
specifications  (analogous  to  CMOS  for  integrated  circuits). 


Sample  Input 


Sample 

input 


Readout 


kHen>»yt»m*  Tvchnotogy  Offlc»  — 


Bioflips  Enables  Ubiquitous  Sampling,  Analysis, 
and  Synthesis  of  Biofluidics 


Body  Fluids  -  Portals  of  Entry 


Tears 

Nasal  Mucous 
Soliva 


Circubtir^g  Fluids 
(bbod,  interstftbi 
flubs) 

Skin  Patch 


Two  Bio  Flips  Examples 


In  situ  polymerized/patterned/functionalized  components 


UlcroayMtvms  Tai;hnohgy  Office  - 


it  should  be  possible  to  detect  a  presymptomatic  infection  within 
the  first  hour  by  a  cytokine  profile 


Commercial  Applications 

♦  Quick  assessment  of  contaminated  water  and 
food  sources 


♦  On-demand  chemical  and  drug  synthesis 

♦  Antidote  delivery,  swallowable  and  Implantable 
chips 


Out  patient  care  for  high  risk  and  chronlcally-ill 
patients 


Mfcroaya/ema  Tae/inology  Office  — 


DoD  Application 

♦  Distributed,  covert  deployment  of  blo- 
detectors 

♦  Rapid  indication  of  CBW  incident 

♦  indication  of  extent  of  problem  and  overall 
effect 

♦  Battlefield  triage  Information  for  medic 

♦  Human  responses  during  testing 

♦  Performance  enhancement  drug  delivery 


hBCr 


Design  of  Integrated  Mixed 
Technology  Microsystems 

Anantha  Krishnan 


Microsystems  Technology  Office 
DARPATech 
September  2000 


Technology  Trends 

>  SYSTEM  COMPLEXITY  IS  INCREASING  !! 

>  DESIGN  AND  PROTOTYPING  COSTS 
ARE  INCREASING  AT  A  GREATER  RATE 
(TRIAL  &  ERROR  APPROACH)  !! 

>  INTUITION  AND  ‘EXPERIENCE’  ARE  JUST 
NOT  GOING  TO  CUT  IT!! 

NEED  CAD  TOOLS  TO  SIMULATE  AND  PREDICT 
SYSTEM  PERFORMANCE  BEFORE  PHYSICAL 
PROTOTYPING  IS  DONE  !! 


Design  Approach 


Today; mixed  technology 
“systems”  are  deyeioped  i; 

::::|^||e|||ito||i^||s||||| 

llnany' 


SYSTEM 

f 

SUB-SYSTEM 

t 

COMPONENT 


yicrofy»temt  T»chno4ogy  Omc» 


Ad-hoc  Design,  Research 
Codes,  Single  User  Tools 


Design  Approach 


Future  mixed  technology 
systems  must 
be  designed  from  the  “top 
down”  using  a  consistent  set 
of  requirements 

SYSTEM 

SUB-SYSTEM 

COMPONENT 


Methodology,  Design  Rules 
and  Checks,  Multi-User  Tools 


Goal  is  to  provide  VLSI-like  Design  Tools  for 
Integrated  Mixed  Technology  Systems 


Integrated  Microsystems 

>  Microsystem  technology  is  much  more  complex  due  to 
interaction  of  mixed  technoiogies  -  eiectronics, 
mechanics,  optics,  fiuidics,  chemistry,  bioiogy, ... 

>•  But  same  anaiogy  hoids:  Microsystem-EDA  essentiai 


for  growth  of  integrated  system  technoiogy  ! 


Biological/Chemical  Sensor  Systems 


Mlcro$y$tom9  Tachnology  OWe« 


Mechanical  Signal 


Microfluidics 

^  Models  for  Bio-Molecular  and  Fluidic  Transport 


Electro-osmosis  +  phoresis 


Bead  Flow  in  Microchannels 


Micro/Nano-Posts 


Surface  Tension  Driven  Transport 


UlcroByttoms  Technology  Office- 


Electric  Field 


Electronic  and  Photonic 
Systems 

Mixed  Signal  (Analog-  Mixed  Electronic/Photonic 
Digital)  Systems  Systems 

Advanced  Digital  Receiver  Chip  integrated  VCSEL-Detector  Arrays 

(A-D  and  D-A  Converters) 


Lack  of  Automated  Design  Methodologies; 
^=^5^  More  of  an  ad-hoc  approach 


UlcroayMtema  Technology  Office . 


Integrated  System  Analysis 

Development  of  reduced  models  and  integrated 
system  models  for  mixed  technology  microsystems 


Element/ 
Component 
(Microfluidic,  - 
MEMS,  Analog, 
Photonic, ...) 


94?.#’ 

^  1?  I 

iL 


3-D  Modeling  &  Simulation  | 


. .  System/Sub-System 

Behavioral  Models  Model 

.  \ 

A 

Model  Abstraction 

\ 

Fast  Solvers 


Ulcroay^ttmm  Tmchnotogy  OnXv  - 


Linear  as  well  as  Non-Linear  Systems  ! 


Demonstration  of  Mixed  Technology 
Design  -  Example  1 

■f  Reworking  the  (Analog  Devices)  50g  Sensor  into  a  190g 
device 


Full  3D  simuiation  improved  trim 
yieid  by  20%  because  of  better 
sensitivity  prediction. 


Icalatfon  6 


XL190  Trim  Sensitivity  Prediction  Obtained 

With  Composite  CAD  Tools 

•i  90 
1 

1  Original  Cap  Model  1 

!-•— Updated  Cap  Model  | 

ill 

«  70 
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^  60 

> 

9  cn 

20000  22000  24000  26000  28000  1 

Apparent  fO  (Hz) 

_ \ 

Demonstration  of  Mixed  Technoiogy 
Design  -  Exampie  2 


Demonstration  of  Mixed  Technoiogy 
Design  -  Exampie  3 


Focus  Areas 


■f  Quantitative  models  (scaling  relationships  and 
phenomenological  models)  for  micrpfluidic  devices,  MEMS, 
photonic  components,  etc. 

>  Model  abstraction/reduction  and  integration  at  the 
microsystem  scale  -  Integrated  System  Analysis 

Capability  to  design  microsystems  with  a  high 
ievei  of  multi-discipiinary  integration  -  Enabiing 
technoiogy  for  exponential  growth  !! 


Gallium  Nitride  &  Related  Wide 
Bandgap  Materials  and  Devices 


Dr.  Edgar  J.  Martinez 
Program  Manager 

DARPATech  2000 

Ulcrosy»t9m»  T9chnology  Office  •  •••  ■' ' 


GaAs  IC  Markets 

1999  Market  $11  Billion 
2005  Market  $20  Billion 


Current  Technology  Limitations 
and  Potential  Improvements 
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Properties  GaAs 

GaN 

Eg(eV)  1.4 

3.4 

v,(I0’cin/s)0.8 

2.5 

.  DARPA  Technology  Coals 


DEFENSES 

SURV&kLf^NCE  RADAR  r 


Commercial 
Communications 
Base  Sta1iond“ 


JAMMERS  ^~:  'l - 

EHF 

SATCOM 

EW 

JAMMERS 

SRS5ATCOM 

"  RADAR  ARRAYf^ 

SMART  1 
WEAPONS  1 

[ehF SATCOM 

- Eiat  PHASED  ARRAY  MCMs  ^ 

j  SMART 
;1  WEAPONS 

COMMERCIAL 
-j  TELE-COMMUNICATIONS 


POTENTIAL  lyhS*-, 


10 

Frequency  (GHz) 


100 

I  Today’s  Vacuum  Tube  Regime 
t  Today’s  Solid  State  Regime 
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GaN  -  A  Disruptive  Technology 


State-of-the-art 
Microwave  Power  Module 

I  .«.Vr]  I  270  V  Input! 

I  RF  Input  I  HV  Power 

'  Supply  IPC 


Future  RF  Single  Power  Chip 
in  an  Advanced  Package 


BW  18-40  GHz 
Pout  =  40  Watts  CW 
PAE  <  30% 

Vol.  >35  culn. 
Weight  >  3  lbs 


1  MuKlulatorl 

RF 

Output 

1  Vacuum  Power  Booster] 

lOX  to  lOOX  output  power 
Multi-octave  bandwidth 
operation 

>35X  reduction  in  volume 
>50X  reduction  in  weight 


GaN  PAmp 


WBG  Compound  Semiconductors 
Focus  Areas 

❖  Material  Technology 
>Bulk  Crystal 
>  Epitaxial  Materials 


❖  Device  Technology 

❖  Thermal  Control  & 
Packages 


Integrated  Circuits 


Mkroayatema  Technology  Office  - 


System  Benefits 

Maximizes  bandwidth  utilization 
for  multifunctionality 


Ability  to  track  targets  in  heavy 
clutter  or  in  the  presence  of 
enemy  jammllf^ 


•...  ■/< 


Reduced  system  size,  cooling 
requirements,  and  cost 


V^BG  Semiconductors^  Optical  Benefits 


Violet  Laser  Diodes 


555nm  Green 


LATTICE  CONSTANT  (A) 


White  Light 


Microsyatoma  Tachnology  Offica  - 


Summary 

GaN  enabling  technology  for  many  military  applications 


❖  Many  material  and  device  challenges 

❖  Technical  strategy  requires  comprehensive  development 
efforts  with  many  industry  and  academia  partnerships 

❖  Significant  system  benefits  anticipated 

❖  Commercial  interest  will  not  meet  military  needs 


Mkroayatama  Technology  Office 


Global  Surveillance 


Objectives: 

Birth-to-Death  Track 
Moving  Target  ID 


Enabling  Technologies: 

Space-Time  Adaptive  Processing 
Thinned  ESA  Antennas 
Low  Power  Processors 
Geographic  Data  Bases 

Challenge: 

“Eyeball-on-Target”  from  Space 


New  Efforts: 

Coherent  Communications, 
Imaging  and  Targeting 


Agile  Space-Based  Radar 
Validates  Birth  to  Death  Tracking 
of  Ground  Targets 


Micro  Air  Vehicles 


Technical  Challenges; 

■  Increase  endurance/payload 

■  High  wind  operation 

■  Perch/stare 

■  Operate  under  canopies 


Accomplishments : 

■  Successful  flight  tests 

■  Full  motion  video 

■  Miniature  IMU 


Unmanned  Combat 
Air  Vehicle 


A  Revolution  in  Air  Power: 

■  4:1  vehicles  per  operator 

“  Dynamic  mission  replanning 

■  20%  of  current  O&S  costs 

■  Affordable  stealth  to  the  next  level 

■  AT3  &  onboard  SAR  targeting 
•  Flexible  transporter 

■  Self-deployment 

■  i/5  of  JSF  cost 


Program  Status: 

■  Initial  demonstrations  successful 

■  Toolkit  under  construction 

System  Integration  Laboratory  online 
>  MCS  software  build  in  work 
^  Air  vehicles  &  containers  being  built 

■  T-33  Surrogate  UCAV  flies  this 
summer 

■  First  UCAV  flies  next  Spring 


riARPA 


Hummingbird  A160 


TTO 


Demo  Advanced  Rotorcraft  Technology 

>  Advanced  hingeless  rotor  design 
^  Reduced  acoustic  signature 

Significant  Increase  in  VTOL  Range  & 
Endurance 

>  3000  nautical  mile  range  with 
surveillance  payload 

>  30-48  hours  endurance 


Land  Systems 


Objectives: 

Faster  Deployment 
Reduced  Logistics 


Enabling  Technologies: 
Unmanned  Vehicles 
Networked  Remote  Fires 


Challenge: 

Distributed  Functions 


New  Efforts: 

Future  Combat  System 


■  'f  ^  ^  r ..  ' 


Net  Fires 


Area  Coverage  Required 


Fiitering  all  movement  indicators  on  the  battlefield  to  derive  operational 
significance  -  motion  centric  solution  to  battlespace  awareness 


Time 


ITTO 


DARPA  /  Department  of  the  Navy 

Naval  Unmanned  Combat  Air  Vehicle 

(UCAV-N) 

Advanced  Technology  Program 

DARPATech  2000 


Dr.  William  Scheuren 

DARPAn’TO 

wscheuren@darpa.mil  (703)  696-2321 


UCAV-N  Vision 


■  Revolutionary  New  Ship-based  ... 
Tactical  Airpower 

•  Force  Enabler  -  Preemptive/Reactive  SEAD 

•  Provide  Persistent  All  Weather  Deep  Strike  and 
Surveillance 

•  New  CONOPS  for  High  Risk  or  High  Payoff 

........Missions 

■■NeW|P#radigm:ih,'Aircir^»» 

Becfe,oi^  AcquJ^tbn 

s  J^'t^^rrmtloally  Lovi^r  O&S  ppst ' 


"S' 


Prosecution  of  Advanced  • 
lAD^  A  Time  Critical  Targets 

Deep  Target  Surveillance 

High  Survivable  Design  For 
First  Day  Operations 


System  Concept 


System  Themes 


Network  Centric  Warfare 

Revolutionary  Mission  Control  System  Potential 

-  Operators  at  the  center  of  information 

-  Intelligent  decision  aids 

-  Teams  control  swarms 

Revolutionary  Air  Vehicle  Potential 

-  End-node  of  a  lethal  system 

-  High  degree  of  on-board  intelligence 

-  Product  of  latest  design/manufacturing  tools 

-  Tailored  yet  robust  capabilities 

-  Minimal  maintenance/high  sortie  rate 

All  Technologies  Buy  Their  Way  onto  the  System 
Lowest  Mission  Cost  per  Target  Kill 


07/21/97 


riAPPA 


UCAV  &  UCAV-N 
Acquisition  Plan 


FY98  FY99  FYOO  FY01FY02  FY03  FY04  FY05 


PUdse  lt  Detail  Oi^lgrtr fab  &  FllgW:  Test: 


fllsk  Reduction  a  Ops  Evals 


Decision 


Program  Philosophy 


Partnership  to  Demonstrate  Technical  Feasibility 

Exploit  Design  Freedom 

Think  Out  of  the  Box 

Mission  Focus  but  Not  a  Point  Solution 

Exploit  UCAV  ATD 

Focus  on  Naval  Unique  Environment/Issues 
Advanced  Technology  NOT  an  Acquisition  Program 
Seamless  Path  to  EMD  Decision 
Provide  Focus  for  S&T 
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OARPA 


Goal  &  Objectives 


Demonstrate  the  technical  feasibility  for  a  UCAV  system  to  effectively  and 
affordably  prosecute  persistent^  sea-b^ed  21st  century 
SEAD/Strike/Surveillance  missions  ivithin  the  emerging  global  command 
and  control  architecture^ 

■  Develop 

-  A  low  life-cycle  cost,  mission  effective  sea-based  design  for  a  SEAD/Strike/Surveillance 
unmanned  air  vehicle 

-  A  reconHgurable  control  system  for  multi-vehicle  operations  in  Naval  environments 

-  Robust/secure  command,  control  &  communications,  including  line-of-sight  and  over-the- 
horizon 

'  Evaluate 

-  Human  computer  function  allocation,  dynamic  mission  planning  &  management  approaches 

-  Off-board/on-board  sensor  integration,  weapon  targeting  &  loadouts 

'  Demonstrate 

-  Naval  operations  including  ship  launch  and  recovery,  deck  handling  and  storage,  maintenance 
and  training,  and  interoperability  with  other  Naval  aviation  systems  and  operations 

-  Human-in-the-loop,  detection,  identification,  location,  real-time  targeting,  weapons 
authorization,  weapons  delivery  and  target  damage  indication 


DAPPA 


Program  Approach 

UOS  Focuses  SMP 


Analyze  High  Payoff  Missions 

^Naval  UCAV  Operational  System  (UOS-Nr 

•  Effective  &  affordable  weapon  system  for 
post  2010  missions 

•  Product  of  multi-dimensional  /  optimized 
trade  studies 

•  Designed  to  identify  the  critical 
technologies,  procepeTSTBystem 
Attributes  (TPSAs)  V 


System  Maturation  Plan  (SMP) 

•  Complete  roadmap  of  TPSA  risk  reduction 
activities  including  cost  and  schedule  to 
achieve  UOS-N  vision 

•  Naval  UCAV  Demonstrator  System  (UDS-N) 
is  fundamental  component  of  the  SMP 

•  Maintains  direct  legacy  to  UOS-N 

•  Focused  by  UOS  to  address  critical 
TPSAs,  explore  CONOPS  design  space 

validate  UOS  key  assumptions 


•  (^mmand  / 

Communications  (C^) 

•  Targeting/ Weapons  Delivery 

•  Supportability/Health  Mgmt 

•  Human-Systems  Interaction 

•  Signature 

V*  Air  Vehicle  j 


UCAV-N  Technical  Challenges 


N 

•  Focus  on  Naval  unique  technology  and 
integration  issues 

•  Leverage  DARPA/USAF  UCAV  Program 

_ ^ _ / 
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■  Ship  Suitable  UCAV  Design 

-  Size,  weight,  costs  for  ship  design 

-  Speed,  stabiiity  and  control  of  LO  design 

-  CatTTrap  vs.  alternatives  (e.g.  V/STOL) 

-  Maritime  environment  issues 

-  Safety 

■  Mission  Control  Integration 

-  Autonomous  launch  &  recovery 

-  Integrated  deck  operations 

-  Shipboard  interfaces 

-  Integration  With  Navy  C4ISR  assets 

-  EMI/EMC  environment 

■  Naval  CONORS 

SEAD  /  Deep  Strike  /  Surveillance 

■  Affordable  Naval  Operations  & 
Support 

-  Storage  transport 

-  Training 

-  Rapid  turnaround,  maintenance 


Phase  I  Products 


■  Trade  Study  Results 

■  Alternative  CONORS  Analysis 

■  UCAV-N  Operational  System  Design  (UOS-N) 

■  UOS-N  Effectiveness  &  Affordability  Analysis 

■  System  Maturation  Assessment  (SMA) 

■  UCAV  Demonstration  System  (UDS-N)  Requirements 


Goal  is  to  Demonstrate  That  Proceeding  into  Phase  II  is  Justified  and 
WQ  be  Accomplished  within  Cost  &  Schedule 


07/21/97 


Program  Approach 

Organization 


■  Phase  II 

-  Wide  range  of  options 


-  Full  scale  advanced  technology  demo  like  UCAV  ATD 

-  Conduct  Naval  unique  aspects  of  SMP 

-  Anywhere  in-between 

-  Continue  to  refine  effectiveness/affordability  projections 

-  Provide  best  value  to  the  government 

-  Additional  information  available  with  MS  2  feedback 

■  RR&OE 

-  Focus  shifts  to  operational  utility  &  military  value 

-  Completes  seamless  path  to  EMD 

07/21/97 


Program  Approach 

Technology  Readiness  Level  Perspective 


Technology  Readiness 


Management  Structure 


Program  Manager  (DARPA/TTO) 
Deputy  Program  Manager  (ONR) 


Industry  Teams 


SETA  Support  Team 

UCAV  ATD  Team,  NRO 
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Summary 


■Naval  UCAV  program 

-Meets  high  priority  Naval  needs 
-Technology  and  program  opportunities  exist 
-Potential  revolutionary  payoffs 

■Phase  I  underway 

-Boeing  and  Northrop  Grumman  selected 

■Phase  II 

-Funding  identified 

-Execution  contingent  on  successful  Phase  I  outcome 
-Draft  solicitation  out  to  industry  for  comment 
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Future  Combat  Systems 

DARPATech  2000 


Marion  H.  Van  Fosson,  LTC,  USA 
PM  Future  Combat  Systems 
(703)  696-7499 
mvanfosson  @darpa.mil 


What  is  the  FCS  Program? 


I  The  Future  Combat  Systems  (FCS)  Program  is  a 
collaborative  program  between  the  Defense  Advanced 
Research  Projects  Agency  (DARPA)  and  the  US  Army  to 
provide  for  the  evaluation  and  competitive  demonstration 
of  the  Future  Combat  Systems. 

I  The  FCS  Program  will: 

-  Define  and  validate  FCS  design/operational  concepts  using 
modeling  and  simulation  and  surrogate  exercises 

-  Develop  key  enabling  technologies  for  distributed  lighter 
forces 

-  Fabricate  and  test  a  multi-mission  FCS  Demonstrator 
suitable  for  EMD  and  production 


FCS  Program  Structure 


structured  to  support  the  vision  of  the  Objective  Force. 

Contains  the  key  elements  representing  the  user,  the 
technologist,  and  the  developer. 

Built  around  a  core  team  to  execute  the  program. 

Supported  hy  directly  related  DARPA  risk  reduction 
initiatives.  Army  S&T  and  a  TRADOC  TSM. 

Structured  to  share  information  and  encourage  Team 
innovation. 


The  Army  Transformation 


Legacy 

Force 


Objective 

Force 


Interim 

Force 


. . .  Responsive,  Deployable,  Agile, 
Versatile,  Lethal,  Survivable,  Sustainable. 


FCS  Baseline  System  Concept 

_  _  Future  Combat  Systems 


Small  UnlMJAV 


Robotic  Sensor 


From  This... 


I  Distributed  Fm 
Mecftanisms 


Robotic  Direct  Fire 


Exploit  Battlefield  Non-Linearities  Using  Technology  Robotic  NLOS  Fire 

to  Reduce  the  Size  of  Platforms  end  the  Force  Manned  C2/lnfantry  Squad 


FCS  Concept  Teams 

(Six  Proposals  -  Four  845  Agreement  Awards) 


-  The  Boeing  Team 

■  The  Boeing  Company,  Seattle,  WA 

■  New  Definitions,  Inc.,  Tacoma,  WA 

■  Vector  Research,  Inc.,  Ann  Arbor,  Ml 

■  Whitney,  Bradley  &  Brown,  !nc.,  Vienna,  VA 

■  Signature  Research,  Inc.,  Calumet,  Ml 

■  National  Institute  of  Standards  and  Technology  (NIST). 
Gaithersburg,  MD 

•  Rockwell  Science  Center,  Thousand  Oaks,  CA 

■  Krauss-Maffei  Wegmann  (KMW),  Germany 


-  Team  Full  Spectrum 

SAIC 

United  Defense.  LP 
ITT  Industries 
Northrop  Grumman  Corp 
Logistics  Management  Institute  (LMI) 

SRI  International 
Strategic  Perspectives  Inc. 

Omnitech  Robotics  International  LLS 
University  of  Texas  Center  for  Electromechanics 


-  Team  Gladiator  (Consortium) 


m  TRW 

■  Lockheed  Manin 

■  CSC/Nichols  Research 

■  Battelle  Institute 

■  Carnegie  Mellon 

■  IITRI/AB  Technologies 


-  Team  FoCus  Vision  (Consortium) 

Team  FoCuS  vision  led  by  General  Dynamics  Land  Systems 
Inc.,  Sterling  Heights,  Michigan  and  Raytheon  Company, 
Plano,  Texas. 

Other  participants  with  GDIS  and  Raytheon  include: 
Aurora  Flight  Sciences 
Camegie-Mellon  University 
Honeywell 

Maxwell  Physics  International 
Stanford  Research  Institute  International 
Sensis 

Sensor.com  Wireless  Integrated  Network  Sensors 
Whitney  Bradley  &  Brown  Inc. 

Los  Alamos  National  Laboratory 


Concept  -  Boeing  Team 


Concept  -  Team  FoCus  Vision 


Transform  traditional  stovepipe  functions  into 
a  netcentric  system  of  systems 
Maneuver:  through  speed,  control,  protection 
and  deception: 

-To  place  fires  on  the  enemy 
To  gain  positional  advantage 
To  increase  the  OPTEMPO  of  the  battle 


Summary 


MOA  is  signed. 


■  Concept  Team  Agreements  have  been  awarded  and 
we  are  underway. 

■  Program  relationships,  organizational  structure, 
and  signiHcant  cost  sharing  (including  Army, 
DARPA  and  Industry  teams)  are  in  place.  PM  will 
transition  with  program  to  promote  continuity. 

■  Industry  and  Government  teams  are  solid  and 
enthusiasm  levels  are  high. 

■  Program  is  structured  to  meet  2012  FUE. 


Discoverer  II 

Space  Based  Radar  Concept 


DARPATech  2000 


■  Space  Based  Information  Processing 

■  Mission  Utility 


Discoverer  II  Space  Radar  Objectives 


Feasibility  of  GMTI  from  space 
Tracking  of  ground  vehicles 
Dynamically  tasked  imaging  of  ground 
targets 

Collection  of  terrain  elevation  data 
Show  affordability  MTI  from  space 


Mil  Overlaid  on  SAR  Image 


Outline 


The  Discoverer  II  Concept 


New  Capabilities 


Electronic  Scanned  Antenna 
Space  Based  Information  Processing 
Mission  UtilitY 


00B055.PP  g/U/00  4 


Why  Moving  Target  Indication  (MTI)? 


■Detect,  characterize,  and  track 
movers  (e.g.  critical  mobile  targets) 
■Wide  area  cueing  filter  for  other 
modes  /ISR  assets 
Desired  Attributes: 

■  Cover  multiple  theaters  of  interest 
■^‘Birth-to-death”  tracking 

■  High  range  resolution  (HRR)  for 
target  classification  &  tracking 


24>Satellite  Area  Coverage  per  Day 


0OBO55.PP  8/11/00  5 


Why  Digital  Terrain  Elevation  Data  (DTED)? 


■  Provide  common  grid  for  sensor  data  fusion 

►  Day/night,  all  weather 

■  Generate  accurate  feature  location  data  for 
targeting  and  other  warfighter  applications 


Fusion/Correlation  Process 


Outline 


■  The  Discoverer  II  Concept 

■  New  Capabilities 


Electronic  Scanned  Antenna 


Space  Based  Information  Processing 
Mission  Utility 


00B053.PP  8/11/00  7 


Affordable  Space  Based  Radar 


Active  Electronically  Scanned  Antenna  is  a  key  .enabler 

•  Change  look  direction  without  mechanical  slew_ 

-  Simplified  satellite  bus 


Affordable  AESA  requires  innovation 

•  Array  thinning 


Reduce  #  modules  while  retaining  scan  and  beam  quality 

•  Manufacturing 

Heavy  automation  &  streamlined  testing 

•  Adaptive  digital  radar  and  signal  processing  technology 

Relaxed  radar  tolerances 


O0B055.ppt  8/11/00  8 


ESA:  Space  vs.  Airborne 


Technical  Challenge: 
Compactness 

Solution:  High  power,  small 
aperture 

>  1  element/(T/R) 


Technical  Challenge: 

Power  drain,  long-range,  large  field  of 

view 

Solution: 

►  Thinned  arrays,  large  aperture,  electronic 
agility 


Affordable  space  AESA  leads  to  large,  low-power  systems;  new  challenges 


Revolutionary  Affordability  for  Global 
Surveillance:  Satellite  Form  Factor 


^ _  Discoverer  II 

Small  Aperture 
;  Flexible 

Wideband 


g  Light,  low-cost,  multiple  satellite/launch 
Bl  Increased  range  resolution  enables 
mainbeam  rejection 

3  Clutter  rejection  requires  Space-Time 
Adaptive  Processing 


Challenges 

Mainbeam  interference 
Data  adaptive  calibration 
Dispersion  mitigation 


Key  Enablers 
Sub-band  architecture 
Teraflop-class  processing 
Wideband  communications 


Poor  cross-range  resolution  ■  HRR  MHT  tracker 


Target^ 


Emerging  information  technologies  enable  affordable  constellation 


Outline 


The  Discoverer  II  Concept 
New  Capabilities 
Electronic  Scanned  Antenna 

Space  Based  Information  Processing 

Mission  Utility 


Wideband  Digital  Processing  Enables  Relaxed 
Antenna  Specifications 


Polyphase  Filter 


PGA  Packaging 


Fabricated  0.25-|im  CMOS  Process 
128-channel,  12-tap  Polyphase  Filter 

>  6  million  transistors,  60K  processors 

>  32GOPS 

128-point  Complex  FFT  Processor 
>►  3.5  million  transistors,  35K  processors 

>  23  COPS 


\ 


Polyphase 


Test  Board 


Test  Board 


H 


Polyphase 

Channelizer 

Demonstration 
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Detector 


Discoverer  II  Signal  Processing  Flow: 
Tracker 


Target  Reports  Tracker 


Tracks 


HRR- 

MHT 


•  Poor  cross  range 

Tree  pruning 
Bootstrap  ATR 
Road-aided  track 
4  DIED  obscuration, 
geolocation 

•  HighPFA 

SAR  clutter  edit 
Range  profile  edit 
Power  selected  training 

•  Cross- platform  fusion 

Angle-diverse  ATR 
Road,  DEAD  alignment 


I  I  Clutter 
I  I  Receiver  Noise 
0  Targets 


Tracker  compensates  for  platform  stand-off/diversity 
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Feature-aided  Tracking 


High  range  resolution  allows  target  deconfliction 


HR-MTI  Range 


Outline 


The  Discoverer  II  Concept 
New  Capabilities 
Electronic  Scanned  Antenna 
Space  Based  Information  Processing 


Mission  Utility 


Prospective  Strategic  Relocatable 
Targets/Critical  Mobile  Targets  Applications 


1  IDENTIFY  SCUD 
OPERATIONAL  AREAS 
(IPB) 


DE-LIMIT  AREAS  OF  O  IDENTIFY  ALL  4  EXPLOIT  SBIRS  CUE 

UNCERTAINTY  PROSPECTIVE  TARGETS,  (IF  AVAILABLE) 

(DTED)  FILTER  OUT 


NON-VEHICLES  (SAR  &  MTI) 

1 

5  IDENTIFY  TRACK  MOVERS  R  CLASSIFY  MOVERS  7  IDENTIFY  HIDE  POINTS 

(MTI)  (HRR-MTI  WITH  SAR)  CONFIRM  TARGETS 

CUE  &  COMMIT  SHOOTERS 
(MTI,  THEN  SAR) 

8  bda 

(SAR  &  MTI) 

(X)B055.pp«  8/U/OO 


ORBITAL  EXPRESS 

A  Comprehensive  Architecture  for  the  21^^  Century 


SamB.Wils(Hi,m 

Tactical  Technology  Office 


Defense  Advancjed  Reseaixii  Projects  Ageaicy 

swilsaa@daipajnil 

(703)696-2310 


mm  DoD  space  Architecture  Limits 


☆  Operational 

System  availability  ccHicems  force  risk  intolerance 
Predictable  orbits  allow  scheduling  by  adversaries 
Orbital  infiastructure  does  not  account  for  vulnerability 
^  Limited  ability  to  tactical^  c^timize  orbital  configuration 
Finite  fuel  restricts  utility 

☆  Costs 

Complex,  bi^ity  redundant,  <ax)8s-str^[q)ed  designs 
!=>  Manned  servicing  is  cost  prohibitive — $2M+ /orbital-hr 
Hi^  fuel  fi:action  costs  for ‘‘manoiverable”  satellites 

☆  Technology 

^  On-orbit  technology  at  least  10-15  years  old 

ttamanned  satellite  servicing  requires  devdc^anent 


TTO 


2 


2010  Space  Architecture 

-  The  Long  View- 


'itBilii' 


Orbital  Express 

Military  &  Intelligence  Advantage 


Enable  ne\v  and  enhanced  c£^)abilities 

^  Adjustable  satdlite  coverage  /  optmn’raHnn 

^  Optimize  thin '  constellations  to  provide  regional  focus  (greater  coverage) 
^  Operate  at  different  altitudes  as  needed 
^  Formation  “flying” 

^  RandcmAV;  Ckninfceradveisaiy  acthity  schedulingCD+D) 

^  Enable  space  ocntrol  options 

Protection:  evasive  and  unpredictable  maneuvers 
^  Situational  awareness:  hi^y  agile  surveillance  system 

^  leverage  long-lh^  hardware — reduce  cost,  increase  csqiability 

^  Extend  lifetimes 

Ekiable  a  revolution  in  space  affairs 
!=>  Extensible  design +  q)aoeocHnmodities 
=>  Ckjnmien:kdconq)etitwecidixmkjg^ 


nmm 


History  of  On-Orbit  Servicing  itto 


mm^ 


P3I  Satellite  Architectures 
Extend  “Moore’s  Law”  To  Space 


i^Acoxnmodate  differing  rates  of  tedmolc®?^  advance 

^;>Qii»italIteplaoaiiaitlMts  (ORU)  toin^irovesiystemperfiann^^ 
0  ‘Thig-and-Play”  ardiitectures  canbe  madehi^iiy  ads^jtable 
£^>E3q)loit  long-lived  ocmqxHiai^  saisors,  solar  panels) 

^E]nable  new  capabilities 

‘‘Ti^tly  coupled”  system&-Kax«s  cueing/ taddng  of  new  system 
^  Adapt  to  counter-measure  threats 
i^Less  initial  lisk  reduction  required  iq^radable  avi^ 
☆Reduction  in  satellite  systems’  cost 


Spaceborne  Processing 


Bytes/$DRAM 


■  ■■ 

V^^oubling  tiaj>s 

SfOWh’ 30%  pc?  y«fir. 

V?  g 


1  Microprocessor  perfitrmartce  ] 

iDoa 

'"pi.'  ^ 

10O 

1MH 

.  wn  - 

M*g«  , 

,  Kite  / 

1*7*  ' 

■  1M6  .  '  1t»0  VMMi' >B1«' 

.  ^  SAR 

/- 

ECCM  ^ 

;  ^ 

Broad-Band 

Onboard 

STAR 

Narrow-Band 

Beam  Forming  [ 

Beam  Forming 

,  1 

1W5  2000  2005  2010 

Year  6 


Planned  System  Upgrade 
Standard  Procedure  for  Aircraft 


i^F-16  MidtniaticKial  Staged  Iii^inivexn^  CMSIP) 

^  Flan  progressive  upgrades  — 

^  Airfiame  life  is  long  -  technology  evolving  slowly 
^  Avionics  technology  progressing  quickly  -  short 
obsolescence  cycle 

^  Retrofit  iq)grades  to  eaifier  F-1& 

^  Early  airframes  configured  to  accept  future  upgrades 

^  Upgrade  — 

^  Processing  speed,  bandwidth  and  memory  F-i  6 

^  Defense  capability,  displays,  weapons  and 

warning  systems  , 

^  Communications  and  navigation  (GPS)  t 

E 

i^Advantages  | 

^  Increase  service  life  and  c^iahUity 
^  Reduce  cost  and  time  to  retrofit 


F-16  MSIP  Planned  Upgrades 


1979  1980  1981  1982  1983  1984  1985  1986  1987  1988  1 
Year 


In-Flight  Refueling  -  A  Revolution 
in  Military  Aircraft  Capabilities 


TTOl 


☆  Revomticxiize  aiix^raft 
^Extend  ixinge  and  duration 

+  Global  missions  feasible 
^  Fi^iter  escorts  sustainable 

☆  Redix^  cost  aiKl  time  ocHiqia]^ 
base  refueling 


In-Flight  Refuel  Revolution 


Global  Bombing  Missions  Feasible 


New  Capability  In  Space: 
“Orbital  Replenishment” 


Navy’s  underway  replenishment 
(UNREP)  capability  provides: 
o  Force  multiplier 
!=>  Flexibility 

Enhanced  on-station  time 
!=>  All  commodities  for  extended 
operations;  food,  fuel,  ammo, 
repair  parts 

About  1  shuttle  craft  (fast 
replenishment  ship)  per  10 
combatants  (CVBG) 

Man-in-loop  required  for: 
ci'  Station  keeping 
o  Dexterous  manipulation 
Anomaly  detection  /  crisis 
resolution 


ORBREP  versus  UNREP; 
o  Same  force  multiplier  and  flexibility 
benefits 

c?  Man-in-loop  required  only  for  anomaly 
detection  /  crisis  resolution 
Nominally  one  servicing  spacecraft  per 
orbital  plane 


New  Refuelable  &  Upgradable 
Satellite  Design/ Architecture 


☆  Design,  Build,  Add  an  Extensible  Satellite 

☆  Preplanned  Product  Improvement  (P^  Satellite  Deagn 

=>  Standards  Based  “Dodiable”Interfeoes 

^  Thennal 
^  Signal 
^  Power 
^  Inertial 

£?>  ‘‘Phig  and  stay”  ORUs  for  AvicMiicsPSI 

^  Electronics 
Power  systems 
Stabilization 
^  RF  elements 

Extoisible  Avionics 
Refuel  ^jaoecrnftFeatui^ 

Expendables  Rgjkni^bni^ 

^  Fuel,  batteries,  cryogens 


20  Kg  payload 

Bus 

_  Systems 

Solar  /' 

Arrays 

|i*Shuttle 
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ASTRO  Servicer 

Autonomous  Space  Transporter  and  Robotic  Orbiter 


tV  Design,  BuHd,  and  Demo  a  Seiivicer  for  In  sito 
Refijeling  and  Modular  Uj^rade 

iV  Servicer  FunctioKis: 

=!>  Aviooics/fiid  canister  captui^  transp^ 

O  Autonomous  satellite  rendezvous  &  docking 
^  FXiel/OiiiitalReplaoeme^  Unit  deliveiy 
^Inspection 

Host  platform  for  MicroSatellites 

tY  Technical  Challenges  &  Opportunities: 

O  Autonomous  rendezvDus^redsion  docking 
^  Soft  capture  mcrfianign 

^  Electrical4>botenic^lieniialiiiterfoces 
O  Ptt^xilsiGn  &  attitude  systons 


Power  Thermal 


Orbital 

Replacement 

Units 


ASTRO 

(^Shuttle) 


Enabling  a  Robust  MicroSatellite 
Capability/ Architecture 


A  i^iace  k^istics  vdiide  (ag.  the  Orbital 
Eiqiress  ASTRO  vchicte)  can  pixjvide  bus 
functions  to  Mk3X)Satdlites 
^  Maneuva:at^fy^/  otint  raising 
O  Power 

Commimiofltifirtfs 

^  Attitude  conteol 

Ride  is  mitigated  ii;gng  piovm 
bus^^stems 

ti’More  MicaoSatellite  mass  can  therefore  be 
devoted  to  pajioad 
☆Use  of  low-cost,  (Hi-demand  launch 
c^iportunities  (F-15  /F-22,  secondary 
paydoad)  for  delivedi^  MexoSats  to  orbit 
now  becomes  feasible 


Servicer 
(permanently  on  orbit) 


Docking  Port 


Laser  Range  Sensor 
— -S' Cross  Hairs 


Microsat 
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Orbital  Express  Enables 

Robust  Micros  atellite  Architecture 


riA-RPA 


Why  Micros atellites? 


☆  Lower  wei^t  lower  launch  costs 

☆  Leiverageeaojesscg^jadty  on  large  vehicles  thra^ 
secondary  pajioad  cs^iability 

FhqTand  number  of  organizati«is  manufacturing 
^lacecraft 

☆  Cluster  operaticms  <->  graceful  d^radaticHi,  distributed 
functicHiality 


☆  Low  observability 
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What  Limits  Useful  Missions  for 
MicroSatellites? 


ITTOI 


i^Mass  drivers  in  satellite  design 

^Structure:  Miist  withstand  laundiaooelemticHi  and  vibration  loads 
^  Solar  i>anels;  Must  be  deployable  ifmissicw  require  hi^  electrical 
power  (e^.,  comms) 

^Batteries:  Required  for  operabifity/ sustainment  during  eclipse  (almost 
50%  of  time  for  LEO  spacecraft) 

^Optics:  Massive  primary  el^iientsrequued  to  obtain  adequate  resolution 
^Radar:  Array,  traiismitter,  power  storage &haiidliiig  are  large  for 
adequate  resolution 

Propulsion:  Thrusters  arid  fuel  (inaiiaiverabiKty,  orbit  inaintenai^ 
deorbit) 


ASTRO  MicroSat  Docking  |tto 


What  is  the  Right  Fuel  Infrastructure ?itto 


^F\]£l  attributes 

Loog^ennoa-orixt  storage 
c:>  Relathne^nm^iazaniousatlam^ 
MuM-mode 

Mi]ltmle]:csiq)i4^optk]as 


n&RPA 


Delivering  Material  To  Space  ftto 


Dedicated 

$5,000- 10,000 /IbW 

Piggy  Back/Ad£^ter  Rings 

$1,000 -2,000 /lb 

Hi^  Ten^x)  -  Hi^  Risk/Low  Cost 

$  ? 

Gmi  Launch  fixxn  Earth 

$  ? 

Aircraft  Launch 

$  ? 

Summary 


A  canq)rehensive  on-orbit  servicing  architecture  enables: 

Reaify  availability  of  fuel,  providing  die  tactical  agility  required  for  a  wide 
range  of  current  and  emerging  missicsis 

C>  Modular  replacement  functicn  leading  to  multi-mission  capability  and  life 
extensiaa 

oBus  functions  and  orbit  transfer  service  for  McroS^teDite  operatims 
Ifeduced  mistion  risk  tiirou^  proven  on-orbit  infiastructuie 

☆  All  of  these  provide  opportunities  for  new  and  enhanced  miUtaiy 
^plicatkxis 

IJfe  cycle  cost  reductions  wiU  otxne  when  inhnstructure  is  in  place 
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Dynamic  Database 

Efficiently  convert  massive  quantities  of  sensor  data 
into  actionable  Information  for  tactical  commanders 


The  Problem 


I  Sensor  data  increasing  exponentially 

-  FiA,  Global  Hawk,  etc. 

I  Single  source  analysts  decreasing  at  high  rate 

-  No  multi-sensor  analysts 

I  Targeting  decision  cycle  delayed  by  manual  processing 
I  Missed  opportunities  caused  by  too  much  un-exoloited  data 


Current  Process  (hours)  sensor 
- "  — *  Analysts 


Dissemination 


Text  Messages 


Text  Messages 


Intel/Ops 

Analysts 


Commanders 
(Mixed  Views) 


I  Example  -  Image  centric  surveillance  -  Kosovo 
—  Pixel  by  pixel  “eyeball  change  detection” 

—  Single  sensor  at  a  time(“stovepipe  analysis”) 

—  Manual  exploitation  -  hours  to  days  for  product 
—  No  automatic  multi-sensor  geo-registration 

Consequence:  Failure  to  find  /  identify  targets 


DDB  Solution 


■  Common  geo-registered  database 

“  Common  grid  tied  to  wide  area  terrain  data  (DIED,  CIB,  FFD) 

-  Multi-sensor  observations  (SAR,  EO.  IR,  GMTI  and  SIGINT) 

■  Fusion  across  sensors 

“  Model  based  evidence  accumulation 

■  Track  targets  and  features  at  object  level 

-  Wide  area  coverage,  large  numbers  of  targets 

■  Dynamic  closed  loop  tasking  overcomes  missing/ambiguous  data 
_ -  Self  evaluation  of  database  and  task  requests  to  AIM 


DDB  Solution  (minutes) 

Commanders 

\  ^  \  /  \Consistent  tailor 


SIGINT 


Track  and  ID 


mm 


Sensor  requests 


Dynamic  Multi-  se^hsbr  ISR  Database 


DDB  Architecture 

Enables  Sensor  Data  Access  and  Technology 
Growth 


•  Database  architecture  overcomes  limitations  of  data  ownership 

•  Enhances: 

-  Data  sharing,  interoperability 

-  Technological  growth  -  applications  and  visualization 

•  Leverages  COTS  thrusts  in  “open  systems”  &  “object  oriented  databases 

-  Explore  military  needs  which  exceed  likely  commercial  interests 


XSensor  Data  Store  ^ 

trO^Son  Sensor  History  Data,  Foundation  Data 


Ratable  space- 
indexed 
^^tabases 


User  Interface 


Dynamic  Data  Services 


Real-time/ 

processing 


/Change  Detectors,  All  source  Track  Fusion 
Model  Based  Classifier,  Networks,  ...  J 

ADolications  / 


.Situation  Histor 


Registration  of  all  Sensors  to  a 
Common  Targeting  Grid 


DOS  APPLICATIONS  '• 

CHANGE  DETECTORS  .--1  ;  FUSION  ALGORITHMS  . 


Oynafnic;Retonc«^:H^ 
Dynamicaify  Updated  DEM 
GeoregistiW^  litWi^ry,  MTI,  ... 
Road  NetWQH<$,  Feature  Data 

Reference  Metrics 


DDB  Registrar 

Registration 

Georegistration 

Reference 

Data 

Intensification 


Absolute  geospatial 
accuracy  for  targeting 
^  ('“10  m.) 

Relative  georegistration 
for  change  detection 
(<lm.) 

Dynamic  update  of 
reference  data 


Normalcy  Models  Enable 
Wide  Area  Change  Detection 


IMINT,  GMTI.SIGINT 
Sensing  parameters,  Terrain, 
Landclass,  Object  relationships 


Normalcy  models  provide  context 
for  detection  thresholds 

m  Is  this  a  region  of  high  clutter? 

■  Was  it  there  on  the  last  sensing  pass? 

■  Has  it  changed  state  or  shape? 

■  Is  it  emitting  as  expected? 

■  Is  it  moving  in  a  new  way,  place,  or  time? 


||)ject  Normalcy^^ 
ii-.'  Models 


leal  General : 
vehicle 


Feedback  from 
Track  and  ID 
Fusion 


Combined  multi-sensor  data  is 
required  to  derive  normalcy 

■  Spatial,  temporal,  feature  based 
representation  of  scene  content, 
background,  and  behavior. 


COMINT  Intercepts. 

(DF/TDOA/FDOA 
location  measurements, 
extracted  audio ) 


Target  J  Message 
reports^  Handler 


SIGINT  Change  Detection 
Approach 


COMINT 
Multi>Platform 
Association 
I  — 
COMINT 
Radio/Platform 
Pairing 


I - p  ELINT  -H 

ELINT  Intercepts _  Multi -Platform  I 

(DFyTDOA  location  Association 

measurements)  p- - 

EOB/ Weapon 
System  Pairing 

•  Analysis  of  spatio-temporal  structure  of  RF 
activity: 

•  Emission  Density  -  Exploits  spatial  features  of 
the  battlefield 

•  Emission  Profile  -  Exploits  periodic  activity  of 
the  battle  space 

•  Communication  Network  -  Maps  lines  of 
communication  between  entities  and  echelon 
levels 


GMTI  Change  Detection 
Approach 


Multiple  Collection  Raw 


I - MPCD  r- 

Collated 

Standardized  GMTI 


/ 

Normal  Flow 

•  V'lVVv 

■  > 

IfIowCD  - 


(/- 

■ 

■ 

■ 

1 

X*  •  *  \ 

uH 

1 

Registered  Roads 


Ingest 


Common  representation 
Sensor  History  Database 
Spatial-temporal  indexing 


Registered  GMTI 


Register 


'  Improved  position  accuracy 
'  Improves  multi-source  fusion 


Multi-Platforrn  Tracking 


•  Improved  track  continuity, 
purity,  position  and  velocity 
accuracy 


Flow  Densities 


Traffic  Flow 


•  Wide  area  movement  estimates 

•  Indications  and  warnings  of 


SAR 

Multi-sensor  Imagery 


SAR  OLCD 
EO  OLCD 


Significant 
Fused  Object 
Changes 


Detections 

Object 

Locations, 

Features 


•  Sensor  history 
enables  “mocfeling” 
of  image  response 
under  various 
conditions 

•  Image-level 

•  Object-level 


Object  Level  Change 
Fusion  enables 
decorrelation  of  false 
alarms 


•  Change  fusion 
provides  high 
confidence  discovery 
of  objects  for 
simultaneous 
track  &  ID 


Multi-look  -  Multi-temporal  -  Multi-sensor  -  Multi-algorithm  Fusion 


All-Source  Track  &  ID  Fusion 
Approach 


I  Fuses  Change  Detector  Outputs 

-Detections,  tracks,  identifications,  features 
-MHT  (Multiple  Hypothesis  Tracker) 

-  Support  sensor  tasking  mm^' 

I  Target  Identification  ^ 

-  Fuse  and  maintain  SIGINT/  (MINT  identity  information  \ 

-Model  based  classifier  ^ 

-  EO  and  SAR  classification  of  vehicles 
-SIGINT  ID  features  link  with  moving  and  stationary  cycles 
Target  Track  Continuity  Through 
Move-stop-move  Cycles 
-Fuse  GMTl  and  SIGINT  when  moving 
-Fuse  IMINT  and  SIGINT  when  stopped 

-  Increase  track  length  relative  to  MTI  alone 

-  Recognize 


SIGINT/ 


All-Source 
Track  &  ID 


ectOnented  Database  Mana 


Registration: 

~  Shared  multi-spectral 
fiducial 

-  Salient  feature  matching 

-  Iterative  refinement 


Change  Detection: 

-  Adaptive  background 
modeling  (normalcy) 

-  Spatial  and  temporal  pattern 
analysis 

-  Tripwires 


mmmBsmmm 


ent  System 


- ^....nteoration 

All-Source  Track  &  ID: 

-  Correlates  detection 
features  from  sensors 

-  Accumulate  over  time 

-  Maintain  through 
move/stop/move  cycles 


I  LCD:  Image  level  Change  Detection  ♦  OLCD:  Object  Level  Change  Detection  ♦  OLCF:  Object  Level  Change  Fusion  ♦  ATIF;  All-Source  Track  &  ID  Fusion 


Data  Driven  Collection  Management 


Track  &  ID 
Fusion 


Multi- 
Sensor 
Change 
Detection  , 


Automated 

Registration 


Goal:  Close  the  Loop  Between  Collection  Management  and  Situation 
Estimation 

-  Now:  Manual  coupling 

-  Forces  tasking  focus  to  be  on  static  targets 

-  Limits  use  of  uncertainty  info  In  task  valuation 

-  Future:  Automate  process  by  developing 

-  Task  generation  from  ambiguities  In  fused  product 

-  Task  valuation  based  on  uncertainty  estimate  of  the  current  situation 


h>tim 


DDB  Accomplishments 


Demonstrated  Benefit  of  Fusion  Gam 

Wide  Area  Change  Detection  (WACD) 

-  IMINT 

-  Statistical  normalcy  models  to  recognize  change 

and  reject  false  alarms 

-  EO/SAR  fusion  reduced  FAR  -4x  in  experiments 


-  Increased  track  continuity  by  27% 

-  Reduced  error  in  position  by  37% 

-  SIGINT 

-  New  emitter  mapping  and  profiling  capability  _  . . 

-  50%  reduction  in  emitter  location  error 

through  multi-platform  fusion  /  in  /  ' 

All-source  track  and  ID  Fusion  (ATIF)  oe/  lU 

-  Developed  new  capability  to  maintain  track  through  Pd  y 

move  -  stop  -  move  cycles 

-  Association  of  mover/sitter  tracks  extends  track  continuity  ~x4  0.2  //  /  Jlc 

Dynamic  Data  Services  j/  /  . " 

-  Common  targeting  grid  FA  /  KM  2 

-  Registered  sensor  histories  over  space  and  time _ _ 

Foundation  technologies  to  produce  a  timeiy,  accurate  estimate  of 
the  ground  situation  (kinematics,  locations  and  IDs  of  objects) 


FustdChwgtSAR 

“OLCDEO 


Information  Technology  Office 
Overview 


Drivers  of  IT  Research 


Computing,  Networking,  Security  have  come  a  long  way, 
but  they  have  a  long  way  to  go. 

Key  drivers: 

■  wireless  and  power  aware  computing  devices, 

■  ubiquitous  computing  devices, 

■  embedded  computers,  (interacting  in  real  time  with  sensors  and 
actuators), 

■  wideband  optical  networks. 


■  MEMS, 

■  quantum  devices, 

■  system  on  a  chip;  billion  transistor  chip,  photonic  interconnects, 
programmable  hardware, 

■  cognitive  neurophysiology, 

■  bio-informatics. 


What  Are  the  Hard  Problems?? 


Wireless: 

1 .  Power/  Energy  Aware  Computing  and  Communication  (PAC/C):  design 
suites  for  trading  off  power/energy  consumption.  Design  environments  for 
integrated  design  across  aigorithms,  instruction  sets,  and  device 
clock/frequency  characteristics. 

2.  Distributed  Computation  with  sensors  which  have  to  trade  off  on  board 
computation  with  communication.  Threshoiding  phenomena  in 
performance  improvement  of  networked  sensing  systems.  (SensIT) 

3.  Secure  Ad-hoc  networking  protocois  for  insecure  and  jammable  networks. 
Game  theoretical  approaches  to  information  assurance  in  a  hostiie 
environment,  physical  layer  and  network  layer. 


What  Are  the  Hard  Problems?? 


Ubiquitous  Computing  Devices: 

1 .  Hands  off  interaction  with  portable  or  omnipresent  computers.  Need  for 
voice /speech  /  foreign  language  recognition.  (Communicator,  TIDES) 

2.  Operating  Systems  for  small  sensors,  embedded  devices  for  specialized 
operation.  (Ubiquitous  Computing) 

3.  Ad-hoc  networking,  content  addressable  data,  queries  for  intermittently 
available  data  stores.  (Ubiquitous  Computing) 

4.  Dynamic  caching  of  data,  data  provisioning  systems,  aggregation  of 
temporally  evolving  data.  (IM,  Ubiquitous  Computing) 

5.  Collaborative  and  Hierarchical  Decision  Making  Environments. 
(Ubiquitous  Computing) 


Hard  Problems  Continued 


Optical  Networking 

■  WDM  is  nearing  maturity,  however  optical  networking  protocols  for  WDM 
over  IP  are  not  ready  yet:  routing,  congestion  control,  network  management. 
(NGI) 

■  Security  of  high  speed  networks. 

■  Modeling,  estimation  and  control  of  traffic  at  various  levels  of  granularity  on 
WDM  networks,  ATM  networks,  WAN  and  Ad-hoc  Wireless  Networks  is  In  its 
infancy.  QoS  for  different  streams  of  traffic.  (NMS) 

MEMS 

■  Smart  rnatter:  the  integration  of  MEMS  actuators  and  sensors  with 
computation  and  networks,  (seedling,  amorphous  computation) 

■  SmartDust:  usage  of  MEMS  sensors  with  wireless,  GPS,  biochemical 
sensors  and  ad-hoc  networking  to  enable  distributed  detection  and  tracking 
of  bio-hazards  (SensIT) 

■  Computational  infrastructure  for  distributed,  Networked  Embedded  Systems. 


Hard  Problems  Continued 


Computational  Models  “Beyond  Si” 

■  New  paradigms  for  secure  communication  and  computation. 

■  Quantum,  DNA,  smart  matter  models  of  computation;  Amorphous 
Computing.  Challenge  problems:  quantum  and  string  theoretic  simulations 
of  molecules. 

■  Integrate  adaptively  computational  elements  ASICs,  FPGAs,  programmable 
elements  using  optical  interconnects  to  incorporate  security  into 
computational  fabric. 

■  Programmable  hardware  with  verified  components  for  morphing 
computational  elements  and  power  aware  applications.  (Just-in-Time,  DIS) 


Hard  Problems  Continued 


Cognitive  Neurophysiology; 

■  Interfacing  computer  memory  to  human  memory,  models  of  memory  and 
forgetfulness  to  augment  situation  awareness.  (ISAT  Study  Area) 

■  Learning  of  information  search  patterns  and  language  acquisition 
(TiDES) 

■  Synthesis  of  speech,  gaze,  gesture,  and  lip  reading  for  noisy,  multi-speaker 
environments. 

Computational  Biology: 

■  Hidden  Markov  models  for  biological  models  of  gene  expression  and  phenotype 
expression.  Putting  biological  content  into  phenomenological  models,  bio- 
informatics. 

■  Architectures  for  computation,  hardware  and  software  with  the  fault-tolerant  and 
seif-organizational  character  of  biological  systems. 

■  Modeling  and  Control  of  genetic  circuits  for  applications  like  suppression  of  pillation 
or  forced  sporulation,  multi-grained  models  of  the  organism,  cell,  DNA,  gene 
computational  elements. 


Hard  Problems  Continued 


Embedded  Computers  and  Software: 

■  Distributed  software  each  performing  time  critical  tasks  needed  to 
coordinate  with  guarantees  of  overall  QoS.  (Quorum) 

■  Verified  software  for  adaptable,  time  critical  operations  with  multiple 
distributed  processes  for  physical  systems  whose  mode  changes 
depending  on  mission  priorities.  (SEC) 

■  Mode!  based  design  of  embedded  software  for  hardware-software 
codesign.  The  goal  is  to  have  embedded  software  keep  up  with  Moore’s 
law  advances  in  processor  speed.  (MoBlES) 

■  Networked  Embedded  Systems  compositionality  and  distribution  of  the 
subsystems  is  unknown  resulting  in  large  cost  overruns  and  worse 
inadequate  performance  in  real-time  embedded  software  for  distributed 
sensing  and  control. 


Current  ITO  Programs 


Intelligent 

Software 


bom'municatdrl''^ 


..Information  Management 

^Tran^anguarcriDES)^ . 


Autonomous  and 
Embedded  Systems 


Networking  & 
Distributed 
Systems 


High  Performance 
Computing  Components! 


■; ' 
A 


Autonomous  Negotiation  Targets  (ANTS) 

Mobile  Autonomous  Robot  Software  (MARS) 

Software  Enabled  Control  (SEC) 

:Model-Bas0d  Imegratlorr  of  Embedded  Software  (MoBIES) 
Software  for  Distributed  Robotics  (SDR) 

Program  Composition  for  Embedded  Systems  (PCES) 

Active  Networks 

Next  Generation  Internet  (NGI) 

Quorum 

Sensor  Information  Technology  (SenslT) 

Network  Modeling  and  Simulation  (NMS) 


Data  Intensive  Systems 
PAC/C 
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Tderant  Networks 
Dynamic  Coalitions 


Surveillance  Applications 


Signal  Processing  &  Power  Aware 
Computing/Communication 


■  Provide  an  integrated  software  /  hardware  technology 
suite  with  the  potential  to  reduce  power  requirements 
by  100X  -  1000X  in  (energy  *  delay)  or  performance  / 
watt  when  compared  to  technology  using 
conventional  approaches 


■  Maximize  energy  conservation  at  each  level  while 
providing  intelligent  power  aware  management  and 
optimization  of  energy  and  energy  distribution  at 
all  levels  of  highly  constrained  embedded  systems 


Protocols 

Power  Aware  instructions 
&  Frequency  Scaling 
Clock  Management 
Compilers/OS 
Algorithms  &  Partitioning 


Representative  Program 

PAC/C  -  Enabling  Technology 


Power  Aware 
technologies  are 
critical  across  a  broad 
range  of  applications. 

Broad  cross  section  of 
low  level  technologies 
required 

Provide  a  technology 
suite  for  use  by  each 
end  user 


Optimize 
performance, 
energy,  power 
demands  against 
instantaneous 
mission 
requirements 


Representative  Program 

Fault  Tolerant  Networks 


Goal:  Ensure  continued  availability  of  the  network  in  the  face  of  an 
attack  while  containing  the  resources  available  to  the  attacker 

Fault-Tolerant  Survivability 

♦  Apply  fault  tolerance  techniques  to  networking  protocols 

♦  Better  understanding  of  network  fault  modeling 

♦  Explore  network  overlays  as  survivability  mechanism 

Denying  Denial-of-Service 

♦  Allocation  methods  to  constrain  attacker’s  resource  use 

♦  Progress-based  protocols  link  allocation  to  level  of  trust 

Active  Network  Response 

♦  Exploit  active  networks  for  traceback 

♦  Attacker  fencing 


Bio-Futures 

Computation  in  Bio-Substrate 


Hybrid  Circuit  Models  for  Biological  information  Processing 
(Bio-Spice) 

♦  Hybrid  stochastic  -  deterministic  systems 

♦  Gene  regulation  control  models  to  predict  Intervention  in  pathogens, 

♦  Design  optimal  micro-organisms  for  bioreactors,  biomass  energy 
harvesting 

DNA  Computation  &  Devices 

♦  Controlled  DNA  computing  on  substrates 

•  SAT  problems;  bio-chips  for  multi-agent  detection 

•  Algorithmic  self-assembly:  sheets,  cages  (crystallography,  molecular  electronics) 

♦  Gates  and  integrated  logic  from  DNA  gene  control  circuits 

♦  Memory,  databases. 

Cellular  Control  systems 

♦  Integrated  cellular  control  combining 

•  Sensing  (aptamers) 

•  Actuation  (DNA  lattice  registers,  biomotors,  production  of  target  biomolecules) 

•  Local  distributed  control 

♦  Demonstrate  control  of  physiology  of  normal  and  pathological  cells 

•  Sense  state  of  cell 

•  Engage  gene  control  networks 
Produce  regulating  gene  products  to  switch  cell  state 


Modeling  and  Simulation  Approac 


Molecular  Components  of  Genetic  Feedback 
Circuit  , - , 


Genetic  Circuit  Representation 


tIM  T09«i« 
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Stochastic  Mechanisms  Produce  Fluctuating  Signal 
Levels 


Gene  Regulation  Networks 


Science  &  Technology 

♦  Develop  tools  for  characterizing 
the  fundamental  architecture  and 
design  features  underlying  the 
dynamic  behavior  of  genetic 
regulatory  networks 


Technology  Needs 

♦  Computer  aided  design  tools  for 
rational  design  and  manipulation  of 
metabolic  systems  and  products 

♦  Broad  DOD  payoffs 

-  Rational  Rx  for  CB  and  toxic  agents 

-  New  concepts  &  distributed  sensing 
and  control 


Embedded  Software: 
Opportunities  and  Challenges 


Dr.  Janos  Sztipanovits,  DARPA/ITO 


The  Technology  Challeng 


Embedded  systems:  Information  systems  tightly 
integrated  with  physical  processes 


Problem  indicators: 

•  Integration  cost  is  too  high  (40-50%) 

•  Cost  of  change  is  high 

•  Design  productivity  crisis 


Root  cause  Of  problems  is  the  emerging 
new  role  of  embedded  inforrnation  systems: 

♦  Exploding  integration  role 

*  New  functionalities  that  cannot  be  implemented 
otherwise 

•  Expected  source  of  flexibility  In  systems 

Problem:  Lack  of  design  ~ 

technology  aligned  with  the 
new  role 


>2tiDanovits 


Problem  for  Whom? 


♦  DoD  (from  avionics  to  micro-robots) 

-  Essential  source  of  superiority 

-  Largest,  most  complex  systems 

♦  Automotive  (drive-by-wire) 

-  Key  competitive  element  in  the  future 

-  Increasing  interest  but  low  risk  taking 

♦  Consumer  Eiectronics  (from  mobiie  phones  to 
TVs) 

-  Problem  is  generally  simpler 

-  US  industry  is  strongly  challenged 

♦  Piant  Automation  Systems 

—  Limited  market,  conservative  approach 


DoD  Example: 
Avionics  Systems 


Independent  Avionics 


DEDICATED  SUBSYSTEMS 
•Digital  Fire  Control/NAV 
•PT-PT  Wiring 
•Mechanically  Controlled 
Sensors/FLT  Controls/ 


Federated  Avionics  I  ^ 
FEDERATED  SUBSYSTEMS 

•Functionally  Integrated  Data 
Processing 

-NAVA/VD/Air  Data  Sensors 
-Flight  Control 
•Beam  Steering  Sensors 
•Fly  By  Wire 

•Dedicated  Digital  Processing 
•Cre^^^^^^erator^^ 


•Crew-Dominated  Operation  |  -Automated  TF/TA 


Integrated  Avionics  I 

INTEGRATED  SYSTEMS 

1  MB  *Aircralt-Wide  Information 
Integration 

-  Sensors/Stores/  Vehicle/ 
Data  Propulsion 

•Modular  Electronics 
sors  ‘Massive  Data  Bases 

-  Terrain,  Threat  ^ 

•Digital  Sensor  Processlra^^ 

-  Sensor  Fusior^lKj#^^ 
ssing  •  HipejiPB^S^i^aging 
nsjpp  grfW^rated  Diagnostics/ 

System  Fault  Tolerance 
•System  Data  Security 
•Limited  UAV  Autonomy 


SYSTEM  of  SY 


Ef 

ent 

-  Ai  It  tMuiii-tiensor) 

-  Failure  Prognostics 
'  Route/  Sensor/  Weapon/ 
Vehicle  Coordination 
-  Bistatic  Sensing 
(Air/  Space) 

-  Threat  Evasion 


Technology  Themes 


Software  and  Physics 

-  Establish  composability  in  SW  for 
physical  characteristics; 
System/software  co-design  and  co- 
simulation  environments;  New 
methods  for  system/code  composition 

Embracing  Change 

-  Adaptive  Component  Technology; 
Adaptable  composition  frameworks; 
QoS  middleware  for  embedded 
svstems 


Dealing  with  Dynamic  Structures 

~  Property  prediction  without  aissuming 
static  structures;  Monitoring, 
controlling  and  diagnosing  variable 
structure  systems. 


J.  Sztipanovits 


Why  Can  We  Make  a 
Difference? 


New,  critical  insights  in  fundamentals: 


Emerging  theory  of  hybrid  systems 
provides  a  new  mathematical 
foundation  for  the  design  and 
verification  of  embedded  systems 


Revolutionary  changes  in  software 
creation:  Model-based  generators, 
aspect  languages,  DSL-s  offer  new 
foundation  for  design  automation 
and  adaptation. 


x=f(x,u,t) 

FSM=<!,0,S,r.5,X> 

•  Model  checking 

•  Compositional  synthesi; 

•  Simulation 

Multiple  aspect 

models 

•  Formal  modeling 

_ _ 

Model'based 

1  •  Verification  tools 

Generators 

1  •  Automated  code 

Target  system 

1  synthesis 

Theme  1: 

_ Software  and  Physics 


Embedded  software:  Defines  physical  behavior  of 
a  complex  nonlinear  device 


Embedded  System :  A  physical  process  with 
dynamic,  fault,  noise,  reliability^  power,  size 
characteristics 

Embedded  Software;  Designed  to  meet  required 
physical  characteristics 


Hard  Design  Problem: 

‘  Both  continuous  and  discrete  attributes  (a  lot) 

•  Every  module  has  impact  on  many  attributes 
(throughput,  latency,  jittery  power  dissipation,.;) 

•  Modules  contend  for  shared  resources 
•Very  large-scale,  continuous-discrete,  multf- 

f  attribute,  denSely’Cbnnected  qptim  izat ion  problem 


Primary  challenge:  Cost-cutting  physical 
constraints  destroy  comppsability 


Why  Is  this  a  Problem? 


We  have  focused  on  functional 
composition.,. 


But  cross-cutting  physical  constraints 
weaken  or  destroy  composability 


|j.  Sztioanovits 


Current  Technology: 

Functional  Composition 


ApplicatfonlSonwme: 
fet/rreM/y  //itejOfriSto 


Goal:  Design  Automation  Tools 
for  Embedded  Systems  ^ 


♦  Compose  model-based  design  frameworks: 

-  and  systems  ..  . 
Engineering  frameworks  as  seeds 

-  Add  Gustomizabte  design  views  and  notatione  ”  “ 

1  ■  I'  ■  i 

-  Provide  multi-;resolu|i|)njsirniMion™.,^^^^^^ 

-  Add  lutomated  anak^^ridd  iysterfi^dft^  syrfthesis 

♦  f apabilitiesr^^^^^**^%iiE:™  . 

-  Co-evolve  integrated  physicManB  infofrtiStiQn^sysJem 

■MODELS  Ej,"; 

-  Synthesize/customize  sdftware  and  system 


Establish  composability  for  physical  behaviqr 


J.  Sztioano 


ITO:  Program  Composition  for^ 
Embedded  Systems  (PCES) 


Aspect  languages  will  change  programming: 


c|j|nftpa®t^ctur0|| 

IpSs^’ajppSrti'  |i 

."yvjpachige^^^^-  |, 

HardwareS'i 
CPU,' MEM,  m 


“Clean" 
Core  Code 


Reusable 
Aspect  Code 


Aspect 

language 


Aspect 

Code 

•  synch. 

•  fault  t. 


J^ztioanovits 


ITO:  Model-Based  Integration  of 
Embedded  Software  (MoBIES) 


J.  SztiDanovits 


Heterogeneous 
Customization  Interface 


Theme  2: 

Embracinq  Chanqe 


Source  of  change:  environment,  requirements 


Hard  Problem:  Due  to  its  Integration  role,  system- 
wide  constraints  accumulate  in  software: 

•  Process  properties  -  algorithms,  speed,  data  types 

•  Algorithms,  speed,  data  types  -  resource  needs 

•  Shared  resources  -  speed,  jitter,.. 

..scattered  all  over  the  software. 


Condition  for  managing  change: 

•  Constraints  need  to  be  explicitly  represented 

•  Effects  of  changes  need  to  propagated  by  tracking 
constraints 


Flexibility  Is  essentially  a 

SYSTEM-WIDE  CONSTRAINT 
MANAGEMENT  PROBLEM 


J.  Sztioanovits 


Goal:  Adaptive  Component 
Technology  for  Embedded  S 


♦  Builds  on  object  component  technology 
(CORBA,  COM)  but  provides: 

-  Internal  mechanisms  to  respond  to  changes 

-  Physically  and  computationally  “self-aware” 
components 

♦  Capabilities: 

-  Insulates  software  from  hardware  with  small 
performance  penalty 

-  Increases  tolerance  to  unexpected  changes 

-  Optimizes  performance 

-  Increases  tolerance  to  faults 


|j.  Sztioanovits 


Theme  3:  Dealing  With  Dynamic^^^ 
Structures 


A  new  category  of  systems: 

Embedding  +  large  number  of  tightly  integrated, 

Distribution  +  spaciously  and  temporarily  distributed 

r'nrkrHinaUrkn  physical/Information  system 

^UOruinaliOn  components  with  reconflgurable  ^^ 

interconnection.  _ 

H  S  Why  should  we  work  on  this? 

y  g  W  The  wave  is  coming: 

™  ®  /  n  •Tremendous  progress  in  MEMS, 

ira  W  H  yg  Hr  photonics,  communication 
®  B  /  .technology.- We  need  to  build 

\  J  ™  /  systems  now  from  these. 

I  mr^m  B  1  * ’"Rectified  applications  with  very  high 
I  /^H  H  J  ROI;  strong  application  pull 

^^g  H  S  *  Almost  total  lack  of  design  theory 

_  technology:  The  problem  is 

^  extremely  hard. 


J.  Sztioanovits 


Problem  Abstraction 


Model 


Model:  Locally  and  globally  relevant  information 
for  global  coordination 


Reasoner/  yi  Reasoner/Adapter:  Adaptation  of  local  structure 

■— Ad^Ptgf— ^  parameters,  coordination 


Controller  Controller:  Discrete  or  hybrid  control  of  local 

physics 


- Ictorjcnatlc 

. . 


Distribution: 

•  Heterogeneous,  simple  components 
(10^2-10^5) 

•  Changing  interconnection  topology 

•  Embedded  synthesis  for  dynamic 
distribution,  reconfiguration 


Coordination: 

•  Globa!  coordination  of  local  interactions 

•  Consistency  of  globally  relevant 
information 

•  Requirements  are  determined  by  locality 
of  physics 


Goal:  Services  for  Coordinatio 


Adjacency; 


►  Applications  determine  the 
type  of  services  required 

►  Physical  characteristics  of  the 
system  determine  dynamics, 
accuracy  and  required  fault 
behavior  of  services 

•  Services  are  built  in  layers 
with  rich  interdependence 

•  Algorithms  used  in 
components  depend  on  the 
distributed  computation  model 


Hard  Problems:  Hybrid  self-stabilization,  customizable  design,  | 

redictable  dynamics,  time  bounded  synthesis,  automated  composition. 


J.  Sztipanovits _  i 


Practical  Use  of  Phase  Transitions: 

Approach  to  Synthesis  Service 


Approach:  Transition-aware,  sub  critical  problem  solver 
Challenge:  Problem  statistics,  order  parameter. 


J.  Sztipanovits 


What  Are  We  Doing? 


Software  and  Physics 

•  System/Software  co>[design, simulation,  analysis]-' 

•  New  methods  for  system/code  composition . 

•  Frameworks  and  middleware  for  embedded  SW— 

•  Hybrid  optimization, analysis . ^ 

Embracing  Change 

•  Adaptive  components  for  embedded  systems-- 

•  Methods  for  controlling  flexibility . 

•  Adaptable  frameworks  and  QoS  middleware . 

•  Programming  methods  to  achieve  flexibility . . 

Networked  Embedded  Systems 

•  Predicting  global  properties  from  local  component 

descriptions  without  assuming  static  structures—- 

•  Monitoring,  controlling  and  diagnosing  of  variable  , 

structure  hybrid  systems . J 

•  Dynamic  composition  frameworks  and  middleware/ 

for  networked  embedded  systems . ^ 

•  Controlling  physical,  chemical  and  biological 
properties  via  embedded  Information  processing— 


Relevant  existing  programs: 
(MoBIES,  PCES,  SEC) 

•  Coordinate  efforts 

•  Leverage  to  increase  common 
technology  base 

•  Primary  impact  on  Themes  1  -2 


New-start  program: 

•  Networked  Embedded 
Systems  Technology  (NEST) 

Planned  program: 

•  Adaptive  and  Reflective 
Middleware  Systems 


Conclusion 


♦  Embedded  Software  is  an  important  area  for  DARPA 
due  to  the  expioding  integration  roie  of  information 
technoiogy  across  military  platforms. 

♦  Existing  and  planned  programs  establish  a  new  re¬ 
integration  of  physical  and  information  sciences.  This 
will  make  a  huge  difference  in  our  ability  to: 

-  Design  software  for  achieving  physical  behavior, 

-  Make  software  able  to  absorb  change  In  physical  systems, 

-  Build,  integrate  physical  systems  dynamically  from  spaciously 
and  temporarily  distributed  components. 

♦  To  do  this  means  changing  culture.  DARPA’s  focused 
investment  is  critical  to  catalyze  and  accelerate  this 
process. 
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Future 

Embedded  Computing 
Architectures 

Robert  B.  Graybill 

Program  Manager 
DARPAIITO 


Embedded  Computing  System 
Requirements  Revolution 


Have  Could  Have 


BOUNDED  MISSION 
CAPABILITY 


DYNAMIC  MISSION 
CAPABILITY 


Challenge  Applications 


SSi  Lower  Cost  Mission  Criticai  Processing 

Mission  DrlvBrS8nsor“Plijg-anil-Pla»"  ^ 

M  A'''*:'  -li££iU!sa. 


^b||^(sQ  f  G^f  nf  I 
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‘r  Act  ''  PQPISc,, 


Tactical  UAV  (TUAV) 

Common  Evotvable  Computing  Platform 


Missionized  Avionics 
Rapid  Upgradability 


SaiaU  UnifS^V- 


>  Other 
ALi^yercd 
\  Sensors  fj 


PistTibihed  Fir^ 
Medtluilsins 


RobodcNLOSFIre 


Manned  C2/lnfantrj  Squad 

Future  Combat  Systems 


DoD  Existing  Platforms 


Commercial  Support  of  DoD  Computing 
Requirements 


Current  Architecture  Solutions 


Data  Intensive  Systems 


The  Problem:  Data-Starved  Defense  Applications 


Solution: 

■  In  Situ  Processing  ■ 

□  Logic  within  memory  chips  □ 

manipulates  data  within  the 
memory  subsystem 

□  Memory  within  computational 
streams 


1982  1986  1990  1994 


Adaptive  Cache  Management 
Applications  manage  memory 
hierarchy  so  data  placement  and 
control  flow  is  tailored  to  application 
specific  needs 


PAC/C  -  Enabling  Technology 


♦Implement  Power 
Management  at  all 
levels 

•Provide  a  technology 
tool  suite  for  use  by 
each  end  user 
•  Power  Aware 
technologies  are 
critical  across  a  broad 
range  of  applications 

Optimize 
performance, 
energy,  and  power 
demands  against 
instantaneous 
mission 
requirements 


PAC/C  Approach 


Power  Aware  Technology  at  All  Levels 

■  Protocols 

Power  Aware  Instructions 

Vjj  &  Frequency 
Scaling 

Clock  Management 
Compilers/OS 
Algorithms  &  Partitioning 


Polymorphous  Computing  Architectures  (PCA) 


Enable  reactive  multi-mission  and  in-flight  retargetable 
embedded  information  computing  systems  that  will  reduce 
mission  computing  payload  adaptation,  optimization,  and 
verification  from  years  to  months  to  minutes. 


Polymorphous 

Computing 


Application  Software 

Maileabie  SW/HW  Abstractions 
&  Stabie  Interfaces 

Micro-Architecture  HW 


Polymorphic  -  Adj.  having,  taking,  or  passing  through  many 
different  forms  or  stages.  (Greek  pdlus  many +  morphe  form) 


Polymorphous  Computing  Architecture  (PCA) 


■  What  will  we  do?  Develop  an  adaptable  (polymorphic)  middleware/micro- 
architecture  that  can  rapidly  adapt  as  required. 

■  How  is  this  different?  Today’s  embedded  computing  systems  are  generally 
optimized  using  a  static  architecture. 

■  What  is  the  impact?  Provide  the  warfighter  the  ability  to  always  have  access  to 
the  best  available  embedded  computer  capability: 

□  Ease  of  HW  upgrade  throughout  the  platform’s  lifecycle 

□  Rapid  multi-mission/multi-sensor  adaptability. 


■  What  is  the  product?  Provide  a  validated  (via  prototype  testing)  suite  of 
polymorphic  computing  architectures  (PCA)  technologies  for  DoD  embedded 
computing  applications. 


Abstract  Hardware  Model 
Presented  to  Software 


■  Must  present  a  range  of  abstractions 

□  Compute 

•  Vector  to  multi-processor  machines 

□  Communication 

•  Circuit  switch  to  packet  router 

□  Memory 

•Vector  registers  to  caches 

□  Verification 

•Functionality  to  performance  metrics 

Support  Broac!  Rsinge  of  Models 


Polymorphous  Software  Component 


® — 


Home 

& 


Measurable  and  Verifiable  Configurations/Behavior 


PCA  Enables 


■  Multi-mission,  multi-sensor,  and  in-mission 
reconfiguration 

■  Rapid  technology  insertion 

■  Deterministic  behavior  within  SWEPT  (Size, 
Weight,  Energy,  Performance,  Time)  constraints 

■  Component  based  validation 

■  Preservation  of  software  investment 

Forever  Change  the  Way  DoD  Develops 
Embedded  Software  &  Hardware  Computing  Systems 


Summary 

-  Future  Directions  - 


■  Embedded 
Computing 


■  High  Performance 
Scientific 
Computing 


New  Ideas 

^  Polymorphous 
Computing 

^  Fill  the  Technology 
Research  Pipeline  ? 


Secure  Networking 


Dr.  Douglas  Maughan 
DARPA  /  ITO 
dmaughan@darpa.mil 
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•  DoD  depends  on 
networking 
technology  for 
information 
dominance  at  aii 
ieveis  of  command 
hierarchy,  BUT ... 


•  DoD  networks  are 
increasingly 
vulnerable  to  attack 


Goal:  Manage  dynamic  coalition  formation  and 
secure  sharing  by  authorized  members 

•  Multi-Dimensional  Coalition  Policies 

•  Secure  Group  Management 

•  Coalitiori  Infrastructure  Services 


Naval  Forces  HQ 


NDOC  Air  Forces  HQ 


•  Establish  “standard”  language  for  policy 
expression 

•  Capability  to  negotiate  policies  with  potential 
coalition  partners  (implies  multiple  at  same 
time) 

•  Dynamic  policy  ^ 

management 

♦  Multi-game  ^  ^ 

•  Policy  discovery 


Global 

Policy 


J=^irewalD 


jgouter^  Local 
Enforce- 
ment6 


lij 


Mobile  Comms 
tey^Stations 


. 


Leave 


•  New  techniques  for  sender  authentication 

•  Scalable  distribution  -  group  creation  &  re-key 

•  Leverage  secure  multicast  standards  work 


•  Scalable  techniques  for  timely 
propagation  of  revocation 
information  (e.g., 
compromised  keys,  expired 
certificates,  etc.) 

•  Extend  current  technologies 
of  cross-certification  for  rapid 
coalition  deployment 
capabilities 

•  Secure  identification/trust 
technologies  (e.g.,  credentials) 


n 


Goal:  Ensure  continued  network  availability  in  the 
face  of  attack  while  containing  attacker  resources 


•  Fault-Tolerant 
Survivability 

•  Denying  Denial- 
of-Service 

•  Active  Network 
Response 


Active  Intrusion 
Detection  & 
Respon^e« 


^Attack 


*  Denial  oiNi 
Service 

Target  '^Response 


ARB 


Replication  and  partitioning  of  network 
services;  Redundancy  of  network  resources 

'  Better  understanding  of  network  fault  modeling 
'  Survivable  virtual  network  overlays 
•  Create  network  self-healing  capabilities 


^efiliCa 


^clieiH^  ref 


ref^a  ^ 


10 


•  Develop  market-based  resource 
allocation  strategies  to  limit 
resource  consumption  by  attacker 

•  New  communication  protocols  that 
execute  based  on  incremental 
progress  within  trust  chain 

•  Create  accurate  mechanisms  for 
reliably  attributing  DoS  attacks 

•  Harden  current  routing  and 
naming  infrastructure  protocols 
against  DoS  attacks 


•  Leverage  advanced 
intrusion  detection 
techniques 

•  Active  networks  to 
assist  with  attacker 
tracing  and  fentfing 

•  Immediate  reaction 
to  real-time  attack, 
limiting  damage 
and  begin  recovery 


Organization  B 

Zombi 


Firewall  _ 

Target 

Web 

^IDR  Server 

Mgmt 

Organization  A  Station 


!2 


Ensure  future  mobile,  wireless  networks  are  resistant  to 
attacks  via  dynamic  and  adaptive  configuration  strategies 

•  Develop  capabilities  for  dynamic,  survivable 
wireless  network  establishment 

•  Leverage  wired  information  assurance 
solutions 

•  Create  survivable  key  management  capabilities 
to  protect  against  compromise  and  enable  rapid 
recovery  and  reconstitution 

•  Develop  node  adaptation  strategies  leveraging 
active  networking 


DAR 


Networking  technology  is  the  cornerstone  of 
DoD  communication  architectures  of  the  future 
(e.g.,  JV  2010,  JV  2020) 

Increasing  environments  of  collaboration 
require  technologies  for  secure  sharing  of  data 
and  resources 


•  Networks  at  ail  levels  of  command  hierarchy 
must  be  resistant  to  attack  and  “operate 
through”  those  attacks  which  are  successful 
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Secure  Networking 


Dr.  Douglas  Maughan 
DARPA/ITO 
dmaughan@darpa.mil 


SensIT: 

Sensor  Information  Technology 


Networked  Micro  Sensor  Technology 
21  Ideas  for  the  21st  Cent.  Business  Week.  8/23-30, 1999 


Program:  Rapid  and  Accurate 
Information  Technology  Enabling 
Networked  Detection,  T racking 
of  Threats 


DARPA/ITO 
PM:  Sri  Kumar 


Underwater  deployable  sensors 


Sensor  Information  Technology 


Goal 

Software  for  distributed  Micro  Sensor  Networks 

Thrusts 

•  New  networking  methods 

•  Leverage  distributed  computing  paradigm  for 

-  Reliable  extraction  of  right  and  timely  information  from 
sensor  field 

-  Networked  signal  and  information  processing 

-  Dynamic  querying  and  tasking 


Nonnallzed  Power  [dBm] 


Software  Supporting  New  Capabilities 


System  Parameters 

•  Latency 
Energy 


For  Networked  Micro-Sensors 

•  Interactive 
Programmable 
Multi-Tasked 
Short  Range 

Algorithms  to  exploit  proximity  of 
devices  near  threats 

-  drastically  improved  S/N 
“  exploit  multi-modal  sensors 

-  collaborative  processing 


Low-Cost,  Rapid,  and  Accurate: 

•  Detection 

•  Identification 

•  Tracking 

•  Targeting 

•  Communication  to  overhead  asset 


Environment 


♦  Operating  Conditions 

•  Harsh,  Uncertain,  Dynamic;  Adaptive 

•  Autonomous  Operation 

—  Scale;  Too  many  devices  for  manual  configuration 

♦  Dynamic  availability  of  resources 

•  Energy/Power,  BW,  MIPS  Constraints 


Distance  (m) 


Challenges 


Networking 

•  Reliable,  Survivable,  Secure 

•  For  Ad-Hoc,  Rapidly  Deployable  Devices 

•  Seamless  Fixed/Mobile  Device  Interaction 


Networked  Computing 

•  Extract  Useful  Information  from  Sensor  Field 

•  Collaborative  Processing 

•  Dynamic  Query,  Tasking 

•  Reliable  and  Efficient 


>  SensIT:  Tasks 


Networking 

Collaborative  Signal  Processing 
Query/Tasking 

Software  Integration/Experimentation 


Networking;  Fixed  Sensor  Devices 


Characteristics: 

•  Ad-hoc,  self-assembled 

-  minimal  state;  IP-alternative 

•  Low-latency 

•  Survivable,  secure 


( f  '4^  '4 


New  Approaches: 

•  No  IP-address 

-  No  global  topology 

•  Data-centric  vs.  end-end 
connections 

•  Application  specific 

•  Survivability,  adaptation  through 
redundancy 

•  Diffusion  routing 

T  radeoffs: 

•  Latency 

•  Reliability 

•  Power/Energy? 

Deployment  Density/Size? 

•  Scaling  effects 


Collaborative  Information  Processing 


♦  Exploit  Dense  Spatial  Sampling 

•  Networked  Consensus 

♦  Distributed  Signal  Processing 
Algorithms 

•  Asynchronous 

•  Progressive  Accuracy 

•  Efficient:  Energy,  BW,  MIPs 

♦  Deployment  Density 

•  Performance 

-  How  does  It  scale? 


Post-collaboration 


Single  node 


Accuracy:  S/N  density 


Querying  and  Tasking 


♦  Simple  User  Interface 

•  Query/Tasking  Language 

♦  Query/Task  Processing 

•  Distributed;  Multi-tasking 

♦  Distributed  Micro  Database 

•  Data  Organization 

•  Placement  and  Caching 

•  Scalable 

♦  Capacity 


TASKING 


INPli 


iTASKINg 


Fixed/Mobile  -  Internetworking 


♦  Discovery  (Identity,  Services) 

♦  Engagement  (Fixed/Mobile) 

•  Single  Point/Multi-Point 

-  Handoffs 

•  Depth  of  Engagement 

-  Edge 
Deeper 

•  Planned  and  Ad-hoc 

•  Intermittent  Connectivity 

♦  Leveraging  Mobility 

•  Cueing;  Fill  Holes 

•  When  and  Where; 

Task/Code  Migration 


Mobile  Sensors,  Mobile  Query 


flW 
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♦  Function 

•  Detection 

•  Identification 

•  Location 

•  Tracking 

♦  Targets 

•  Personnel 

•  Wheeled/Wing 

•  Tracked 


♦  Environment 

•  Open  field 

•  MOUT 

♦  Users 

•  Dismounted 
soldiers 

•  Command  post 

•  Force  level 

•  Intelligence 


♦  Application 

•  Personal 

•  Platoon 

•  Battalion 

•  Border  and 
base  security 

•  Air  campaign 

•  Land  mine 
replacement 


Embedded  IT  Enabling  Revolution 
in  Networked  Sensing 


Information 

Systems 


Df.w.M.Mularle 

Birector.  Infimatlon  System  Offlce 

103-696-7438  •  wniulario@daniajnil 


InformaUon  Systems  Prosthetic 


Challenge: 

Overcome 

Human 

Limitations 

•  Speed 

•  Complexity 


Autonomic 


Human 


ISO  Program  Areas 


Information  Assurance 

Autonomic  Information 
Assurance 

lA  Science  and 
Engineering  Tools 

Cyber  Command  &  Control 

BADD  UltraLog 

Advanced  Logistics 

... 

ACTDs- Joint 

Logistics  &  Joint  , ,  '■  ■ 

Theater  Logistics  gr  / 

JFACC  Oomniidndi  & 

Dynamic  C2  '^^^  Control 
Command  Post  of  '  •  # 

the  Future 

Active  Tempidb 


Intrusion  Tolerant  Systems 


Strategic  Intrusion 
Assessment 


Evidence  Extraction  & 
Link  Discovery 


Wargaming  the 
Asymmetric 
Environment 


Asymmetric 

Threat 


Human  ID  at  a 
Distance 


Project  Genoa 


ISO  Program  Areas 


Unconventional  yet 
highly  lethal  attack 
by  a  loosely 
organized  group  of 
transnational 
terrorists 


The  Nuclear  Threat 

A  Historical  PerspecUve 

...I  conceded  that  more  intelligence  about  their  war-making  capabilities  was  a  necessity.” 

I  -  President  Dwight  D.  Eisenhower 

Post  -  Attack  Preparation  “Need  to  Know  Sooner*’  ; 


1950  1955  ,,_j^1960 


Asymmetric  Threat  Programs 


Human  ID  at 
a  Distance 


Evidence  Extraction 
&  Link  discovery 


Wargaming  the 


aming  ti 
i]|imetri( 


Asymmetric 

Environment 


ISO  Program  Areas 
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Mitigate  national  and 
defense  computing 
infrastructure 
vulnerabilities  that 
could  be  exploited  by 
information  warfare 
enemies 


lA&S  Communny 


Policy 


Forensics 


National  Security  Telecommunications  and 
Information  Systems  Security  Committee 

President’s  Commission  on  Critical  Infrastructure  Protection 
Computer  System  Security  and  Privacy  Advisory  Board 


cknirv 

lMf<truuUit>a 


C3I 


lifornatlsD  Assoraoce  Qutraach  Program 


Services  Infosec 


FEDERAL  BUREAU  OF  INVESTIGATION 
NATIONAL  COMPUTER  CRIME  SQUAD 

Defense  Security  Service 


f  Information  Assuranco  &  Survivability 

Problem  Space 


The  Probiem: 

•  Our  current  DOD  information  security  strategy 
is  failing  to  keep  pace  with  the  current  threats. 


•  We  anticipate  that  future  threats  will  be  more 
sophisticated  and  widespread. 


lAaS  Responses 


•  Change  the  “business  model” 

♦  Operationally  focused,  system  oriented 

♦  Transfer  technology  directly  to  DoD  systems 

♦  Let  commercial  systems  catch  up  to  military-level  security 

•  A  broadening  of  our  view  of  “solution  space” 

♦  Host-based/software  approach 

♦  Include  communications  and  computer  architectural 
engineering 

•  A  broadening  of  operational  focus 

♦  Wireless,  mobile 

♦  Operational  challenge  problems 


FY01IA&S  Themes 


DoD  System  Focus 
Operational  Experimentation 
Security  in  Mobile,  Wireless  Domain 
Impact  Upon  Command  and  Control 
Next-Generation  Secure  Systems 


TOCh  B3S6' 

Supporting  ISO,  Commerctai&OoD  Systems 


•  Agents 

•  Run  time  integration  of 
heterogeneous  systems 

•  Reinforcement  iearning 

•  Hybrid  nonlinear  dynamic  control 

•  Mobile  agents 

•  Neural  nets 

•  Scalability 

•  Interoperability 

•  Agent  clusters  and  interactions 

•  Knowledgebases 

•  System  science 

•  Dynamic  assembly  of  software 
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Knowledge-Based 
Information  Retrieval 

Which  country  has  the  greater  gross  domestic  product:  Saudi  Arabia  or  iran? 


:  2 

j  Ml:  wT 


.  I 

tlijrinwv r,  I M T  Ml 


:  i'u  r»fi  nTtr  w'm*  la 

?«Vs '411^^7* I  'i'TAV« 


InfoLab  Group 


-»  WtBcbcotnvr  ^  9k  SnAi  ^nbli  or  tm) 


I  00P:piax2itnaf  rov?r  1409*  >205.6  biIbQ»(m^) 


H  oi)P:pnibinii{powt4a7*>^5tUttoa(l996Mt) 


Altavista:  1M  responses, 
first  10  (at  least)  irrelevant 


START  (An  HPKB  Technology): 
Retrieved  just  the  right  information 


”  f  / 


CoABS  Grid: 

MaltHgeutSi/stemimemeraliimy 


Sensor  Grid 


C2  Grid 


imiiji 

IIHUIII 


Networked 
» Shooters 


Engagement  Grid 


Networked  Agents  roam  / 
Sensors  warfare  grids  m 


pages  j-XML-based  -status  | 


Navy  Experiment:  Cooperative  Agents  for  Specific  Tasks  (CAST) 

•  Facilitates  interoperability  of  diverse  systems 

♦  Enables  dynamic  connection  of  disparate  information  sources  and  C2  applications 

♦  Enables  software  systems  to  cooperatively  solve  user  tasks 

•  Grid  Agent  Helper  and  the  Grid  Service  Helper  facilitate  CoABS  component 
access  to  Grid  services  and  to  other  registered  Grid  components 


Current  Command  &  Control  limitations 


Limitations  Today 

•  Operator  reaction 
limited 

•  Feedback  loop  is  not 
coordinated 

•  Unsynchronized 

♦  Things  start  to 
break 

•  OODA  loop  broken 
e.g.,  Kosovo 


The  Future 

•  Autonomic  systems 

•  Higher  op  tempo 

•  Synchronized  ops 

•  Human  becomes  more 
of  a  limitation 


Dynamic  Control  Concept 

Man  &  Machines 


Canonical  Structure 


Synchronization  of  manned  &  autonomic  forces  in  space, 
time,  and  purpose  can  be  achieved  through  the  appiication 
and  extension  of  controi  theory 


Command  &  Control  Programs 


Command 
Post  of  the 
-.jH  Future 


Command  &  Control 


Active 

Templates 


JoijtrLogUficS^:\ 


Joint  Logistics 
&  Joint  Theater 
Logistics  ACTDs 


Information  Systems  Office 

ToUay’s  Speakers 


Information 
Assurance  & 
Survivability 
Brian  Witten 


Technology 

Basei 


Command 
jiPontrpi 
Todd  Carrico  <■  Ultra  Log 


John  Salasi#  DASADA 
Jim  Hendier  -  Agents 


Asymmetric 

Threat 


Tom  Armour 


OUeeOues 


Mppnaeh:  Scientific  ^penmentation 


Grand  Hypotheses: 

•  Layered  Defense 

•  Dynamic  Defense 

•  Assurance  Methodology 

•  Automated  Response 

•  Automated  Decision  Support 


Types  of  Experiments: 

•  Field  Experiments 

•  Red  Team  Lab  Exercise 

•  Laboratory  Experiments 

•  Interdisciplinary  White-Boarding 

•  Component  Specific  Testing 


f^CJ 


Autonomic  Information  Assurance, 

Dynamic  response 

Cyber  Command  &  Control . 

Human  directed  strategy 

Dynamic  Coalitions . 

Coalition  policy  mechanisms 

Fault  Tolerant  Networks . 

Tolerant  mechanisms 

lA  Science  &  Engineering  Tools.... 

Design  tools  &  models 

Information  Assurance . 

Composable  trust 

Intrusion  Tolerant  Systems . 

Tolerant  systems 

Strategic  Intrusion  Assessment . 

Attack  recognition  &  correlation 


Contact 

.  Brian  Witten 

bwitten@darpa.mil 
Catherine  McCollum 
cmccollum@darpa.mil 

.  Doug  Maughan 

dmaughan@darpa.mil 

.  Doug  Maughan 

dmaughan@darpa.mil 

.  Michael  Skroch 

mskroch  @  darpa.  mil 

.  Michael  Skroch 

mskroch  @  darpa.  mi  I 

.  Jay  Lala 

jlala@darpa.mil 

Catherine  McCollum 

cmccollum@darpa.mil 


Cyber  Sensor  Grid .  Catherine  McCollum 

Malicious  Code  Mitigation .  Michael  Skroch 

Reliable  Mobile  Agents .  Brian  Witten 

Secure  Operating  Systems .  Doug  Maughan 

Security  of  High  Speed  Networks . Doug  Maughan 


Hew  FOCUS:  CjfCer  Sensor  BrU 


Sniffer  data 


Bayesian 

Techniques 

Neurai  nets 

Statistical 

Analysis 

Graphical 

analysis 


Hidden  Markov 
Model  Detection 

Signature-based 
detection 

Combined 
Snifter 
Audit 


Attack  space 


Hew FOCUS: MallclousCoile  Mitigation 

problem-defining 

primarily  , 

sandboxing  program-external  cleared  developers 

a  >-  = _ code  signing  standard 

wrappers  map  insider  effects  to  MC 

integrity  checking  H 

%P'c/ 

static  code  analysis  ® 

code  authentication  .  *2^fc%ckof  PoNcy  management  tools 
anomaly  detection  useful  ,.  checking  tools 

epidemiological-based  ijk  -^^^^^itPolicy  a  policy  composition 

short-mi^ 

term  J>  /""g-'*™ 

theories  for  malicious  code  ®  proof-carrying  code 


theories  for  malicious  code 
tolerant  architectures 
bilateral  trustworthy  path 
static  &  adaptive  fault  tolerance 

Complicating  factors: 

•  More  COTS 

•  Increasing  use  and  reliance  on  systems 

•  increasing  connectivity 


theory  of  response 


Strategy: 

•  Detect  &  Expunge  “On  the  Fly” 

•  New  Architectural  Concepts 

•  Address  Policy  Language  Lag 


Mow  FOCUS:  HollaUoMogiloMgents 

1^"  ^  Mobile  Agents  are: 

Programs  that  can  migrate  from  machine 
to  machine  under  their  own  control. 

Code  mobility... 

Functionaliy  enhances:  Presents  Survivability  Opportunities: 


1 .  Efficiency 

— -"small  program-T^^ 
a  Large 

S_small  data  blocl^  database 

2.  Disconnected  operations 

(e.g..  wireless  networks) 


Flexibility 

Install  new  functionality 
on  remote  machines. 


Presents  Survivability  Opportunities: 
1.  Availability 

5  No  central  failure  point. 


2.  Integrity 

Fluidly  reinforce  execution  traces. 


3.  Confidentiality 

Code  fragmentation. 
Mobile  cryptography, 
(a+b) - ►  I _ 


Conclusions: 

•  National  Level  Problem 

•  DARPA  “high-risk’7 
“high-reward”  focus 


Mew  Focus  Mreas:  / 

•  Cyber  Sensor  Grid 

•  Malicious  Code  Mitigation  ./ 

•  Reliable  Mobile  Agents 


Proven  Success: 

•  ARPANET 

•  Firewall  Toolkit 

Waiting  UolU: 

•  Secure  Domain  Name  Service 

•  Internet  Protocol  Security  (IPSEC) 

•  Secure  Border  Gateway  Protocol 

•  Next  Generation  Intrusion  Detection 

More  to  Come: 

•  Denying  Denial-of-Service 

•  Self-Healing  Systems 

•  Proof  Carrying  Code 

•  Trace  Back 

•  Dynamic  Defense 

•  Metrics  &  Science  Based  Design 


lA&S  Information  -  www.darpa.mil 


Large-Scale, 

Robust, 

Secure  Agent 
Technology  for 
Today’s 
Chaotic 
Wartime 
Environments 

Todd  M.  Carrico 

Information  Systems  Office 


AlP:  Achieving  Focused  logistics 


Getting  Control  of  the  Logistics  Pipeline... 

-  Planning,  Managing,  and  Providing  Visibility 
-  All  Echelons,  All  Phases  of  Operations 

-  Continuous  Planning  and  Execution 


. ■'ll!— 

In-Storage  In-Process  In-Transit 

Basic  Building  Biock  Agent  Community  Complex  Agent  ,  /  ’ 
Agent  “Cluster”  _ _ _  Society 


Society 


Cognitive  Agent  Architectnre 

1.  Receive  tasking 

2.  Decompose  task  into  doable  subtasks 

— I  3.  Compiete  subtask  or  assign  to  subordinate 

4.  Monitor  execution,  replan  as  required 

5.  Periodically  report  status 

6.  Notify  on  task  completion 


Software 

Architecture 

M  I 

Software  Architecture  \ 

Capturing 

Itheihurnan 

Incoming 

Directives 


Major  RegioriQoritingenpy 
|80  Days  of  Glbbal  Operations 
>  1 000  Agent  Society  ^ 


The  Ultra'log  Challenge 


m 


Up  to  45%  Infrastructure  Loss 
Extremely  Chaotic  Environment 
Directed  Enemy  IW  Attack  ' 


Survivable  Operations 

<  20%  Capability  Loss 

<  30%  Performance  Hit 


Wiimm 


liii 


!h 


The  Operational  Concept 


^,vWable 


^High^ 
Op-Tempo 
MRC  y 


jating  Chaotic 
^fleets 


Robustness 


Extending  the 
Cognitive  Anent  Architecture 


Currently  under  ALP 

Basic  Fault  Tolerance  | 

>  Localized  persistence  of  state 

>  Stable  under  Intermittent  comms 

>  Run-time  manual  reconfiguring 


Std  Commercial  Grade  Security 

>  Signed  JARS,  applets,  config  files 

>  PKI  certifications 

>  Inter-community  VPNs 


Peacetime  Logistics  Scalability 

>  Time-phased  locality  of  Information 

>  Efficient  simple  negotiations 

>  Rich  encapsulation  of  functionality 

>  Optimized  task  grammar  /  data  model 


Future  with  Ultra*Log 

Adv  BatlJefield  Grade  Tolerance  K 

>::Dynamlc  opinms-aware  redundancy 
>  Catastrophic  fault  isolppn  /  recovery 
^  Dynamic  adaptation  tOienvironment 

Highly  Survivable 


Advanced  Military  Grade  Security 

>  Multi-layered,  mode  resistant  security 

>  Assured,  adaptive  availability 

>  Assured  data  integrity  /  pedigree 

Resistant  to  IW  Attack 


Wartime  Logistics  Scalability  " 

>:^treamlined:/ compressed  negotiation 

>  Vari^le  fidelity  adaptive  processes# 

>  Resource,  pooling  /  Mode  mgmt 

Guaranteed  Stable 


Project  \  Large-Scale  Distributed 
Objective^  Agent  Architecture  for 
Logistics 


Integrated  System  Solution 
for  Agent  Societies  operating 
in  Intense  IW  Environment 


Conclusion 


OAinPATBfSH 


•  The  Ultra*Log  BAA  is  out  fwww.darpa.mil) 

•  The  first-round  of  proposals  are  coming  in 

•  The  BAA  will  be  open  for  another  year 

•  Want  maximum  participation  from  all  sectors 

•  Seeking  leading-edge  technologies  in  security, 
robustness  and  scalability 

•  Goal  is  to  enhance  the  COUGAAR  (Cognitive  Agent 
Architecture:  www.couaaar.ora)  technology  so  it 
can  support  a  massive-scale,  trusted,  distributed 
agent  infrastructure  for  logistics 


Asymmetric  Threat  Initiative 


Tom  Armour 

Information  Systems  Office 


Threat  Development  and  Detection 

fA£/7&NOW 
Asymmetric 


Conventional 


Asymmetric  Threat  Prelects 


•  Human  Identification  at  a  Distance 

•  Evidence  Extraction  and  Link  Discovery 

•  Wargaming  the  Asymmetric  Environment 

•  Project  Genoa 

•  Rapid  Knowiedge  Formation 

•  Agent-Based  Computing 


Human  Identification  at  a 
Distance  tHnmanlD) 


Core  Biometrics  Novel  Techniques 


Asymmetric  Threat  Projects 


•  Human  Identification  at  a  Distance 

•  Evidence  Extraction  and  Link  Discovery 

•  Wargaming  the  Asymmetric  Environment 

•  Project  Genoa 

•  Rapid  Knowledge  Formation 

•  Agent-Based  Computing 


Evidence  Extraction  for  link  Discovery 
Step  1:  Extracting  Relational  Facts 


I  Who  does  Osama  bin  Laden  support? 


...  Hartaku!  Jihad  group,  reportedly  backed  by  Saudi  dissident  Osama 
b/n  Laden  ...  (3/14/99.  AFP) _ 

A  support  (Osama  bin  Laden.  Hartaku!  Jihad  group)\ 

Ulnner  S 


*  —  '  -  - - - >  tiaf-tW' 

^jnanner  (support,  reportedly)  . 

...  Osama  bin  Laden,  sought  by  United  States  as 
is  behind  an  armed  Moslem  movement  active  in- 

support  (Osama  bin  Laden,  armed  Moslem  mi 
location  (armed  Moslem  movement,  Algeria)  ^  \ 

location  " 

Oppose  (United  Stales,  Osama  bin  Laden)  002^512329 

is_a  (Osama  bin  Laden,  terrorist)  I 

charact.  (terrorist,  dangerous) 


filial  e'^ 

Monirul  Has 


flEi  'mil’  ,xl®i  '■ 


Link  Analysis  Tool  i 

irul  Hassan 


prep 

©  03/12/1999 


Shawki  Salama  Mostafa  Atta 


armed  Moslem  movement. 


Moslem  fundamentalist  Al-Jihad 


m ■  ■  ■ 

4Mik  0  03/08/1999 

Hassan  Hattab  '  Salafist  Group  for  Preaching  &  Combat 


affiliate 

Taliban  militia  02/15/1999 

I 


Evidence  Extraction  and  link  Discovery 
Step  2:  Recognizing  Relational  Patterns 


Terrorist  Organization 


i  Embassy;: 


Nairobi 

Residence 


^ur^yed 


ProiectWAE 

rs^nr 

Prediction  &  Emulation 

•Existing  State  of  the  Art 

Two  very  different  results 

♦  Sequential  opponents 

♦Cumulative  Error 

•Technology  Areas  Of  Interest 

Sequential 

♦  Multi-dimensional  games 

♦  Non-zero  sum  game 

Multi-dimensional 

♦Valuated  state  space  for  qualitative 
data 

Upcoming  BAA’s 


►Evidence  Extraction  and  Link  Discovery 

♦Expected  in  the  Fall  of  2000 


>Wargaming  the  Asymmetric  Environment 

♦Expected  in  the  Fall  of  2000 


Dynamic  Assembly  for  System  Adaptability, 
Dependability  and  Assurance  (DASADA) 


The 

software 

revolution 

requires 

dynamic 

gauges 


John  Salasin,  PhD 

Information  Systems  Office 


But 

gauges 

made  it 

happen 

And  an 
ability  to 
dynamically 
update  and 
use  models 


oARPa.'fEeiM 

“Software  glitches  leave  Navy 
Smart  Ship  dead  in  the  water” 
fGCN  July  13.  1998) 


S' 


Problem 


it 


Glitch  in  combat  systems 
software  knocks  out 
weapons  capabiiity” 
(The  Virainian-Pilot. 

-r  :  July  8.  1998> 


py' 


We  can’t  completely  model  today’s  complex  systems. 
Therefore,  we  can’t:  Understand  them;  Predict  them; 
Control  them;  Automatically  compose  or  adapt  them. 


Gauges  Are  Central 


Gauges  assess  suitability  before, 
during,  and  after  software  j 
architecture  transforrnations.J 


Functional  Similarity 
Content  Similarity 


I  Example: 
Constraint-based 
Gauge 


Architecture  Conformance 
Composability  Wrapper 


Connectivity 


^Evolution  and  Integration  *  Runtime  Event  Monitoring 

^Command  Center  _  o 

•  Connectivity  Gauges 

Automatic,  dynamic  (re)configuration  is  a  key  element  of 
the  DASADA  software  vision. 


JJ  i!i  II  ITechnical  I  Method 


Constraint  Gauges 


I  Continuous 
Design 


Incremental  invocation  of 
constraint  based  gauges 


0S=linux  <=>  C  >  X 


Formal  definition  of  system 
level  gauges 


Connectivity  Gauges 


►  Determine  runtime  component 

►  Determine  how  connections 
were  made 


►  Insert  gauges  at  a  variety  of 
probe  points 

»  Monitor  creation  and  change 
of  component  bindings 
»  Monitor  flow  of  requests 


w  •Ubiquitously  insert  runtime 
^  gauges  into  component-based 
^  applications 


Determining  actual  runtime 
configurations  &  usage. 


ACTIVITY  vs.  TIME 


Detecting  ‘‘dead  code*’  that  increases  code  footprint,  may 
harbor  viruses,  and  complicates  evolution  &  testing. 

The  gauge  may  provide  the  following  advice: 


“The  MathPak  libraiyr  is  bound  to  your  application, 
but  has  not  been  used  for  3  months  by  any  user  of  your 
application.  The  library  may  represent  dead  code.  Librar 
size  Is  SMB.  The  library  was  bound  to  your  application  b; 
the  gLinker  tool  on  12/13/99  using  the  file  mvMake.” 


Gauge  Infrastructure:  Evolution  and 
Integration  Command  Center 


“monitor  average  server  HTTP 
response  time  as  the  new  database 
back-end  engine  is  brought  on-line 


•  Enable  “go/no-go”  decision  for 
g  re-configuration  tasks 
O  •Monitor  “live”  evolution 

of  systems  _ _ 


"§  •Rapid  hypothesis  testing 

£  •FlexML  event  description  I  “Does  replacement 

I  .Dynamic  probing  of  components 

than  its 


Insert  probes  based 
on  Architectural  Mode 
Generate  gauges 


!l  |e2|e3|g-j|c5|rf|f7|e8h9|. 

1/  I  ■  . . . . 


FlexML  Event  Representation 


o  w  •Architectural  models  show 
E  S  how  to  develop  testing 
o  ®  regiment 


C^L^BT 


^Os^etkn 


DASADA  Phase  2: 

New  Opportunities:Transition 
Technology  to  Experiments 


(GUARANTEE  CRiriCAL  PROPERTIES) 


'  'eA»co-2Ci>Ktos4ii 


REDUCE  TIME  TO  INTEGRATE  J) 


A  I  A 


INCREASE  ASSURANCE  EFFICIENCY) 


(•MO  (jftnmrt  0  » Iianwiam 


^  A 


Phase  2  Plans 

•  (Partially)  funded  planning  efforts  in  FY01-02  (estimate  $25K/year) 

•  Experiments  conducted  in  FY03-04  (estimate  2-3  @  $5,000K  each) 

•  Requires  application  by  DoD  organization 

Looking  for  programs  with: 

•  Real  problems 

•  Ability  to  evaluate  the  impact  of  the  technology(ies) 

•  Interest  and  commitment  of  the  Service  organization  and  contractor(s) 


Example  Problems  for  Technology 
Transition  to  Experiments 

Guarantee  Critical  Properties 

Architectural  assessment 
guarantees  critical 
properties 


Action  Items 


•Watch  our  progress  -  at  ISO  WWW  site. 

•Think  about  becoming  active  in  planning  an 
experiment  -  info  at  ISO  WWW  site 

•Contact  us  (jsalasin@darpa.mil) 


Jim  Hendler 

Information  Systems  Office 


"Agenf  is  used  for  many  things... 


“Disembodied”  Code 

Intelligent”  Interfaces 

Semantic  Brokering 

Information  Filtering  Negotiation  Protocols 


Mobile  Code 
Applets 

Distributed  Component  Libraries 
Auction  Mechanisms 


Information  Extraction 

Dynamic  Middleware 


UAV  Ops 


Search  Tools 


Active  Messaging  Robots 


Mobile  Networking 


-And  the  DoD  needs  all  ef  them! 


r=:r-rr-rr-r 


•  These  capabilities  map  to  critical  military  problems 

♦  Asset  assignment  in  real-time  <->  e-comm  auction  mechanisms 

♦  Bandwidth  restrictions  <->  active  messaging 

♦  Comm  QoS  problems  <->  mobile  code 

♦  Data  visualization  <->  interface  agents 

♦  Elint  filtering  <->  disembodied  “monitor^  code 

♦  Field  upgradable  software  <->  applets 

♦  Gathering  open  source  intelligence  <->  Info  agents 

♦  High  speed,  small  unit  ops  <->  autonomous  behaviors 

♦  Infonmation  assurance  <->  agent  wrappers 

♦  Joint  force  &  coalition  interoperability  <->  agent  middleware 

♦  Zero  casualty  ops  <->  UAVs,  robots 


Which  grow  out  of  the 
defioitlon  of  agency 


•  An  agent  is  a  software  component  or  system  that  is: 

♦  Dynamic  in  its  behaviors  (not  single  I/O  mapping) 

♦  Embedded  in,  and  “aware”  of,  an  environment 

♦  User  enabled/steered,  but  “empowered”  to  act  for  user 

♦  Able  to  improve  its  behavior  over  time 


Autonomous 

Communicative 

Capable 

Adaptive 


These  are 
important 
properties  for 
software  systems 


Output(t-i-l) 


Input(t) 


DARPA’s  ABC  programs 

rfir 

merge  science  and  practice 

#  Military  TIEs  stress  interoperability 

♦  OOTW 

•  NEO  Challenge  Problem 

♦  Theater  Ballistic  Missile  Defense 

•  Used  in  Fleet  Battle  Experiments 

♦  Coalition  Force  Interoperability 

•  DERA/AFRLVDARPA  Project  underway 

♦  Others 

•  Air  Mobility  Command,  JIATF-E 


Sire  j  “co$ts”  Cj  ta  visH  and  has:  probability  Pj  of 
success..'  . 

Visit  sites  until  none  ieti  or  succf^ful. 


Expected  cost  -  (J'PjK\+  ( ^pj.Xl*-ppc„,+  - , 


Scientific  TIEs  stress  scaling 

♦  Negotiation  Experiments 

•  1st  results  favor  auctions 

♦  Mathematical  Analyses 

•  New  results  for  agent  mobility 

♦  Control  Scheme  Comparison 

•  Analysis  of  time/  Experiments  designed 


Common  Architoctore 


Heterogeneity 


1^3(3 


CoABS  Feasibility  Demo:  Heterogeneous 
Systems  Interoperability  Cballenge 


•  21  different  agent  systems  and  services  integrated  in  2 
weeks 

♦  Distributed  development 

•  9+  organizations/sites 

♦  Six  implementation  languages 

•  Java,  Lisp,  C++,  Prolog,  Soar,  C 

♦  Multiple  platforms 

•  Windows  NT,  UNIX  Solaris 

♦  Three  Agent  Communication  Languages 

•  e.g.,  OAA ICL,  KQML,  FIPAACL 


CoABS  Grid  “Architecture’ 


•  Minimize  the  integration  effort  required  to 
connect  to  the  grid  by  adapting  the 
connection  mechanisms  instead  of  the 
client  components 


CORBA 

Object  Adapter 


ACL  Translation 


Message  Parser 


Interoperability  Agent  Interoperability  Agent 


Agents  CAST/Grid  used  in  Missile  Defense  Cell, 
Fleet  Battle  Experiment  -  Foxtrot,  Dec  1999 


Vhumint 


Agents  Analysis  of  Bandwidth  Usage 


Mobile  agents  will 
decrease 
bandwidth  usage. 
More  powerful 
servers  help,  not 
hurt,  scaling 
possibilities  when 
bandwidth  limited. 


iJ  rw"Ji«s  aUixattiJ  In  j  ft' 


•  Analyzed  scaling  of 
mobile-agents  based 
on  performance 
parameters  from 
FBE-Echo 

•  Developed 
mathematical  model 
of  bandwidth  trade¬ 
offs  for  mobile-agent 
vs.  broadcast  of 
information 

P  (limitation;  assuming 
I  homogeneous 
‘  information  needs 
across  space) 


Grid  Transition  Plan 


•  Beta  Release  of  Grid  (FY99-  3QFY00) 

♦  CoABS  demo  described  previously 

♦  Working  with  other  DARPA  Programs  (ALP,  CPoF,  AIA) 

•  Military  Transitions  Focus  of  3QFY00-FY02 

♦  Navy  Fleet  Battle  Experiments  (Funded  by  CoABS) 

♦  Air  Mobility  Command  (Funded  by  AFRL,  uses  Grid) 

♦  Bilateral  Air  Planning  (Funded  by  UK  DERA,  AFRL;  uses  Grid) 

♦  Intelink  Management  Office  (Funded  by  IMO,  DARPA) 

♦  Possibility  of  use  for  CC21  ACTD  (ONR  lead) 


New  Program; 

rc=cr  DAMl  (OARPA  Agent  Markup  language] 


<Tillr>  Bryond  XML 


<CATEGORy  NAMEs  'pp  pres<ntali«n"  FOR  =  -hiip://iw 
<RE  LAT  lOWAH  T.  POS 1  s  “A  (ctniV  POS  :  =  -/jhrix 


DARPA  Agent  Markup  Language 


DAML: 

Create  technologies 
to  enable  software 
agents  to  identify, 
communicate  with, 
and  understand  other 
software  agents 
dynamically  (i.e.,  on 
the  fly  at  run  time, 
not  built  in  at 
development  time). 


•'J  OTiEKTtlPTTf'S- 


<DEF  RELATIi>SSAM6-  iH 


DARPA  Agent  Markup  language 


•  DARPA  is  working  on  the  development  of  the  DARPA  Agent 
Markup  Language  (DAML) 

♦  A  “semantic”  language  that  ties  the  information  on  a  page  to  machine 
readable  semantics  (ontology) 

•  Currently  being  explored  at  University  level 

♦  SHOE  (Maryland),  Ontobroker  (Karlsruhe), OWL  (Washington  Univ) 

♦  Largely  grows  from  past  DARPA  programs  (13,  ARPI) 

•  But  not  transitioning 

♦  W3C  focused  on  short-term  gain:  HTML/XML 


i 

<ONTOLOGY  II>=”powcrpoin[-ontology''  VERSION="1.0'’ 
DESCRlPTION=”forinal  mcxlel  for  powerpoint  preseniations"> 

<Title>  Beyond  XML 

<subtitle>  agent  semantics  </subtitle>  </title> 

<USE-ONTOLOGY  ID=”PPT-ontology"  VERSION="1.0’'  ^ 
PREFIX='’PP"  URL=  ’’ http ://iwp. darpa.mil/ppt.. him !"> 

<DEF-CATEGORY  NAME=”TitIe"  ISA=”Pres-Fealure"  > 
<DEF-CATEGORY  NAME=”Sublitle"  ISA=”Pres-Feature"  > 

<CATEGORY  NAME=”pp.presentation”  ^ 

FOR="  http://iwp.darpa.mil/jhendler/agenls.html"> 

<DEF-RELATION  NAME=”title-or 

SHORT="was  written  by"> 

<RELAT10N-VALUE  POS 1  =  “Agents”  POS2  =  “/Jhendler”> 

<DEF-ARG  POS=l  TYPE=”presentalion"> 

<DEF-ARG  POS=2  TYPE=”presenier’'  > 

13 


TASK 

Description 


Taskable  Agent 
Software  Kit 


Create  the  engineering 
discipline  of  agent-based 
computing 


Infinite-horizon  problems:  v,  v,-  for  any  r  and  t\ 

1.  Expected  value  per  Ume^tep 

2.  Expected  cumulative  value  until  goat  reached  (e.g.,  E^t)) 

3.  Expected  dliictiunled  cumulative  value  for  discount  Q<,y<\ 

Discounted  case 

•  The  value  of  being  in  stale  x  after  n  stages  is  y"V'{X  «»  jr)  . 

•  Eet  fly  -  f  1 . 7,  ..,1  and  thestate  transltlan  probabilities 

1  -  I,  O,  -  «.>cfly 

•  A  policy  8  maps  states  fly  to  actions  fl^ 

•  Expected  discounted  cumulative  value  for  policy  8  and  slate  i 

EgfE^  X-  -  0  -  vex  -  0  +  y  ^  -  0)  Eb< If  -  y)  ,  c  fl 

'The  optimal  expected  discounted  cumulative  value 

E(Z^X-0  -  max 8  E X  -  <)  .  e  fly 

Which  satlsAes  the  optimality  equation 

ECT^X-  =  0  =  maxj  J  V(X  =  0  y  Z^(Z^X  =  j  .  e  fl 


Optimal  Bayesian  State  Estimator 

It<0  (X)  - 

PrCy  (r)  |.V^  “  ]C 


(n)Ti(t-  1)  (x'J 


Pr(y  {r)|X,  =  jr”)  ^  Pr<X,  -  jc  '| X,  _  j  -  x',  «  < r)  )x  ( r  -  I )  {x") 
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TASK 

rsfj  Challeng(ing)  Problems 


Chem/Biol&W 


Task  Pis  will  “strut  their  stuff”  against 
three  currently  unsolvable  problems 


Conclusions 


Ie^« 

•  Agents  are  important  to  the  military... 

♦  Across  a  wide  variety  of  problems 

•  Early  results  already  exciting 

•  ...  But  much  R&D  remains  to  be  done 

♦  Just  because  it  is  software,  it  does  not  have  to  be  soft  science.,. 

•  Solid  experimental  studies  can  be  performed 

♦  ...  But  the  theory  of  computing  needs  fixing 

•  Largely  based  on  a  40-year  old  mode!  of  computation 

•  DARPA  is  taking  the  DoD  lead  in  understanding  this  new 
form  of  computation 

♦  CoABS:  Ongoing  program  (3rd  year) 

♦  DAML/TASK:  New  Starts,  BAA  still  open  (16  DAML  projects  &  15  TASK 
projects  already  funded) 


“Press  clippings” 


From  DSB  "21"*  Century  Defense 
Technology  Strategies",  Nov.  1999 
"A  key  program  at  DARPA  in  this 
technology  area  is  called  CoABS.  The  goal 
of  this  program  is  to  design,  implement, 
and  test  a  prototype  ‘agent  grid ’...[the 
DoD]  must  continue  to  fund  the  science 
and  technology  initiatives  that  will  lead  to 
the  intellgem  agents  envisioned  herein. 
DARPA  and  the  Service  laboratories  have 
focused  their  resources  on  developoing 
intelligent  agent  technology  that  leverages 
and  supplements  private-sector 
technologies  in  order  to  meet  warfighter 
needs." 


Figure  5-4  shows  one  approach  to  building  such  a  grid  of  agents,  currently 
under  development  in  DARPA*  s  Control  of  Agent-Based  Systems  (CoABS) 
initiative  This  combination  of  agent-based  codes,  agent  mark-up 
languages,  and  an  interoperability  infrastructure  that  enhances  agent  (and 
legacy)  communication  provides  an  "information  web"  structure  that  goes 
beyond  the  specific  needs  of  the  JBI.  However,  the  study  team  sees  this 
infrastructure  as  a  military  necessity,  and  the  study  team  joins  the  Defense 
Science  Board  and  others  in  endorsing  the  military  development  of  such  an 
approach  ...  transition  of  DARPA  agent  technology  to  AFRL  has  begun,  and 
the  study  team  recommend  high  priority  be  given  funds  for  this  transition  -- 
From  AF  SAB,  "Building  the  Joint  Battlespace  Infosphere", 

Nov.  1999 

“An  effort  is  about  to  begin  to  establish  a  new  agent  language  intended  to 
progress  well  beyond  current  Web  languages  (HTML,  XML)  that  will 
provide  readable  (interoperable)  semantics.”  From  NSB,  “Network- 
Centric  Naval  Forces”,  2000 

Fleet  Battle  Experiment 
(FBE)  reviews  by  CDR.USN 


‘VAML  could  take  search  to  a  new  level", 

PC  Week,  Feb.  7, 2000 

"A  new  language  known  as  DAML  addresses  an  important  unmet  need  ™  making  Web 
sites  rrvDre  understandable  to  programs  and  nontraditional  browsing  devices. ..One 
advantage  DAML  may  have  over  other  emerging  web  technologies  is  Uie  involvement  of 
DARPA,  which  has  been  instrumental  in  the  creation  of  the  Internet  and  many  internet 
technologies."  _ _ _ 


“I  believe  we  have  made  significant 
strides  in  application  of  the  agent 
technology  to  the  Navy  future 
warfighting  concepts.  I  view  CAST 
as  a  long  term  investment-the  acorn 
that  may  grow  into  a  giant  oak  tree 
5-10  FBEs  down  the  road.  FBLs  are 
conducted  every  six  months  and  are 
iterative,  incremental  concept 
development  events  and  we  are  very 
supportive  of  continued  CAST 
involvement  in  future  FBEs.” 


DARPATech  2000 


Advanced  Technology  Office 
Overview 


Dr.  Thomas  Meyer 
ATO  Director 
September  2000 


Focus  Areas 


•  Communications 

•  Maritime 


•  Early  Entry/Special  Operations 


S)mm 


Convergence  of  Comms, 
SIGINT,  and  EW 


Comms 


SIGINT 


Low  Tunws  I 


i  IF 
'  Distribution 


System 
Proc  &  CntI 


Low  Band  Tuners  I 


Iwstribution  W 


UHigh 
Power 


Encrypted 

Storage 


LPD  Techniques,  Commercial  Systems,  Bands  of  Interest 


Vulnerabilities,  CCI  Techniques,  Spectrum  Utilization 


Opportunity  for  multi-mission  platforms 
Synergistic  capabilities 

•  Ex:  SIGINT  can  find  “holes”  in  spectrum  for  transmission 
Platforms  can  work  together  for  “direction  finding”,  conduct  IW, 


Buoyant  Cable  Antenna  Array 
_ (BCAA) _ 


^  '  '  NCABo^e  ^roup'^^  ‘ 


•  Joint  DARPA/Navy 
prototype  effort 


•  Coherently  combine 
signals  from  multiple, 
floating,  inter-connected 
antenna  elements  to 
provide  high  data-rate 
submarine  connectivity 

•  Satellite-limited 
connectivity  to  a 
submarine  at  depth  and 
speed 


•  Accurate  Geolocation 


DARPATech  2000 


WolfPack 


Dr.  Paul  Kolodzy 
Program  Manager 
(pkolodzy@darpa.mil) 


WolfPack 


^JATO 


•  Deny  the  enemy  the  use  of 
radio  communications  (20  to 
2, 500MHz)  throughout  the 
battlespace  by  a  distributed 
network  of  emplaced 
autonomous,  cooperative 
jammers  and 

•  Avoid  disruption  of 
friendly/neutral  radio 
communications 


Precision,  distributed  jamming  over  a  100  km  by  100  km  area 


Location,  Network 


Power,  Directivity 


Range,  Selectivity 


Distributed  Jamming 


•^JATO 


>  Airborne  jammers  can  impact  friendiy  communications  (Near-Far  Probiem) 
•  WoifPack  networked,  close-approach  jamming  concept 

•  Precisely  reacts  to  target  emitters  with  low  power  and  energy  requirements 

•  Significantly  reduces  Blue  communications  fratricide 


Prevent  Enemy  Reporting  and  ^ato 
Coordination  of  Ground  Forces 


;  •Spectrum  Characterization 
>System  detects 
transmissions 
>Determines  network  links 
and  nodes,  and  projects 
intent 

;  •  Wolf  Pack  Reaction 

>Prevent  (jam)  link  closure 
I  >Exfiltrate  enemy  emitter 
h  information 

■  •  Result 

>Enemy  C2  denied  and 
targets  identified 


Prevent  Enemy  Detection 
of  Friendiy  Communication 


Electronic  Counter 
|L:|Counlo|j||ei9eure 

•  Spectrum  Characterization 

>  System  detects  enemy 
B  locations  and  networks 

>  Analyzes  friendly 
networks 

r  •  WolfPack  Reaction 

>  Raise  “local  noise  level” 
on  friendly  force 
frequency 

•  Result 


>  Friendly  transmissions 
and  intentions  are  masked 


CDAftP^ 


Disrupt  Enemy  Integrated 
Air  Defense  System 


^SZATO 


Spectrum  Characterization 
>System  deployment 
characterizes  air  defense 
RF  environment 


♦  WolfPack  Reaction 

>Deny  communication  link 
;!  >Jam  radar  receiver 

>Geolocate/Target  RF  nodes 

•  Result 

>Defeats  side  lobe 
canceling,  PRI-agile  radars 


DARPATech  2000 


Warfighter  Visualization 


Dr.  Norman  Whitaker 

nwhitaker@darpa.mil 


Thrust  Areas  ^ato 


*  Visualization  Tools  for  Individuals  and  Small  Teams 

*  2D  and  3D  Environments 

*  Targeting  from  Unmanned  Aeriai  Vehicles 


3D  Visualization  Results 


ATO 


(P^flA 


Reduced  Logistics  & 
Improved  Mobility 

Army  Gulf  War 

Communications  Infrastructure  f 


ZSZZATO 


ARMY  COMMUNICATIONS 

•  One  Theater  Signal  CMD 

•  Three  Signal  Bde  HQS 

•  One  JCSE 

•  Five  EAC  Signal  BNS 

•  Eight  Corps  Signal  BNS 
»  Eight  DIV  Signal  BNS 

•  ~  13,000  Soldiers 


Mobilitv 


•  Demand  for  MobHe 
Communications  Services 
Wiil  Increase  92%  by  2005 

•  Supports  Mobile  Ad  Hoc 
Networking 


Loaistics 


ACN  Reduces  the 
Support  Required  to 
Build  and  Maintain  the 
Comm  and  SIGINT 
Infrastructure 


Demand  from  OSAM  “Warfighter  Spectrum  Requirements  Analysis”,  19  Aoril  2000 


Communications  /  SIGINT  Synergy  atq 


Onboard  Assets  Can  Track  SOI 

+  Crosslinks  for  Precise 
Geolocation 

+  Antenna  and  Signal  Processing 
Supports  Tracking  with  a  Single 
Platform 


'  Wideband  Receiver  Can  Support; 

+  Dynamic  Spectrum  Allocation  -- 
T ransmit  in  the  Spectrum  “Holes” 

+  Signals-of-Interest  (SOI)  Detection 


Modify  the  SOI  and  Retransmit  the 
Signal  for  Information  Warfare 


Common  Hardware  &  Software  Reduces: 
+  Size,  Weight,  and  Power 
+  Life  Cycle  Cost 


~2mHI  ni 


DARPATECH  2000 


Robust  Passive  Sonar 


Dr.  Thomas  J.  Green,  Jr. 
Program  Manager 
September  2000 


Anti-Submarine  Warfare  (ASW) *”ArO 


Cold  War  ASW 


Current  Littoral  ASW 


•  Shallow  water  coastal  regions 

•  Multipath  propagation  with 
significant  attenuation 

•  Quiet  diesel-electric  submarines 

•  Significant  shipping  noise 
interference 

•  Dynamic  engagements 


Ml 


Littoral  ASW  Implications  “?/irO 


Strait  of  Korea 


September 


)  60  80  100 
Range  •  km 


Frequency  (Hz) 

Average  Ambient  Noise  Spectrum  Levels  (Wenz,  1 962) 

Loss  of  sensitivity  due  to 
heavy  shipping  density  can 
produce  dramatic  reductions 
in  detection  range 


latched  Field  Processinq  (MFP 


JXTO 


Free  Space  Propagation 
(Far-Held) 


Field  Pattern 
Across  Aperture 


Shallow  Water  Multipath  Channel 


Amplitude  (dB)  Phase  (deg) 


Source  Location 
=^>Phase  Slope 
Across  Aperture 


Source  Location 
^^Deterministic 
Phase,  Amplitude 
Across  Aperture 


Amplitude  (dB)  Phase  (deg) 


Steering  vector  derived  from  propagation  model 
Exploits  channel  multipath  for  detectlon/locallzatlon 
Adaptivity  rejects  Interference  and  reduces  sidelobes 
Main  issues 

-  Robustness  to  environmental  uncertainty 

-  Estimating  scene  statistics  with  limited  snapshots 


Depth  (m) 


Channel  Experiment  (SBCX)5®?/iro 


Santa  Barbara  Channel  Experiment  (SBCX) 


Objectives: 

•  Establish  fundamental  limits  to  signal  and  noise  gains  with 
Adaptive  Matched  Field  Processing  (AMFP)  for  passive 
broadband  detection,  localization,  and  classification 

•  Extrapolate  measured  performance  to  other  threats, 
environments,  and  sensors  of  interest 


Adaptive  Target  Localization  z^ZATO 

with  Surface  Ship  Interference 


Range  (km)  Range  (km) 


AMFP  utilizes  adaptivity  and  environmental  knowledge 
to  provide  correct  localization  of  weaker,  submerged 
source  in  the  presence  of  surface  interference 


Relative  Power  (dB) 


mm 


Adaptive  MFP 

with  Mode  Filtering 


•  Modal  filtering  is  designed  to  remove  energy  from  surface 
interference  while  retaining  submerged  source 

•  Lessens  requirements  for  adaptive  snapshot  support 

•  Broadens  MFP  beam,  decreasing  losses  from  motion  and 
environmental  mismatch 


Motion  Compensation  s"/|rn 
_ Processing _ 


Actual  range  (GPS)  1.70  to  2.45  km 


Range  (km) 


AX2  235  Hz  augmentation  tone 
Observation  timeT=300  sec  with  1  sec  FFT  window 


Range  (km) 


•  Motion  compensation  matrix  adjusts  for  phase  difference  and  amplitude 
ratio  of  moving  target  as  a  function  of  time 

•  Compensation  increases  signal  gain  and  mitigates  sidelobes 

-  Eliminates  smearing  loss  of  4  dB  in  the  interference-free  scenario 

-  Additional  SINR  gain  when  interferers  on  different  tracks  are  de-focused 


Power  dB  re  1  mPa/Hz 


Multi-VLA  Processing 
with  Motion  Compensation 


^JATO 


1  VLA  Without  Motion  Compensation  2  vlas 


Tilt  of  single  VLA  gives 
coarse  bearing 
Multiple  VLA 
processing  gives 
incoherent  average 
Full  array  resolution  not 
achieved 


With  Motion  Compensation 


•  Differential  Doppler 
across  FFP  baseline 
corrected  prior  to 
covariance  estimation 

•  Full  array  resolution 
achieved  with 
compensation 


Data:  AX2,  235  Hz 


Robust  Passive  Sonar 


Target  sensors: 
TB-29 

•  Large  aperture  with 
many  elements 

•  Heading  sensors  to 
support  advanced 
processing 

surtass 

Twin  Line 

Prototype 

Sensors 


Revolutionary  Tactical  Control  for  Littoral  ASW: 
>  10  dB  Gain  in  Figure  of  Merit 


Relative  Power  (dB) 


•  Conduct  system  analysis  for  performance  assessment 


•  Extend  SBCX  concepts  to  tactical  systems 

•  Integrate  processing  techniques  into  end-to-end  sonar 

•  Conduct  focused  sea  tests  and  experiments 

•  Utilize  high-quality,  ground-truthed  tactical  data  sets  to 
verify  performance 


•  Systems  analysis 

•  End-to-End  processing  systems 

•  Advanced  beamforming  concepts 

•  Automation 

•  et  al. 

Procurement  Plans 

•  Broad  Agency  Announcement 

•  Unsolicited  white  papers 

New  IdeasNeeded 


Drag  Reduction  Program 


Dr.  Penrose  (Parney)  C.  Albright 

palbright@darpa.mil 


What  are  we 


trying  to  accompiish? 


ATO 


Develop  friction-drag-reduction  technoiogy ... 

With  dsmonstrable  operational  \iB\ue  to  the  future  navai  and/or  sealift 
fleets 

Using  extensive  computationai  modeiing  and  experiments 
We  will  exploit  new  approaches  to  multi-scale  modeling... 
Developed  within  the  materials  science  community 
Enabled  by  massively  parallel  computer  architectures _ 

To  develop  a  multi-scale  modeling  capability 
_ for  turbulent  flow _ 

We  will  leverage  the  simulation  results  to  guide  focused  near-full- 
scale  (Re-10®)  experiments 


Drag  reduction  implications 


ATO 


Speed  at  constant  power  is  a  weak  function  of  drag 
At  least  ~50%  reduction  in  friction  drag  is  required  to 
meaningfully  increase  speed 
Promising  oniy  when  residual  drag  is  insignificant 
Proportional  reduction  in  fuel  consumed  at  constant  speed 
Potential  increase  in  payload 

•  Long-range  (long-endurance)  ships  have  large  fuel 
fractions  ~0.2-0.5 


•  Military  ships  typically  have  small  payload  fractions  — 
0.1  or  less 

•  E.g.,  20%  friction  drag  reduction  =>  -50%  increase  in 
payload 

Proportional  increase  in  range  and  endurance  at  constant  speed 
Reductions  in  friction  drag  of  <~20%  probably  uninteresting 


Where  we  are  today 


Friction  drag  constitutes... 

Roughly  50%  of  the  drag  on  surface  ships 
Roughly  65%  of  the  drag  on  submarines 
Decades  of  research  have  identified  two  very  promising 
techniques  for  reducing  friction  drag:  polymers  and 
microbubbles 

70-80%  reduction  in  skin-friction  drag  coefficient  in  the 
laboratory 

But,  success  in  the  pracf/ca/ implementation  of  these 
techniques  has  eluded  us  for  more  than  25  years 

•  Too  much  polymer  has  to  be  carried,  and  the 
polymer  degrades  at  high  speeds 

•  Power  requirements  for  injecting  microbubbles 
are  below  the  break-even  point 


Where  we  are  today:  Polymers 


Key  Results 

~80%  reduction  in  drag  in  small-scale  lab  experiments 

•  -50%  reduction  for  short  periods  in  full-scale  experiments 


Significant  recent  advances  in  first-principles  modeling 

•  Direct  Numerical  Simulation  (DNS)  with  a  constitutive  relation 
for  the  polymer  stress  tensor 


Excellent  qualitative  agreement  with  experimental 
observations  associated  with  drag  reduction 


Indicated  potential  for  optimization 

-  E.g.,  equivalent  drag  reduction  at  1/10  the  needed  concentration  with  3x 
polymer  chain  extensibility 


Limitations  ,  , . 

Number  of  grid  points  needed  for  a  DNS  simulation  of  sh/p  flow 
prohibitive  ^  ^ 

Computational  state-of-the-art  for  polymer  modeling  Re^j-5x10^ 
-10®  grid  points 
Ship  Re^j  -  10® 

Number  of  grid  points  needed  -{Re)®'^ 


Where  we  are  today:  Microbubbleg^ 


Key  Results 

-80%  reduction  in  drag  demonstrated  in  small-scale 
experiments 

No  full-scale  data  (Japanese  planning  an  experiment) 

Limitations 

Experimental  results  at  low  Re  (-10®) 

No  validated  or  accepted  theory 
Rudimentary  modeiing;  No  DNS-levei  computations 
attempted 


Approach  (2  of  2) 


iATO 


Perform  focused  experiments 

Subscale  (e.^.,  flat  plate)  experiments  to  test 
computational  insights 

Near-full-scale  tests  (Re~io°^)  with  test-bed  models  that 
address  candidate  high-payoff  friction  drag  reduction 
concepts 

With  DNS,  determine  best  drag  reduction  candidates 
With  engineering  models,  determine  best  impiementation 
candidates 


Fully  exploiting  simulation  results  at  both 
small  and  large  scales  allows  intelligent 
experimentation  that  is  affordable  and  effective 


Mid-term  and  Final  Exams 


Mid-term  exam  (-2.5  years) 

Have  we  demonstrated  a  capabiiity  to  predict  the  best  techniques  for 
drag  reduction  and  their  impiementation? 

•  If  yes,  then  do  we  believe  we  can  achieve  a  30-50% 
reduction  in  skin-friction  drag  that  can  be  practically 
implementecf? 

•  If  no,  then  do  we  have  high  confidence  that  a  continuation 
of  the  computational  effort  for  2  more  years  will  be 
successful? 

Final  exam  (4.5  years) 

Have  we  demonstrated  and  experimentally  validated  a  predictive 
modeling  capability  for  skin  friction  drag  reduction? 

Have  we  demonstrated  a  30-50%  reduction  in  skin-friction  drag  that  can 
be  practically  implemented? 

Are  these  results  validated  in  near-full-scale  experiments? 


Range 


Chem/Bio  Defense  Activities 


Technologies 

-Detectors/ID 
-  Reporters 
■Fluidics 

■Collector  materials 
■  Decon  agents 


-Sensors 


Complete^ 

pilenillil 

SSvstemil 


i  I  i  .  » i !  1 1 1 1 !  I  ^ . 


■Building  Protection 


Filtration,  etc. 


Low-Cost  Missile  Defense  Technologies 


Fire  Control  Sensors 


Points  of  Contact  (continued) 


•  Tactical  Targeting  Networks 

•  Real-Time  BDA 

•  Surface  Target  Combat  ID 


Spm:M  ProJ«et»  0/Wc» 

Peter  Highnam 

Steve  Welby 

Bob  Hummel, 

Ed  Gjermundsen 


•  Navigation  Technologies 

•  RF  Technologies 

•  Advanced  Signal  Processing 


Greg  Vansuch 
John  Smith 
Joe  Guerci 


Special  Profact*  • 


BWD  Timeline 


Infrastructure  Modifications 

(^Building 

^^J:v\Precautionary  Monitoring  Nj^Otectipi^ 


Vaccines 


EVENT 


^namic  Response 


Consequence  Management 


decontamination 


Diagnostics^ 


Therapeutic^ 


Retaliation 


Building  Protection 


Threat: 

•  Focus  is  on  protecting  military  buildings  (C^,  barracks,  ...)  from: 

-  attack  by  chem  or  bio  warfare  agents; 

-  external  or  internal  release. 

Goal: 

•  Make  buildings  far  less  attractive  targets. 

Approach: 

•  Reduce  effectiveness  of  attack  via  dynamic  response  of  HVAC 
(and  other)  infrastructure. 


Objectives: 

•  Protect  human  inhabitants. 

•  Restore  building  to  function,  quickly. 

•  Preserve  forensic  evidence. 
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Integrated  System  Experimentation  &  Demo 


Systems  desian 


-  Strategies 

-  Architectures 

-  T rades 

-  Requirements 


Systems  implementation 


-  Full-scale  testbed  of 
end-to-end  system 

-  Experimentation 

-  Model  yalidation 


Demonstration 


-  Demo  protection 
at  military  facility 


Interpreting  sensor  response 
Localization  of  release  location 
Optimizing  response  options 
Robust  control  algorithms 


-  Containment  of  agent  at  source 

-  Side  effects  of  neutralization  techniques 

-  Auto  calibration/rare-eyent  readiness 

-  System  dependence  on  threat,  release  style 


-  Modeling  of  component  and  system  behayior  and  protection  afforded 


Building  Protection  Program  Elements 


FY01  -  FY03 _ 

Technology  Development 

-Chem  components  \  ^  ^ - , 

-Bio  components _  Insertion  opportunity 

FY01  -  FY04  ~ 

Systems  Experimentation 
-Implement,  test,  optimize 
-Measure  system  performance: 
FY01 :  external  release 
FY03,  FY04:  internal  release 


FY04  -  FYQ5 _ 

Demonstration 
-  Military  installation 
-Based  on  experiments 
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Bio  Sensor  Needs 

SptciMi  ProjKtg  orric* 

•  Bio  sensors  are  a  key  component  of  many 
defensive  architectures. 


•  Today’s  bio  sensors  do  not  perform  well  enough 
to  enable  their  use  in  complex  architectures. 


•  Fixing  this  shortcoming  requires  both  novel 
sensor  technologies  and  a  change  in  how  we 
design  and  develop  sensor  systems. 


000908 _AA_DARPA_T<xh 
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Sensor  Systems  -  Identification  Mechanisms 


Sp«cl*l  ProJ«et»  Otfica 


Small  molecule  binding 


Live-cell  response 


Antibody  binding 


Mass;  Charge  of  fragments 


Tapo  Drive 
MschanisnTS»^ 


Vacuum  Sensor  ^355  Isolallor 
Grid  lonlzalion  'IT  Analyzer  ,  Valve 

‘  ^RovgWng 

Pump 


Resonances,  energy  transitions 


Aerosol 
CoHeclor  Optic 

Laser  Coupler 


1  Mcrowsve 

1  kSlltrteterwtvtt 

J  Fw  '/  ."'4 

10  GHz 

■0 

24  GHz 

75  GHz 

'syn 

110  GHz 

150  GHz 

Itlll^ 

12THZ 

Roughing 
VHS  Press- 
Cassette  Sensor 


Phonon 

Modes/ 

Lattice 

Vlbratrona 


Phonon  Modes/ 
Lattice  Vibrations 
■>  Molecular 
Vrbrations 


000908_AA_DARPA_T<ch 
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Sensor  Systems  -  Reporting  Techniques  ^ 


Light  absorption/emission 

-  Of  molecular  labels  1 
(Fluorescent  tags,  UCPs) 

-  Of  agent  directly 


I  Induce  chemical  reactions 

i-  Enzyme  reaction 

-  Ca++  flow 

-  pH  change 


E(ectron/ion  flow 

-  Mass  Spec 

-  Tissue  sensors 


IMp  ■  Agent 
_  Identified 


■c':: 


Mass  loading/mechanical  resonance 

-  SAW-like  devices 

-  MEMS 


Magnetic  field 


Components  of  (Bio)  Sensors 


Readout 


Collect 


Prepare  |-»  Identify  Report 


» High  volume 
throughput 
» Collection  of 
1-1  Ofi 
particles 
•  High 
efficiency  / 
low  power 


•  Minimal  prep 
/  cleansing 

•  Speed 

•  Minimal 
consumables 


•  Sensitivity 

•Specificity 

•  Speed 

•  Live  vs  dead, 
pathogenic 
vs  non- 
deadly 

•  Multiplexed 
ID 

•  Robustness 
to  interferents 

•Wide 
operating 
range  (temp, 
himidity,...) 


•Strong 

reporting 

signal 

•Low 

background 

signal 

•  Speed 

•  Multiplexed 
reporting 

•  High 
efficiency  / 
low  power 


Analyze 

U-”". . 

*  Unique  / 
unambiguous 
result 

►  Simple 
algorithms 

►  Robustness 
to  interferents 

►  Speed 
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Bio  Sensor  Systems 


Sp*<l$l  Pivj«cta  Otfic* 


Environmental  Sample 


Readout 


Collect 


prepare!— ► 


Identify 


Report 


Analyze 


I 


I 


Model  (components  &  system) 


Mode!  components  and  system. 

Optimize  end-to-end  performance. 

Understand  limiting  factors. 

Predict  performance  in  new 
environments.  > 


\^^^nvij 


Characterize  (sensitivity  &  specificity) 


Statistically  significant  Pq  vs  Pf. 

Real  environments  (clutter, 
temperature,  humidity...). 

Operational  protocols. 


000908_AA_DARPA_T<ch 


Mass  Spec  Prototype  Development 

Spaclal  Projtcta  Oft)c» 

Hardware  oroof  of  conceot 

Pathogenic  Markers  (Y.pestis) 

•  Technology  components: 

Growth 

-  MALDI  ionization 

temp  ( 

F1  Antigen 

-  TOP  reflectron 

25*^  . 

7 

•  Successfully  generates  spectra  of 

whole  proteins. 

37»  . ; 

Svstems  Issues 

•  Agent  signature  library 

•  Signature  quenching 

•  Stability  of  signature 

•  Algorithms  for  signature  extraction 

•  Instrument  calibration 

•  Signature  predictions 

•  Background  signature 

•  Matrix  modeling,  optimization 

characterization 

000‘)08.AA_DA  RP  A_T«h 
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Mass  Spec  Modeling 


Sf>*el»l  Pml»cl$  Ottic* 


•  Ionization  process  plays  important  role  in  system  sensitivity 
and  variability. 

•  Modeling  effort  is  underway  to  guide  system  optimization, 
interpretation  of  output. 


000908_AA_DARPA_Tich 


SIMBAD 

•  Purpose:  To  develop  and  demonstrate  prototype  advanced  sensor 
systems  that  work.  They  must  be: 

-  optimized;  -  well  characterized;  -  reliable. 


•  Approach:  New  “way  of  doing  business”: 

-  No  stovepipes.  -  Strong  systems-engineering  lead. 

-  Broad  technical  expertise.  -  End-to-end  development. 


000908_AA_DA  RPA_Tecli 
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Contacts  &  Other  Interests 


Contacts 

•  Office  coordination 

•  Building  protection 

•  Sensors 


Sp#e/»f  Projtett  Office 


Amy  E.  Alving 
tbd 

Steve  Buchsbaum,  Millie  Donlon 


Other  interests 

•  Bio  surveillance  systems 

•  Novel  forensics 

•  Portal  barriers  for  bio/chem 

•  Production  detection 
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Networked  Targeting  Technology 


*2^  "’<C.' Jiri ''V  ' 


Stephen  Welby 
Special  Projects  Office 


Next  Generation  Time  Critical  Targeting 


Future  Battlespace  Dominance  Requires  the  Ability  to  Hold 
Opposing  Forces  at  Risk: 

-  At  Any  Time 

-  In  Any  Weather  ^ 

-  Fixed,  Stationary  or  Moving 


Opponents  Will  Take  Advantage  of  Delays  or  Shortcomings  in  US 
Quick  Reaction  Targeting  Capabilities  to  Shelter  Threat  Systems 


Examples: 

-  Use  of  mobility  to  protect  threat  surface-to-surface 
and  surface-to-air  missile  systems 

-  Use  of  very  short  duration  air  defense  emissions 
to  avoid  anti-radiation  missile  targeting 


'•Si?'. - >  •  A'  r:’--s| 


Key  Enabler:  Robust  Tactical  Networks 


•  Significant  Investment  Has  Led  to  Widespread  Planned 
Availability  of  Tactical  Data  Links 


Sp^lal  Prolactt  Ottica 


•  This  Investment  Can  Be  Leveraged  to  Enable  New  Rapid 
Reaction  Targeting  Concepts  Through  the  Dynamic 
Synchronization  of  Sensors  and  Strike  Weapons  Systems 
Across  Large  Areas  over  Tactical  Networks 


•  Networked  Targeting  Offers  Significant  Advantages  in  Precision 
Over  Traditional  ISR  and  Traditional  Stand-Alone  Weapon 
Delivery  Systems 


•  Networked  Targeting  Precision  Supports: 

-  Increased  Lethality  -  Minimizes  Collateral  Damage 

-  Increased  Effectiveness  -  Minimizes  Risk  to  US  and  Coalition  Forces 


The  DARPA  Special  Projects  Office  is  Aggressively 
Pursuing  Networked  Targeting 


DARPA  Special  Projects  Office 
Networked  Targeting  Programs 


Spaelal  Projacla  Otffea 


Affordable  Moving  Surface  Target  Engagement  (AMSTE) 


-  Network  Ground  Moving  Target  Indication  (GMTI)  Sensors  with  Precision 
Weapons  to  Enable  Precision,  Stand-Off  Engagement  of  Movers 


-  Networked  Targeting  Permits: 


•  Multi-Lateratlon  of  Stand-Off  ISR  and  Strike  GMTI  Radars  for  Targeting  Precision 

•  Precision  Tracking  of  Targets  From  Nomination  through  End  Game  with  Targeting 
Updates  to  Weapons  in  Flight 

•  Use  of  Low  Cost  GPS  Guidance  and  Low  Cost  Seekers 


•  Advanced  Tactical  Targeting  Technology  (ATS) 

“  Network  Threat  Warning  Receivers  to  Enable  Rapid,  Precision 
Geolocation  of  Short-Dwell  Emitters 

-  Networked  Targeting  Permits: 

♦  Very  Rapid  Reaction  Against  Pop-Up  Threats  (seconds) 

•  Extremely  Precise  Geolocation 


The  AMSTE  Motivation 


Key  AMSTE  Characteristics: 
All-Weather  Engagement 

Targeting  Focused: 

Precision  Engagement 


Requires  use  of  multi-laterated, 
geo-registered  GMTI  sensors 

Requires  ability  to  maintain  threat  track 
from  nomination  through  engagement 

Requires  ability  to  provide  fire  control 
updates  to  weapons  in  flight 


AMSTE  Technologies  support  a  seamless  moving  target  engagement  from 
Nomination  Track  Maintenance  Engagement 


AMSTE  Challenges 


Issues 

•  Track  Accuracy 


•  Precision  Endgame 


•  Track  Maintenance 

•  Affordability 


Approach 

Networking  of  Standoff/Penetrating  Sensors 
GMTI  Radar  Multilateration 
Advanced  Tracking  Algorithms 
Grid-locking  and  Geo-registration 

In-Flight  Weapon  Target  Updates 
Weapon  Data  Links 
Precision  Fire-Control  Tracking 
Low-Cost  Seekers 

Feature  Aided  Tracking 

Maximize  use  of  existing  resources  and 
minimize  the  need  for  new  systems 


Issues 


Exploit  Threat 
Sidelobe  Emissions 


ATS  Challenges 


Approach 

•  Affordable,  High  Performance  Digital 
Receiver 


Common  Pulse, 
Ambiguity  Resolution, 
Geolocation 


Network  Management, 
Collector  Cueing, 
Traffic  Load  Reduction 


Multipath,  RF  Agility, 
etc. 


•  Exploit  Correlations  within  Pulse  Trains 
and  Between  Collector  Platforms 

-  Coherent  vs.  Non-coherent 

•  7-D  Precise  Registration  of  Battle  Space 

•  Network  Simulation/Analysis  Traffic 
Management/Data  Compression 

•  Novel,  Transparent  Tactical  Network 
Approaches 

•  Leading  Edge,  Inter-Collector  Multipath 
Decorrelation,  Digital  Receiver  Flexibility, 
Other 


I 


ATS  Phase 


Status 


AT3  Phase  II 


-  Raytheon  (Tucson,  AZ)  Proceeding  to  FY02  Data 
Collection  and  Real  Time  Flight  Demonstration 


SpaelMl  Proj9Ct$  t 


Opportunity 

-  Innovative  Multi-Ship  Algorithm  Development 

•  Dense  Pulse  De-interleaving 

•  Highly  Agile  Emitters 

•  Coherent  Techniques 

•  Polarization  Exploitation,  etc. 


-  Explore  Trade  Space  in  Non-Real  Time  Environment 


Tactical  Networking  Technology  Opportunities 


•  Networked  Targeting  Can  Be  Limited  By  Tactical  Network 
Capacity,  Latency  and  Rigidity 
-The  Need: 

•  Increased  bandwidth  and  on-the-fly  reconfigurability 

•  Very  low  latency  data  transfer 

•  Advanced  network  planning/management 

•  Compatibility  with  legacy  systems 


•  New  Applications  for  Tactical  Networking  Concepts 
-Synchronization  of  Strike  and  Sensor  Assets  for 
Real-Time  Battle  Damage  Assessment 


DARPA  Special  Projects  Office 

Networked  Targeting  Programs  txjfe  l 

_  WWW  Sp«cltl  Prolfctu  C 


DARPA  SPO  Is  Aggressively  Pursuing  The 
Networked  Targeting  Paradigm  Through  Advanced 
Applications  Such  as  AMSTE  and  ATS 

Near  Term  Experimentation  with  Networked  Targeting 
Must  Involve  Both  Technologists  and  Users 

-  Co-development  of  Advanced  System  Concepts  and  Supporting 
Tactics,  Training  and  Procedures  is  Critical  to  Successful  Transition  of 
Networked  Targeting  Approaches 

Networked  Targeting  Approach  Offers  Promise  In 
Many  Other  Mission  Areas  by  Realizing  Tighter 
Coupling  Between  Sensors  and  Shooters 


Counter  Concealed  Target 
Technologies 


Mr.  Lee  R.  Moyer 
Special  Projects  Office 

DARPATech  2000 
6-8  September  2000 


CC&D  Tactics  Pose  A  Challenge 
to  U.S.  Targeting  Systems 


The  Challenge: 


ml, 

■  'tpy)  " 

Y- 


Camouflage,  Concealment  and  Deception  techniques 
include: 

-  Masking:  Foliage  cover,  radar  camouflage  nets,  chaff,  weather 

-  Tactics:  Rapid  movements  between  hide  locations  during 
deployment  or  after  firing,  emitting  or  over-flight 

-  Decoys:  Divert  attention,  generate  false  information 


DARPA/SPOs  objective  is  to  develpp  technologies  that 
effectively  counter  an  adversary’s  use  of  GC&D 


DARPA/SPO  Is  Addressing  CC&D  ^u^t. 
y  Tactics  Through  a  Variety  of  Approaches  sSi 


Foliage  Penetration  (FOPEN)  Synthetic  Aperture  Radar  (SAR) 

-  High-resolution,  fully  polarimetric  imaging  of  stationary  targets 
FOPEN  Ground  Moving  Target  Indication  (GMTI)  Radar 

-  Moving  target  detection  and  tracking  from  airborne  platforms 

-  Low-cost,  ground-based,  bistatic  radars  to  track  vehicles  and  personnel  in  foliage 
Multi-Sensor  Fusion 

-  Fusion  of  FOPEN  and  microwave  (pW)  SAR  and  GMTI,  ESM  and  spectral 
sensor  data  to  enhance  Identification  and  reduce  the  false  alarm  rate 

Target  Identification 

-  Close-in  sensor  packages 

-  Multi-look  3-D  laser  radar  (LADAR)  imaging 


FOPEN  Radar  Denies  an  Enemy  the  Ability 
to  Maneuver  and  Hide  Under  Foliage 


Example  of  Foliage-Obscured  Vehicles 

•  Depression  Angle:  45^  Resolution:  1  m  x  1  m 

•  Vehicles  Masked  By  Trees,  Along  Logging  Road  in  Maine 


Photograph 


FOPEN  SAR  Image 


DARPA/SPO  Is  Presently  Developing  a 
FOPEN  SAR  to  Detect  Stationary  Targets 


Special  Projacta  Otfica 


•The  FOPEN  SAR  is  a  real-time  dual-band  system 

-  Horizontally  polarized  VHF  SAR  for  target  cueing 

-  Fully  polarimetric  UHF  SAR  for  target  discrimination 
and  false  alarm  rejection 

-  System  being  installed  and  tested  on  Army  RC-12 

-  Form,  fit  and  function  compatible  with  Global  Hawk  UAV 


VHF  Target  Cue 


GCE>S 
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FOPEN  SAR: 

Challenges  and  Opportunities 


Spaclat  Prolaeta  Offica 


•  Automatic  Target  Detection  and  Cueing  (ATD/C)  algorithms 


-  Enhance  target  detectability 

-  Minimize  false  alarms 

•  Advanced  processing  algorithms 

-  RFI  suppression 

-  Waveform  optimization 

-  Change  detection 

-  Target  classification 

-  Interferometry /stereo /tomography 

•  FOPEN  SAR  applications 

-  Battle  space  characterization 

-  Environmental  monitoring 

-  Terrain  mapping 


UHF  Target  Chip 


UHF  Clutter  Chip 


DARPA/SPO  Is  Assessing  Integrated  VHP  / 
UHF  GMTI  Radar  and  ESM  Technologies 


•VHP  /  UHF  GMTI  radar  provides  all-terrain,  all-weather  capability 

-  T rack  targets  under  foliage 

-  Provide  a  high  target  position  update  rate 

•Bistatic  GMTI  operation  enhances  system  survivability 

•Concurrent  ESM  uses  allocated  system  resources  to  identify 
targets  and  locate  emitters 


♦^4  Joint  STARS  or  other  pW  ra 
provides  wide-area  GMTI 
♦  VHF  /  UHF  augmentation  system 
provides:  , 

Continuous  GMTi  tracking 

A*"  Passive  cueing  and  target  > 

j?;®'  confirmation,.,... 


^^gj^nteg rated  VHF/UHF  System  Technologies:  - 
Challenges  and  Opportunities 


•  System  architecture 

-  Monostatic  and  bistatic  concepts 

-  Deployment  on  UAVs  and  other  suitable  platform 

-  Integration  /  utilization  of  GMTI  radar  and  ESM 

•  Airborne  hardware  components 

—  Transmitter,  antenna,  receiver  and  signal  processor 

•  Adaptive,  non-adaptive  and  ESM  processing  algorithms 


Concept  of  Operations  (CONOPS) 

-  Utilization  of  GMTI  radar  and  ESM  resources 

—  Interaction  with  FOPEN  SAR  and  microwave  radars 


DARPA/SPO  Is  Assessing  Multi-Sensor 
Fusion  to  Counter  CC&D  Tactics 


Objectives:  Enhance  detections,  perform  target  identification  and 
reduce  faise  alarms 


SAR  Imagery  L-  J 


Target  Cluster  3 


H  SI/MS  I  Imagery 


smmM 


Ground-Based  FOPEN 
GMTI  Ground  Radar 


Objective:  Provide  effective,  low-cost  force  protection  for 
ground  units 

-  Detect  personnel  /  vehicles  through  foliage 

•  Personnel  detection  to  ranges  of  4.5  km 

•  Vehicle  detection  to  ranges  of  7  km 

-  Use  either  cooperative  or  non-cooperative  transmitter 

•  Cooperative  units  could  also  provide  communication  /  navigation 
functions 

•  HDTV  station  could  serve  as  non-cooperative  illuminator 
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Program  goals: 

-  High  performance 

-  Rapid  deployment 
•-  Light  weight 

-  Low  cost 


Ftxsd 
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Ground-Based  FOPEN  GMTI  Radar 
Challenges  and  Opportunities 


•  Low-cost,  light-weight  antenna  and  receiver  technologies 

-  Wide  tunable  bandwidth 

-  Rapid  deployment 

•  Algorithms 

-  Cooperative  and  non-cooperative  illuminators ' 

-  Adaptive  processing  • 

-  Tracking 


•  CONORS 

-  Emitter  selection 

-  Emitter  functions 

-  Deployment  geometries 


Proof-of-Concept  System 


Hard-to-!dentify  Targets 


Summary 


DARPA/SPO’s  goal  is  to  develop  and  demonstrate 
viable  Counter  CC&D  technologies  and  to  transition 
them  to  the  Warfighter 

-  Currently  addressing  the  detection  of  concealed  targets 
through  a  variety  of  airborne  and  ground-based  sensor  efforts 

-  Increasing  emphasis  is  being  placed  on  tracking  (GMTI), 
identification  and  engagement 


DARPA/SPO  welcomes  the  presentation  of  new  and 
innovative  concepts  for  surveillance,  identification  and 
engagement  of  stressing  surface  targets 
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Special  Prpftctm 


DARPA  Guidance/Navigation 
Technology 


Lt  Col  Greg  Vansuch 
Special  Projects  Office 

DARPATech  2000 
6-8  September  2000 


Guidance  Technology  Programs 


'MEMSJNS  ^ 

•  Gyroscopes  1 .0  to  107hr^ 

•  Accelerometers  500  mg  , 

•  <10  in^,  <0.8  lbs 


Global  Positioning  Experiment^ 

•  Airborne  Pseudoiite  (APL)  > 

-  Digital  Beamforming  Antenna 

-  Software  Only  Modified  GPS 

Receivers  / 

-  Employ  on  UAVs 


GPS  Guidance  Package  (GGP)  > 

•  12  Channel  GPS  Receiver  (<16  m  SEP)\ 

•  Nav  Grade  INS  {<1nmi/hr)  j 

170in3  <10lb,  25-30W,  <$15K  / 


Guidance  Techncicgy 


Advanced  Navigation  Concepts 
Innovative  Technologies 
Affordability 
Warfighter  Applications 


Motivation 


GGP  Lowers  Cost,  Improves  Reliability  and  Improves  Performance  of 
Tightly  Coupled  GPS/INS  Navigation 

-  Surface  to  Surface  Projectile  Launchers  (MLRS,  HIMARS),  Aircraft  (F/A-18,  Apache), 
Surface  Navigation  (Ml  A2,  AAAV),  Long  Time  of  Flight  Missiles  (Tomahawk) 

Tactical  Grade  MEMS  INS  Enables  Many  Applications 
--  Inertial  Munitions,  Personal  Inertial  Navigation,  Personal  Underwater  Navigation, 
Micro-Air  Vehicles,  Tactical  Missiles,  Unmanned  Aerial  Vehicles,  Sea/Land  Vehicle 
Sensors 

GPX  Pseudolites  Provide  an  Augmentation  to  GPS  Signals  Under 
Conditions  of  Jamming 

-  First  Launch  of  L^^  Capable  Satellite  is  2008  or  Later 

-  IOC  for  Block  IIF  Satellites  is  2016 

-  At  Least  10-15  Years  Benefit  from  Airborne  Pseudolites 


Micro-Electromechanical  System  (MEMS) 
Inertial  Navigation  System  (INS) 


V' Is 


ft 


MEMS 

INS 


Tactical  Grade  MEMS  INS 

•  1 .02  to  1 02/hr  Gyro  Drift  Rate 

•  <500  mg  Accelerometer  Bias 

•  Temperature  Range:  -54  to  852C 

•  Low  Power:  <3  Watts 

•  Small  Size:  <10  cu  inch 


Defense  Sciences  Office 


Michael  J.  Goldblatt 
Director 

mgoldblatt@darpa.mil 


http://www.darpa.inil 
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Mission 


“Technology  Harvesting” 

Identify  and  vigorously  pursue  the  most 
promising  technologies  within  the  science 
and  engineering  research  communities  and 
develop  them  into  new  DoD  capabilities. 


DSO  Ovarviaw  -  Naw  aliete  2 


In  Practice 


•  Respond  to  technological  opportunity 

•  Emphasize  a  multidisciplinary  \echn\ca\ 
approach 

•  Recognize  defense  /  commercial 
industry  as  customer 


DSOOvTri«w-  Naw  >ld«3 


Personnel 

Director,  Dr.  Michael  J.  Goldblatt 
Deputy  Director,  Dr.  Steven  G.  Wax 


Advanced  Biological  and 
Medical  Technologies 

Dr.  Robert  Carnes 
Dr.  Eric  Eisenstadt 
Dr.  Kurt  Henry 
Dr.  Stephen  Morse 
Dr.  Alan  Rudolph 
Dr.  Wallace  Smith 


Materials,  Mathematics 
and  Devices 

Dr.  Valerie  Browning 
Dr.  Leo  Christodoulou 
Dr.  William  Coblenz 
Dr.  Ephrahim  Garcia 
Dr.  Dennis  Healy,  Jr. 
Dr.  Robert  Nowak 
Dr.  William  Warren 
Dr.  Stuart  Wolf 


Cell  and  tissue-based  biosensors 

Controlled  biological  systems 
/Bio-inspired  systems 

Fundamental  research  at  the 
[BIO:INFO:MICRO]  interface 


1 
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Advanced  Mathematics 

•  Signal  and  Image  Processing 

•  Virtual  Electromagnetic  Test-range 

•  Physics-based  Design  for  Materials  Processing 

•  Scalable  Strategies  for  Scientific  Computations 


0  0 

Input  Image#  153 


OSO  Overview  -  New  slide  8 


Materials  and  Devices 


•  Functional  materials 
and  devices 

•  Smart  materials  and 
demonstrations 

•  Structural  materials  and 
components 

•  Mesoscopic  machines 

•  Power  generation  and  storage 


OSO  Overview  >  New  slide  9 


Developing  New  Ideas 

•  Materials  Prognostics  and  Asset  Readiness 

•  Quantum  Information  Science  and  Technology 

•  Biological  Gears  and  Motors 

•  Performance  Enhancement 

•  Digital  Maps  and  Sensory  Systems 

•  Biotechnology 

•  Activity  Detection  Technologies 

•  Meta  Materials 

•  Living  Machines  _ 


http://www.darpa.mil/DSO/solicitations/ 


Why  and  How  DARPA/DSO 
Does  Biology 

Eric  Eisenstadt 


~50  Years  of  Molecular  Biology 


•1953:  Structure  of  DNA 


•2000:  Human  genome  sequence 


Improved  DOD  Capabilities  via  Biology 


•Health 
•Operations 
•Materials  synthesis 


Frog  eggs 


Physical  Maps  to 
Bio 


1  cm— 3 


1  mm— J 


lOOnm 


10m  m- 


H  — Eukar/otic  cells 


Nucleus  of  cell 
Most  bacleria 
Mitochondrion 


100  nm 


10  nm 


] — Viruses 

3— Ribosomes 
J—  Proteins 


1  nm 


] — Lipids  I 

J — Small  molecules 


CMOS 

elements 


0.1  nm — I 


] — Atoms 


Info  Maps  to  Biology 

MEKVDIFKDIAERTGGDIYLGVVGAVRTGKSTFIK 

KFMELVLPNISNEADRARAQDELPQSAAGKTIMT 

TEPKFVPNQAMSVHVSDGLDVNIRLVDCVGYTVP 

GAKGYEDENGPRMINTPWYEEPIPFHEAAEIGTRK 

VIQEHSTIGVVITTDGTIGDIARSDYIEAEERVIEEL 

KEVGKPFIMVINSVRPYHPETEAMRQDLSEKYDIP 

VLAMSVESMRESDVLSVLREALYEFPVLEVNVNL 

PSWVMVLKENHWLRESYQESVKETVKDIKRLRD 

VDRVVGQFSEFEFIESAGLAGIELGQGVAEIDLYA 

PDHLYDQILKEVVGVEIRGRDHLLELMQDFAHAK 

TEYDQVSDALKMVKQTGYGIAAPALADMSLDEP 

EIIRQGSRFGVRLKAVAPSIHMIKVDVESEFAPIIGT 

EKQSEELVRYLMQDFEDDPLSIWNSDIFGRSLSSIV 

REGIQAKLSLMPENARYKLKETLERIINEGSGGLIA 


Deciphering  Biology 


•Interrogate  and  manipulate 
biological  systems  with 
modern  physical  devices 


•Analyze,  model  and 
simulate  with  the  full 
arsenal  of  math  and 
computational  tools 


DARPA’s  Bio: Info: Physical  Program 


•  First  phase  of  DARPA  BioFutures 

•  Fundamental  research  at  universities 

•  Interdisciplinary 

•  Attack  fundamental  limits  of 
understanding  complex  biological  systems 
via  the  development  and  application  of 
new  devices  and  new  information  tools 
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Neuroprocessing 
and  neurocontrol 
via  high  density 
implantable 
MEMS  devices 

Measuring  and 
modeling  the 
dynamic 
behavior  of 
biological 
regulatory 
networks  in 
living  cells 


Two  Major  Themes 


Coirtesy  SbmcTacn. 


Courtesy  Bionic  Tech. 


Cross  organism 
'  comparison  of  DNA 
organization  and  function 

Rapid  identification  of 
genes  and  proteins 

Bioinform  sties 

automation  of  tabor 
biochemistry 

automated  ONA 
synthesis 


The  Cell  is  a  High  Information 
Content  Sensor! 

•  Cell  is  unit  machine  in  biology 
responsible  for  systems  level 
processing 

•  Cells  respond  to  environment  in 
specific,  reproducible  and  redundant 
ways 

•  Cell  sensors  do  not  require  specific 
identification  of  threat 

•  Processing  will  result  in  identification 

•  Amplification  of  response 

•  Response  is  predictive  of  functional 

consequences _ 


Nature’s  Metabolic  Engineering 


You’ve  got  questions? 
We’ve  got  answers . . . 


Performance  Specs 

•  37^  to  -5^  C  Core  temps. 

»  Heart  rate:  300  to  7  bpm 

•  CBF:  down  to  7%  of  norm. 

'  BMR  down  to  <10%  of  norm. 

•  94%  genetic  homology  with  humans 


■  Kl 


Arctic  Ground  Squirrel 


Natural  Examples  of 
Metabolic  Control  and  Downregulation 

Exploit  the  lessons  learned  from  “Life  on 

the  Edge”  Hibernating 

OriedTardegrade  Frozen  frog  fquirr^  ^ 


xx  Ti  r>  meiers 

Why  now? 

» Recent  discoveries  in  stasis  strategies,  genetics,  and  gene  products  now 
enable  the  development  of  a  metabolic  strategies  and  systems  “toolbox”. 


Sequencing  Pathogen  Genomes 


•  A  genome  sequence  is  a  cell’s  blueprint 


•  Annotating  a  genome  sequence  yields  the 
identity  of  its  unique  and  common  molecular 
parts 


•  Knowing  the  molecular  parts  permits  rational 
design  of  countermeasures  and  detection 
strategies 
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A  New  Era  in  Biology,  a  New  Era  for  DARPA 


•  Molecular  anatomy 
•Where  the  parts  are 

•  How  the  parts  work 
as  a  system 


DARPA’ s  role  will  be  to  develop  not  only  new  understanding 
but,  more  importantly,  new  biologically  inspired  systems, 
tools  and  devices  that  enhance  DoD  and  national  security 


Semiconductor  Spintronics 
Electronics  for  the  century 


Stuart  Wolf 


Semiconductor  Spintronics 


Objective  \ 

To  create  a  revolutionary  new  class  of 
semiconductor  electronics  based  on  the 
spin  degree  of  freedom  of  the  electron  in 
addition  to,  or  in  place  of,  the  charge. 


Rationale  for  Spintronics 

Conventional  Electronics  — ►  Charge 

•  Based  on  number  of  charges  and  their  energy 

•  Performance  limited  in  speed  and  dissipation 

Spintronics  - ►  Spin 

•  Based  on  direction  of  spin  and  spin  coupling 

•  Capable  of  much  higher  speed  at  very  low  power 


Spintronics  Challange 


In  March  of  1959,  Richard  Feynman  challenged  his 
listeners  to  build 

“Computers  with  wires  no  wider  than  100  atoms,  a 
microscope  that  could  view  individual  atoms, 
machines  that  could  manipulate  atoms  1  by  1,  and 
circuits  involving  quantized  energy  levels  or  the 
interactions  of  quantized  spins.” 


Richard  Feynman  -  “There’s  Plenty  of  Room  at  the  Bottom” 
1959  Annual  Meeting  of  the  American  Physical  Society 


Spintronics 


Magnetoresistive  thin  films  and  nanostructures  are  already  extremely 
important  scientifically,  technologically  and  economically, 
tt  Economics:  -Today 

-  Magnetic  recording  alone  is  a  $100  billion/yr 


The  IBM  Travelstar  disk  drive 

uses  magnetoresistive  devices  to  achieve  4.1Gb/in2 


-  Tomorrow  -  Potential  additional  $100  billion/year 


Non-Volatile 
Radiation  Hard 
High  Density 
Very  High  Speed 
Low  Cost 


Sensors-Isolators 


Magnetic  RAM 


Spins  IN  Semiconductors 


New  Direction-SPINS 
•  Two  recent  discoveries 

-  Optically  Induced  long  lived  coherent  spin 
state  in  semiconductors 

-  Ferromagnetism  in  semiconducting 
GaMnAs  above  120K  (Sendai,  Japan 
1998) 


Will  lead  to  revolutionary  advances  in  21st  Century 
photonics  and  electronics  such  as: 

-  Very  high  performance  opto-electronic  devices 

-  Very  fast,  very  dense  memory  and  logic  at  extremely  low  power 
“  Spin  quantum  devices  like  Spin-FETs,  Spin  LEDs  and  Spin  RTDs 

-  Quantum  computing  in  conventional  semiconductors  at  room 
temperature 

-  Many  other  applications  that  we  can’t  even  envision  now 


natare 
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•  Since  spin  effects  in  semiconductors  are 
largely  unexplored  it  will  be  essential  to 

-  Explore  ways  to  raise  Curie  temperature  of 
magnetic  semiconductors 

-  Explore  optical  and  transport  properties  which 
offer  new  spin  dependent  avenues 

•  Understand  and  control  interface  effects  and  spin 
transport  across  interfaces 

-  Demonstate  spin  coherent  optical  devices 

-  Demonstrate  spin  quantum  devices 

-  Demonstrate  quantum  logic  with  8  qubits  or  more 
at  or  near  room  temperature 


Spin  Transfer  Through  Heterointerfaces 


GaAs  ZnSe 


GaAs  ZnSe 


Prepare  spins 
in  GaAs 


Probe  spins 
in  ZnSe 


•  Flow  of  coherent 
information  across  a 
heterointerface  with 
dissimilar  materials 
with  very  little 
scattering 


T=300K 


Spin  Enhanced  and  Enabled  Electronics 


Quantum  Spin  Electronics 

-  Tunneiing/transport  of  quantum  confined  spin  states:  natural 
frequency  scale  given  by  spin  splitting:  GHz-THz 

-  Spin  dependent  resonant  tunneling  diodes  and  spin  filtering 

-  Spin  FETs  (“spin  gating”) 

-  Spin  transistors 

-  Spin  LEDs,  electroluminescent  devices,  and  spin  Lasers 

Coherent  Spin  Electronics 

-  Optically  generated  coherent  spin  states  and  coherent  control  of 
propagating  spin  information  -  optical  encoders  and  decoders 

-  Directly  generated  coherent  spin  state  and  coherent  control  of 
propagating  spin  information 

Quantum  Information  Processing 

-  Qubits  using  coherent  spin  states  in  quantum  dots  -  quantum 
networks 


Quantum  Spintronics 


DARPA’s  ADVANCED  ENERGY  TECHNOLOGIES 


DARPATECH  2000 


Dr.  Robert  J.  Nowak 
DARPA/DSO 
(703)  696-7491  (voice) 
(703)  696-3999  (fax) 
RNOWAK  @  darpa.mil 


RNOWAK  08SEP00 


Marine  Corps  Air  Ground  Combat  Center 
29  Palms,  CA,  Fall  1999 


Direct  Conversion  of  Hydrocarbon  Fuels 


13,200 

Whr/kg 


Hydrocarbons  DIRECT  OXIDATION 


^Liquid  Fuel)— ►  Fuel  Cell 


Methanol 


IC  Engine 
150  kW 


Static 

Thermal  pyel  Cell  Or 
Thermal  Conversion 


RNOWAK  08SEP00 


CHALLENGES 

•  Increase  Performance 

Catalysts 

•  Thermal  management 

•  Liquid  Fuels 
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Gorte,  University  of  Pennsylvania 


Thermal  Management  Opportunities 


Superthermal  Conductors  and  Heat  Exchangers 
inconel'^  625  Foam 

llottmv  Ugamenis 


Aerogel  Insulators 


Ksoiid  Aerogel  =  0.002  W/mK  @  300K 
Silica  =  1.4  W/mK  @  300K 


RNOWAK  OeSEPOO 


Thermal  Integration  Opportunities 


Cascading  Systems 

▼  Thermally  integrate  multiple  technologies 

♦  Design 

♦  Fabrication 


SOLID  OXIDE  FUEL  CELL 
1000- 650  C 


THERMOELECTRICS 
1000- 100 C 


Integrated  Efficiency  »  I  Individuai  Efficiencies 

RNOWAK  08SEP0O 


Energy  Harvesting  for 
Low-Power/Long-Endurance  Missions 


Technical  Goal 

•  Significantly  increase  mission  endurance  (>10x) 

for  soldiers  and  sensors 

Technical  Approach 

•  Harvest  energy  and  fuel  from  environmental  sources 

•  Integrate  harvesting  system  with  devices 


RNOWAK  08SEPO0 


FoF^-ATPase  Biomolecular  Motor 


Membrane-bound  F^-Fi  ATP  Synthase 
Y”  subunit 


ATP  -►  ADP  +  Pi  ->  AMP  +  Pi 


Ac  tin  filament 


^Pstreptavidin 


otjpjY  complex/g/ 


/His- tag  ' 


#  J 

V  /'W' 


Coxerslip  coated  with  Ni-NTA 

F^-ATPase  Biomolecular  Motor  with 
Actin  Filament  System  (from  Noji  et.  al.  1997) 


•  Ubiquitous  enzyme 

•  Synthesize  and  hydroiyze  ATP 

•  portion  can  act  independently 

•  Gamma  subunit  of  portion  rotates  (up  to  17  r.p.s.) 

•  Fi  portion  can  generate  up  to  100  pN-nm  torque 


RNOWAK  OaSEPOO 


Biomolecular  Motors 


Technical  Issues 


Determine  and  Apply  Critical  Engineering  Steps 

Toward  Biomotor  Devices 

-  Spatial  and  orientational  control  of  motor  elements  at 
interfaces 

-  Systems  analysis  of  force  production  and  work  output 
(ATP  in,  work  out),  lifetime  and  robustness 

Design,  Build  and  Test  Prototype  Devices  which 

utilize  the  ATP  and  Biological  Motors 

-  Microvalves,  pumps,  fluidic  movement,  sensors  and 
actuators,  controlled  release  devices,  robotics,  ATP 
engines 


RNOWAK  OdSEPOO 


Structural  Amorphous  Metals 
Leo  Christodoulou 
DARPA/DSO 


Compelling  Opportunity 

A  totally  new  class  of  materials  has  been  discovered  with  a 
radical  combination  of  properties 

There  are  unique,  compelling  and  enabling  applications  in 
several  key  DoD  areas  (e.g.,  ship  hulls,  aircraft  structures, 
penetrators,  etc.) 

DARPA  will  have  a  program  to  develop  the  science  and 
technology  of  this  field,  and  demonstrate  its  utility  in 
example  challenge  problems 


Amorphous  Metals  are  Fundamentally 
Different  from  Conventional  Metals 


SAM 


Crystalline  (Normal)  Metals 

•  Long-range  order 

*  Grain  boundaries 


Amorphous  Metals 

•  NO  long-range  order 

•  NO  grain  boundaries 


Atomic  Arrangement  in  Crystalline 
and  Amorphous  Metals 


SAM 


Micrograph  shows: 

>  Interface  between 
amorphous  and 
crystalline  metal 

>  Atomic  planes  of 
crystalline  metal 

>  Random 
arrangement  of 
amorphous  material 

>  Diffraction 
information 


Crystalline 


Amorphous 


New-to-the-World  Structural  Materials: 
Unexpected  Strain  Rate  Response  in  SAM 


•  Dynamic  toughness  of  SAM  is 
EXACTLY  the  opposite  of 
conventional  materials  —  toughness 
increases  with  strain  rate 

•  Speculate  that  combination  of  high 
strength,  hardness  and  dynamic 
fracture  behavior  will  translate  into 
useful  naval  and  other  structures 


Structural  Vehicle 

vibration  crash 


Wear  and  Corrosion 


NSWC 


Challenge  Problem; 

Environmental  conditions,  e.g.,  marine 
environments,  often  induce  degradation 
of  properties  due  the  presence  of 
discontinuities  within  the  material 
microstructure 


Amorphous  Materials: 

•  Do  NOT  have  grain  boundaries  (no 
corrosion  initiation  sites) 

•  Exhibit  high  wear  resistance  (better 


than  Si3N4) 

•  Are  damage  tolerant 


^  Crystalline  Localized  Corrosion  ^ 

^  Amorphous  Steel  ^ 

IWM 

999 

•  •  • 

1 - IJ 

Density  (g/cc) 


Amorphous  Metals  as 
New  Penetrator  Materials 


SAM  materials  known  to  exhibit  self  sharpening  behavior 


Penetrator  Materials: 
Amorphous  Metals  Provide  New  Options 


SAM 


Need  control  of  strength,  toughness,  elongation, 
density  and  self-sharpening  behavior, 

:  '  !  [  I  I  I  I  i  I  I  I 

i  Expected  composite  range 
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W  Wire  /  SAM  Composite 
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WVf=80“^ 
p  =16.8  g/cc 


To  achieve  high  density  SAM  must  be  turned  into  a  composite. 
=  18.9  Pbmg=  5.9-8.0g/cc.  Tungsten  is  the  obvious  choice 
Monolithic  SAM  may  be  sufficient  in  some  applications. 


Molecular  Electronics  (Moletronics) 


William  L.  Warren,  DARPA  -  DSO 


Moletronics  -  What’s  It  All  About? 

Replace  conventional  components  with 
self-assembled  functional  molecules 

P-N  Diode  Molecule 


Information  Content 

•  One  color  photo  ~  10^  b 

•  Average  book  ~  10^  b 

•  Genetic  code  ~  10^®  b 

•  Human  brain  ~  10^^  b 

•  Annual  newspapers  ~  10^“^  b 

•  Library  of  Congress  ~  10^^  b 

•  Human  culture  ~  10^^  b 

•  Annual  television  ~  10^^  b 

Total  ~  10^^  bytes 

Imagine  if  we  had  a  mole  (>  10^^)  of  bytes! ! 


Moletronics  -  An  Underground 
Operation 

Technical  hurdles  for  “slice  and  dice”  Si  CMOS 
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fi 


Si 


s>.: 


mm 
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Moletronics  Overcomes  Fabrication  Costs 
for  Lilliputian  Computers 

Moore ’s  First  Law  vs.  Moore ’s  Second  Law 


Moletronics:  Re-Inventing  the  1C  at 
Molecular  Densities 


•  Goal 

-  Demonstrate  computational  functionality  and  I/O  in  scalable 
molecular  systems  using  hierarchical  assembly  at  insanely 
high  device  densities 

•  Moletronics  Approach 


(3)  Architecture 


(1)  Molecular 
Devices 


Hierarchical 

Assembly 


DARPA  Tech  aOOO  Mole 


piAr.K.ec  J'’®  •°  Chemically  Design 

Electronic  Functionality 

(1)  Molecular  (2)  Hierarchical 
Devices  Assembly 


memory  no  memory 


Yale  University,  Rice  University 

DARPA  Tech  2000  Moie 


“OR”  and  “AND”  Gates  Have  Been 
Fabricated  Using  Molecules 

-K^O+  -K^O+ 

■  V 


Moletronic  OR  Gate 


2‘  and  3-Terminal  OR  Gate  Address  Levels 


Moletronic  2-Input  AND  Gate 


UCLA,  HP  Labs 


DARPATech  2000  Mole 


3000  nm 


Mountains  Into  Molehills 


Conventional  Si 


Moletronics 


120  nm 


Logic  gates  ~  3  transistors 


10  nm  lines,  20  nm  pitch 


DARPA  Tech  2000  Mok 


3  toh^cture  Hjerarchlcal  Assembly 

Ci‘ 

(1)  Molecular  (2)  Hierarchical 
Devices  Assembly 

Crossing  the  Chasm  from  the  Nano  to  the  Micro-World 


120  nm 


Self-Assembly 


Process  in  which  structures  naturally  assemble  into 
desired  patterns  based  on  thermodynamic  equilibrium 


Self-Assembly  Makes  Aligned  Arrays 
of  2  nm  Nano-Wires 

Assembly  dictated  by  anisotropic  lattice  mismatch  with  Si 


Unbelievable  -  10  atoms  wide, 
2  atoms  high,  microns  long! 


Assembly  of  Cross-Bars  Using  Water 
(Hydrophobic/Hydrophilic  Interactions) 


•  Chip  border  used  as  primary  driving  force  for  alignment 

•  Better  than  1  pm  alignment  achieved  across  a  2.5  cm  substrate 

•  Local  alignment  anticipated  to  be  at  least  lO’s  of  nm 


Moletronics  Objective 


9-[ierarcfLica[-S^sem6[y  The  Cost 

of  Tkctronks  ManufacturiTw 
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^^'Architecture  and  Defects 


(1)  Molecular  (2)  Hierarchical 
Devices  Assen^bly 

When  a  single  defect 
could  kill  ‘ya 


When  defects  won’t 
kill  ‘va 


•  Scalable  architectures 


•  Defect  tolerance 


•  Algorithm  development 


Comparisons  Between  Si  CMOS  and 
Moietronics 


Properties 

Si  CMOS 

Moietronics 

Fabrication 

Lithography 

Hierarchical 

assembly 

Defined 

properties? 

Yes 

No 

Defects? 

No 

Yes 

Power 

Central 

Distributed 

Approach 

Top-down 

Bottom-up 

Top-down 

DARPA  Teth  >CKK)  Mole 


Conclusions 


New  Materials 

New  Architecture 

=c> 

New  Phenomena 

New  Algorithms 

(bottom  up) 


Molecular/nano  materials 
Self-assembly 
Hierarchical  assembly 


(top  down) 


Multi-state  systems 
Defect/fault  tolerance 
Algorithm  development 


DARPA  T<ch  ’000  Mole 
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List  of  Acronyms 


A.cm-2 

Mass.  Centimeter  squared 

A/D 

Analog/Digital 

AAAV 

Advanced  Amphibious  Assault  Vehicle 

AAVs 

Autonomous  Air  Vehicles 

ABC 

Agent  Based  Computing 

Abs 

Absolute 

ABS 

Agent  Based  System 

ACERT 

Army  Computer  Emergency  Response 
Team 

ACL 

Agent  Communication  Language 

ACN 

Airborne  Communications  Node 

ACS 

Adaptive  Computing  Systems 

ACTDs 

Advanced  Concept  Technology 
Demonstrations 

ADP 

Adenosine  Di-Phosphate 

ADXL 

Analog  Devices  Accelerometer  Series 

AEL 

Array  Element  Localization 

AESA 

Active  Electronic  Scanned  Antenna 

AF 

Air  Force 

AFSAB 

Air  Force  Science  Advisory  Board 

AFB 

Air  Force  Base 

AFIWC 

Air  Force  Information  Warfare  Center 

AFRL 

Air  Force  Research  Laboratory 

AFSS 

Advanced  Fire  Support  System 

AI 

Artificial  Intelligence 

AIA 

Autonomic  Information  Assurance 

AIM/DDB 

Automated  ISR  Management/ Dynamic 
Dababase 

AIN 

Aluminum  Nitride 

ALP 

Advanced  Logisitics  Program 

AME 

Advanced  Microelectronics 

AMFP 

Adaptive  Match  Field  Processor 

AMP 

Adenosine  Tri-Phosphate 

AMSTE 

Affordable  Moving  Surface  Target 
Engagement 

AMTEC 

Alkali  Metal  Thermal  to  Electric  Converter 

ANETS 

Active  Networks 

ANR 

Active  Network  Response 

ANTS 

Autonomous  Negotiation  Targets 

AOA 

Angle  of  Arrival 

APCs 

Armored  Personnel  Carriers 

APIs 

Application  Programming  Interfaces 

APL 

Airborne  Pseudolite 

APIA 

Anti-Personnel  Landmines 

APPL 

Application-specific  Systems 

ARL 

Airborne  Reconnaissance  Low;  Army 
Research  Laboratory 

ARPANET 

ARPA  Network 

ARPI 

ARPA  (Advanced  Research  Project  Agency) 
Rome  Laboratory  Planning  Initiative 

ASC/ENM 

Aeronautical  Systems  Center 

ASIC 

All  Source  Intelligence  Center 

ASIC/CPU 

Application  Specific  Integrated 

Circuit/ Central  Processing  Unit 

ASICs 

Application  Specific  Integrated  Circuits 

ASTRO 

Autonomous  Space  Transfer  and  Robotic 
Orbital 

ASW 

Anti-Submarine  Warfare 

ATS 

Advanced  Tactical  Targeting  Technology 

ATD  Advanced  Technology  Demonstration 

ATD /C  Automatic  Target  Detection/ Cueing 

ATDNet/MONEH'  Advanced  Technology  Demonstration 
Network 


ATM 

ATO 

A-to-D 

ATP 

ATR 

Au 

AWACS 

AX 


As5mchronous  Transfer  Mode 
Advanced  Technology  Office 
Analog  to  Dialog 

Adenosine  Mono-Phosphate;  Advanced 
Technology  Program 

Automatic  Target  Recognition 

Gold 

Airborne  Wcuning  and  Control  System 
Acoustic  Explorer 


b 
B 

B/W 
BAAs 
BADD 

BART 

BAW  Bulk  Acoustic  Wave 

BCAA  Buoyant  Cable  Antenna  Array 

BDA  Battle  Damage  Assessment 

BiCMOS  Bi-polar  Complimentary  Metal  Oxide 

Semiconductor 

BiFET  Bi-polar  Field  Effect  Semiconductor 

Bio  Biology 

BIO : INFO : MICRO  Biology : Information: Microbiology 

BioFlips  Bio-Fluidic  Chips 

BIT  Broadband  Information  Technology 


B 

b)d:es 

Billion 

Biological  Warfare 

Broad  Area  Announcements 

Battlefield  Awareness  and  Data 
Dissemination 

Bay  Area  Rapid  Transit 


BLM 

Bilayer  Lipid  Membrane 

BLOS 

Beyond  Line  Of  Sight 

BM/C2 

Battle  Management/Command  and 
Control 

BM/C3 

Battle  Management/Command,  Control 
and  Communications 

BMDO 

Ballistic  Missile  Defense  Office 

BMG 

Bulk  Metallic  Glass 

BN  HQ 

Battalion  Headquarters 

BNS 

Battalions 

BOX 

Barrier  Oxide 

BW 

Biological  Weapon;  Biological  Warfare; 
Bandwidth 

BW/ch 

Bandwidth  per  channel 

c 


C 

Celcius 

C/A 

Course  Acquisition 

C2 

Command  and  Control 

C3 

Command,  Control,  and  Communications 

C31 

Command,  Control  and  Communications 
Intelligence 

C4I 

Command,  Control,  Communications, 
Computers  and  Intelligence 

C41SR 

Command,  Control,  Communications, 
Computer,  Intelligence,  Surveillance  and 
Reconnaissance 

CAD 

Computer  Aided  Design 

CAPT 

Captain 

CASE 

Computer-Aided  Software  Engineering 

CAST 

Cooperative  Agents  for  Specific  Tasks 

CB 

Chemical  Biological 

CBD 

Chemical  Biological  Defense 

CBW 

Chemical  Biological  Warfare 

CC&D 

Camouflage,  Concealment  &  Deception 

CC21 

Commander  in  Chief  2 1  ACTD 

CCI 

Co-channel  Interference 

CCIT 

Coherent  Communications,  Imaging,  and 
Targeting 

CDC 

Center  for  Disease  Control 

CDMA 

Code  Division  Multiple  Access 

CDR 

Critical  Design  Review;  Commander 

CdSe 

Cadmium  Selenide 

CEC 

Cooperative  Engagement  Capability 

CENTCOM 

Central  Command 

CEP 

Critical  Error  Probability 

CERT 

Computer  Emergency  Response  Team 

CFD 

Computational  Fluid  Dynamics 

CHATS 

Composable  High  Assurance  Trusted 
Systems 

Chem/Bio 

Chemical/Biological 

CIB 

Common  Imagery  Base 

CID 

Criminal  Investigation  Division,  Combat 
Intelligence  Division 

CINC 

Commander  in  Chief 

CIS 

Coalition  Infrastructure  Services 

CLB 

Configurable  Lxrgic  Block 

cm 

centimeter 

cm/s 

centimeter/second 

cm2 

centimeter  (squared) 

CMD 

Command 

cm-k 

centimeter-keMn 

CMOS 

Complimentary  Metal  Oxide 
Semiconductor 

CMU 

Carnegie  Mellon  University 

CNR 

Combat  Net  Radios 

CO 

Carbon  monoxide;  Company 

CoABS 

Control  of  Agent  Based  Systems 

COM 

Component  Object  Model 

COMINT 

Communications  Intelligence 

Comms 

Communications 

CONOPS 

Concept  of  Operations 

CONUS 

Continental  United  States 

CORBA 

Common  Object  Request  Broker 
Architecture 

COTS 

Commercial-Off-The-Shelf 

COTS 

Commercial  Off  The  Shelf 

COUGAAR 

Cognitive  Agency  Architecture 

CP 

Command  Post 

CPA 

Closest  Point  of  Approach 

CpG  DNA 

C5d:osine-phoshate-Guanine(base  pair 
motif)  Deoxyribonucleic  Acid 

CPoF 

Command  Post  of  the  Future 

Cpt. 

Captain 

CPU 

Computer  Processing  Unit 

CRAF 

Civil  Reserve  Air  Fleet 

CRW 

Canard  Rotor  Wing 

CS 

Computer  Science 

cu 

cubic 

CVBG 

Carrier  Battle  Group 

CW 

Continuous  Wave 

CWRU 

Case  Western  Reserve  University 

D+D 

Denial  and  Deception 

DAIS 

Domain-adaptive  Information  System 

DAML 

DARPA  Agent  Markup  Language 

DARPA 

Defense  Advanced  Research  Project 

Agency 

DASADA 

D5niamic  Assembly  for  System 

Adaptability,  Dependability  and  Assurance 

dB 

decibel 

dBm 

Decibel-power  of  1  mW 

DC 

Dynamic  Coalitions;  Direct  Current 

DCEs 

Distributed  Computing  Environment 

DDOS 

Denying  Denial-of-Service 

deg 

degree 

DEMs 

Digital  Elevelation  Models 

DEP/FFF 

Dielectrophoresis/Field-Flow 

Fractionation 

DFAD 

Digital  Feature  Analysis  Data 

DIA 

Defense  Intelligence  Agency 

DIS 

Data  Intensive  Systems 

DISA 

Defense  Information  Services  Agency 

DISA  GCC 

Defense  Information  Services  Agency 
Global  Command  and  Control 

DISCEX 

DARPA  Information  Survivability 
Conference  and  Exposition 

DMA 

Direct  Memory  Access 

DNA 

Deoxyribonucleic  Acid 

DNS 

Direct  Numerical  Simulation 

DNS 

Defense  Network  Service 

DNSSSec 

Domain  Name  Service  Security 

DoD 

Department  of  Defense 

DOF 

Degree  Of  Freedom 

DOS 

Denial-of-Service 

Dr. 

Doctor 

DRaFT 

Digital  Radio  Frequency  Tags 

DRAM 

D5niamic  Random  Access  Memory 

DSB 

Defense  Science  Board 

DSEAD 

Distributed  Suppression  Of  Enemy  Air 
Defense 

DSL-s 

Digital  Subscriber  Line 

DSO 

Defense  Sciences  Office 

DSP 

Digital  Signal  Processor 

DTED 

Digital  Terrain  Elevation  Data 

E 

EAC 

Echelon  Above  Corp 

EB  -  DVD 

Electron  Beam  -  Directed  Vapor 
Deposition 

ECCM 

Electronic  Counter-Counter  Measures 

ECM 

Electronic  Counter  Measures 

EDA 

Electronic  Design  Automation 

EDCS 

Evolutionary  Design  of  Complex  Systems 

EDFA 

Erbium  Doped  Fiber  Amplifier 

EE 

Electrical  or  Electronic  Engineering 

EEIs 

Essential  Elements  of  Information 

EELD 

Evidence  Extraction  and  Link  Discovery 

Eg 

Energy  gap 

EHF 

Extremely  High  Frequency 

ELINT 

Electronic  Intelligence 

EM 

Electromagnetic 

EMD 

Engineering  Management  Decision 

EMI/EMC 

Electro  Magnetic  Interference /Electro 
Magnetic  Control 

ENCOMPASS 

Enhanced  Consequence  Management 
Planning  and  Support  System 

EO 

Electro-Optical 

EO/IR 

Electro-Optical/Infrared 

EP 

Electronic  Protection 

EPLRS 

Enhanced  Positioning,  Locating,  Rgmging 
System 

Er 

Erbium 

ERGM 

Extended  Range  Guided  Munition 

ErSi2 

Erbium  Silicide 

ESA 

Electronically  Scanned  Array 

ESM 

Electronic  Support  Measures 

ESRT 

Electron-Spin  Resonance  Transistor 

eV 

electron  Volt 

EW 

Electronic  Warfare 

F 


F&S 

Force  and  System 

FAME 

Frequency  Agile  Materials 

FEE 

Fleet  Battle  Experiment 

FCS 

Future  Combat  Systems 

FDOA 

Frequency  Difference  of  Arrival 

FEM 

Finite  Element  Model 

FEMA 

Federal  Emergency  Management  Agency 

FETs 

Field  Effect  Transistors 

FF 

Fast  Frigate 

FFP 

Full  Field  Processing 

FFT 

Fast  Fourier  Transform 

FIDNET 

Federal  Intrusion  Detection  Network 

FIFA 

Foundation  for  Intelligent  Physical  Agents 

FIWC 

Fleet  Information  Warfare  Center 

FlexML 

Flexible  Markup  Language;  Flexible  Motor 
Language 

FUR 

Forward  Looking  Infrared 

FLT 

Flight 

FoFl 

path  for  a  specific  type  of  biomolecular 
motor 

FOPC 

First-order  Predicate  Calculus 

FOPEN 

Foliage  Feneration 

FPA 

Field  Programmable  Array 

FPGAs 

Field  Programmable  Gate  Arrays 

FRR 

Final  Readiness  Review 

FSCS 

Future  Scout  Cavalry  System 

FSMs 

Functional  Size  Measurement 

FTN 

Fault  Tolerant  Network 

FTS 

Fault-Tolerant  Survivability 

FUE 

Full  Up  Element 

FY 

Fiscal  Yeau* 

G 

g 

gram 

GaAs 

Gallium  Arsenide 

GaAs/ZnSe 

Gallium  Arsenide/Zinc  Selenide 

GaMnAs 

Gallium  Manganese  Arsenide 

GaN 

Gallium  Nitride 

GAO 

General  Accounting  Office 

Gb 

Gigabytes 

Gb/s 

Gigabytes/per  second 

GBPS 

Giga  Bits  Per  Second 

GCDS 

Ground  Control  and  Display  System 

GCN 

Ground  Control  Network;  Government 
Computer  News 

GDP 

Gross  Domestic  Product 

GFE 

Government  Furnished  Equipment 

GGP 

GPS  Guidance  Package 

GHz 

Gigahertz 

gm 

grams 

GMR 

Giant  Magneto-Resistance 

GMTI 

Ground  Moving  Target  Indicator 

Gohm 

Gigaohm 

GOPS 

Billion  Operations  Per  Second 

GOPS/W 

Billion  Operations  Per  Second  Per  Watt 

GOTS 

Government  Off  the  Shelf 

Govt. 

Government 

GP 

General  Processor 

GPL 

Ground  Pseudolight 

GPS 

Global  Positioning  System 

GPS  INS 

Global  Positioning  System  Inertial 
Navigation  System 

GPX 

Global  Positioning  Experiment 

H 

h 

heat  transfer  coefficient;  Planck's  constant 

H2 

Hydrogen  gas 

HBT 

Heterojunction  Bi-polar  Trcmsistor 

HCLOS 

High  Capacity  Line-Of-Sight 

HDS 

High  Defintion  Systems 

HDTV 

High  Definition  Television 

HERETIC 

Heat  Removal  Thermal  Integrated  Circuits 

HE 

High  Frequency 

HFET 

Heterojunction  Field  Effort  Transistor 

HID 

Human  ID  at  a  Distance 

HIMARS 

High  Mobility  Artillery  Rocket  System 

HLA 

Horizontal  Line  Array 

HMD 

Helmet  Mounted  Display 

HMMWV 

High  Mobility,  Multi  Wheeled  Vehicle 

HNS 

Host-Nation  Support 

HOLs 

High  Order  Logic 

HP 

Hewlett  Packard 

HPKB 

High  Performance  Knowledge  Base 

HQS 

Headquarters 

hr 

hour 

HRR 

High  Range  Resolution 

HSCC 

High  Speed  Connectivity  Consortion 

HSI 

H)q)erspectral  Imager 

HSI/MSI 

Hyper-Spectral  Imageiy/Multi-Spectral 
Imagery 

HTLE 

Horizontal  Target  Location  Error 

HTML/XML 

Hypertext  Markup  Language/Extensible 
Markup  Language 

HTTP 

Hypertext  Transfer  Protocol 

HumanID 

Human  Identification  at  a  Distance 

HUMINT 

Human  Intelligence 

HV 

High  Vacuum 

HW 

Hardware 

Hz 

Hertz 

I 


I&W 

I/O 
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Indications  and  Warning 
Input/ Output 

Intelligent  Integration  of  Information 


lA 

Input  Axis 

lA 

Information  Assurance 

lA&S 

Information  Assurance  &  Survivability 

IADS 

Integrated  Air  Defense  System 

IC 

Integrated  Circuits 

ICBMs 

Inter  Continential  Ballistic  Missiles 

ICL 

Interactive  Command  Language 

ID 

Identification;  Intrusion  Detection 

IDS 

Intrusion  Detection  Systems 

lEDM 

International  Electronics  Device  Meeting 

IETF  MANET 

Internet  Engineering  Task  Force  Mobile 
Ad-hoc  Network 

IF 

Intermediate  Frequency 

IFM 

Interconnect  Fabric  Element 

III-N 

lype  3  material  with  Nitrogen 

IMINT 

Imagery  Intelligence 

IMO 

Intelink  Management  Office 

IMU 

Inertial  Measurement  Unit 

in 

inches 

InAs/GaSb/AISb 

Indium  Arsenide /Gallium 

Antimonide /Aluminum  Antimonide 

Info 

Information 

InP 

Indium  Phosphide 

INSCOM 

Intelligence  and  Security  Command  (US 
Army) 

In-situ 

In  Place 

INT 

Intelligence 

Inter-MCM 

Interconnect  connection  for  Multi-Chip 
Module 

IOC 

Initial  Operating  Capability 

lOR 

Interim  Open  Review 

IP 

Internet  Protocol 

IPB 

Intelligence  Preparation  of  the  Battlefield 

IPSEC 

Internet  Protocol  Security 

IR 

Infrared 

IS 

Information  System 

ISAT 

Incremental  Satisfiability 

ISCR 

Interim  System  Concept  Review 

ISI-East 

Information  Sciences  Institute-East 

ISO 

Informations  Systems  Office 

Isp 

Specific  Impulse 

ISP 

Internet  Service  Provider 

ISR 

Independent  Search  and  Rescue; 
Intelligence,  Surveillance  and 
Reconnaissance 

ISRR 

Interim  System  Risk  Review 

IT 

Information  Technology 

ITO 

Information  Technology  Office 

IW 

Information  Warfare 

J 

J/S 

Jammer  to  Signal  Ratio 

JARS 

Java  Applet  Rating  Service 

JBI 

Joint  Battlespace  Infosphere 

JCSE 

Joint  Communication  Support  Element 

JDAM 

Joint  Direct  Attack  Munition 

JFACC 

Joint  Force  Air  Component  Commander 

JIATF-E 

Joint  Inter-agency  Task  Force  -  East 

JIP 

Just  In-time  Power 

Joint  STARS 

Joint  Surveillance  Target  Attack  Radar 
System 

JPL 

Jet  Propulsion  Laboratory 

JSF 

Joint  Strike  Fighter 

JSTARS 

Joint  Surveillance  Target  Attack  Radar 
System 

JTF 

Joint  Task  Force 

JTIDS 

Joint  Tactical  Information  Distribution 
System 

JV 

Joint  Vision 

K 

K 

kilowatts,  thousand 

KB 

Kilobytes;  Knowledge  Based 

Kcal/mol 

kilocalorie  per  mole 

KE 

Kinetic  Energy 

Kg 

Kilogram 

KHz 

Kilohertz 

KLA 

Kosovo  Libertation  Army 

Km 

Kilometers 

kohm 

kilo-ohm 

KQML 

Knowledge  Query  Euid  Manipulation 
Language 

kW 

kilowatts 

kW-hr 

kilowatts  -  hour 

-II 

LADAR 

Laser  Radar 

LAN 

Local  Area  Network 

LAVs 

Light  Armored  Vehicles 

lbs 

pounds 

LEDs 

Light  Emitting  Diodes 

LEO 

Low  Earth  Orbit 

LES 

Large  Eddy  Simulation 

Lg 

gate  Length 

LIGA 

Lithography 

LIWA 

Land  Information  Warfare  Activity 

LLNL 

Lawrence  Livermore  National  Laboratory 

Lm 

L-band  (military  code) 

LMDS 

Local  Multiport  Distribution  Service 

LO 

Low  Observable 

LOS 

Line  Of  Sight 

LPD 

Low  Probability  of  Detection 

LPI 

Low  Probability  of  Intercept 

LTC 

Lieutenant  Colonel 

LtCol 

Lieutenant  Colonel 

m 

meter 

M&S 

Modeling  and  Simulation 

mA 

milliamps 

MAFC 

Micro  Adaptive  Flow  Control 

MAFET 

Microwave  and  Analog  Front  End 
Technology 

MARCAX 

Marine  Combat  Arms  Exercise 

MARS 

Mobile  Autonomous  Robot  Software 

MAV 

Micro  Air  Vehicle 

Mb 

Megabytes 

Mbps 

Megabits  per  second 

mC 

Microcontroller 

MC 

Malicious  Code 

MCAGCC 

Mcirine  Corps  Air  Ground  Combat  Center 

MCE 

Mission  Control  Element 

MCMs 

Multi  Chip  Modules 

MCS 

Mission  Control  Station 

MDCP 

Multi-Dimensional  Coalition  Policies 

MECH 

Mechanized 

MEMS 

Micro  Electro  Mechanical  System 

MEMS  INS 

Micro  Electro  Mechanical  System  Inertial 
Navigation  System 

MEMS-RF 

Micro  Electro  Mechanical  System  -  Radio 
Frequency 

MFP 

Matched  Field  Processor 

MHT 

Multiple  H5q)othesis  Tracker 

MHz 

Megcihertz 

Micro 

Microsystems 

MicroFlumes 

Microfluidic  Molecular  Systems 

micro-g 

micro-gravity 

Microsat 

Microsatellite 

MIMIC 

Microwave  Monolithic  Integrated  Circuits 

MIPS 

Model  Integrated  Program  S5mthesis 

MIT 

Massachusetts  Institute  of  Technology 

MIT/LL 

Massachusetts  Institute  of 
Technology/Lincoln  Laboratory 

mK 

milliKelvm 

MLP 

Molecular-Level  Large-Area  Printing 

MLRS 

Multiple  Launch  Rocket  System 

mm 

millimeter 

MMIC 

Miniature  Millimeter  Wave  Integrated 
Circuit 

MMW 

Millimeter  Microwave 

MOA 

Memorandum  Of  Agreement 

MoBIES 

Model-Based  Integration  of  Embedded 
Systems 

Moletronics 

Molecular  Electronics 

MOS 

Metal  Oxide  Semiconductor 

MOSFET 

Metal  Oxide  Semiconductor  Field  Effort 
Transistor 

MOUT 

Military  Operations  in  Urban  Terrain 

MOVINT 

Movement  Intelligence 

MPG 

Micro  Power  Generation 

MRC 

Major  Regional  Contingency 

MRVs 

Multiple  Re-entiy  Vehicles 

MS 

Message  SAvitch 

ms 

milliseconds 

MSCR 

Mission  System  Capability  Review 

msec 

millisecond 

MSIP 

Multinational  Staged  Improvement 
Program 

MSRR 

Modeling  and  Simulation  Resource 
Repository 

MSTAR 

Moving  and  Stationary  Target  Acquisition 
and  Recognition 

MTE 

Moving  Target  Exploitation 

MTI 

Moving  Target  Indicator 

MTO 

Microsystems  Technology  Office 

MTW 

Major  Theater  of  War 

mV 

millivolt 

MV 

Mega  Volt 

MVBM 

Micro  Vibrating  Beam  Multisensor 

MVDR 

Minimum  Variance  Distortionless  Receiver 

Mw 

milliwatt 

N 

N 

Negative  charge 

NA 

Not  Applicable 

NAS 

National  Academy  of  Science 

NASA 

National  Aeronautics  and  Space 
Administration 

NATO 

North  Atlantic  Treaty  Organization 

NAV 

Navy 

NAVAIR 

Naval  Air  Systems  Command 

NAVSEA 

Naval  Sea  Systems  Command 

NAWC-CL 

Naval  Air  Warfcire  Center  -  China  Lake 

NCA 

National  Command  Authority 

NDR 

Negative  Differential  Resistance 

NFOV 

Narrow  Field  of  View 

NGI 

Next  Generation  Internet 

Ni-NTA 

Nickel  NTA 

NIPC 

National  Infrastructure  Protection  Center 

NLOS 

Non  Line  Of  Sight 

run 

nanometer;  nautical  miles 

NMS 

Network  Modeling  cuid  Simulation 

NodeOS 

Node  Operating  Systems 

NRL 

Naval  Research  Laboratory 

NRO 

National  Reconnaissance  Office 

ns 

nanoseconds 

NSA 

National  Security  Agency 

NSB 

National  Science  Board 

nsec 

nanosecond 

NSWC 

Naval  Surface  Weapons  Center 

NTC 

National  Training  Center 

NTM 

Notice  to  Mariners 

NTON  II 

National  Transparent  Optical  Network 

nW 

nanowatt 

0 

O&S 

Operations  and  Support 

0(n2) 

Order  N^ 

O/E 

Opto-Electronic 

OAA 

Open  Agent  Architecture 

OCP 

Open  Control  Platform 

OMNET 

Optical  Micro-networks 

ONR 

Office  of  Naval  Research 

ONRAMP 

Optical  Network  for  Regional  Access  over 
Multi  wavelength  protocol 

OODA 

Observe,  Orient,  Decide,  Act 

OOTW 

Operations  Other  Than  War 

Ops 

Operations 

OPTEMPO 

Operational  Tempo 

Opto 

Optical 

OR 

OR  Logic  Gate 

ORBREP 

Orbital  Replenishment 

ORUs 

Orbital  Replacement  Units 

OS 

Operating  Systems 

OSAM 

Office  of  Spectrum  Analysis  & 
Mcinagement 

OSC 

Operational  System  Concept 

OWL 

Ontology  Web  Language 

p 


P 

Positive  charge 

P[CA] 

Probability  of  Correct  Association 

P3I 

Preplanned  Product  Improvement 

pA 

pico-Ampheres 

Pa 

Pascal 

PAC/C 

Power  Aware  Computing/Communication 

PACOM 

Pacific  Command 

PACT 

Photonic  A/D  Converter  Technology 

PAE 

Power  Added  Efficiency 

Pamp 

Power  amplified 

PASEM 

Passive  Acoustic,  Seismic  &  EM 

PC 

Personal  Computer 

PCA 

Polymorphous  Computing  Architectures 

PCB 

Printed  Circuit  Board 

PCES 

Program  Composition  for  Embedded 
Systems 

PCI 

Peripheral  Component  Interface 

PCR 

Polynerase  Chain  Reaction 

PdH 

Pcilladium  Hybride 

PDR 

Preliminary  Design  Review 

PEM 

Proton  Exchange  Membrane 

PFCT 

Precision  Fire  Control  Tracking 

PG 

Proving  Ground 

PGA 

Pin  Grid  Array 

PGP 

Pretty  Good  Privacy 

pH 

Chemical  standard  indicating  acidity  of 
solution  alloy 

PHEMTs 

Pseudomorphic  High  Electron  Mobility 
Transistors 

Pi 

Inorganic  Phosphate 

PI 

Principle  Investigator 

PIM 

Point  or  Path  of  Intended  Movement 

PKI 

Public-Key  Infrastructure 

PLGR 

Precision  Lightweight  GPS  Receiver 

PM 

Program  Manager 

pN-nm 

pico-Newtons-nanometer 

POP 

Plastic  Optical  Fiber 

POM 

Program  Objective  Memorandum 

POWs 

Prisoners  Of  War 

P-Ps 

Peer-to-Peers 

PRI 

Pulse  Repetition  Interval 

psec 

picosecond 

PVR 

Peak  to  Valley  Ratio 

pW 

picowatt 

P-WASSP 

Photonic  Wavelength  &  Spatial  Signal 
Processing 

PZT 

Lead  Zirconium-Titanium  alloy 

Q 

QoS 

Quality  of  Service 

R 

R 

Resistance 

R&D 

Research  &  Development 

RAM 

Random  Access  Memory 

RANS 

Re5molds  Average  Navier  Stokes 

RDF 

Resource  Description  Framework 

RECAP 

Reconfigurable  Aperture 

REMBASS 

Remotely  Monitored  Battlefield  Sensor 
System 

RF 

Radio  Frequency 

RFI 

Radio  Frequency  Interference 

R-FLICS 

Radio  Frequency  Lightwave  Integrated 
Circuits 

RFP 

Request  For  Proposal 

RIE 

Regative  Ion  Etching 

RISC 

Reduced  Instruction  Set  Computer 

RISC/DSP 

Reduced  Instruction  SLT 
Computer/Digital  Signal  Processor 

RKF 

Rapid  Knowledge  Formation 

RMI 

Remote  Method  Invocation 

RNA 

Ribonucleic  Acid 

ROI 

Region  of  Interest 

ROM 

Read  Only  Memory 

RPS 

Robust  Passive  Sonar 

rps 

rotations  per  second 

RR&OE 

Risk  Reduction  and  Operational 
Evaluation 

RST 

Reconnaissance,  Surveillance  and 
Targeting 

RSTV 

Reconncussance,  Surveillcuice  and 
Targeting  Vehicle 

RTOS 

Run-Time  Operating  System 

Rx 

Receive;  Prescription 

s 

S&T 

Science  &  Technology 

S/N 

Signal  to  Noise  Ratio 

SAM 

Structural  Amorphous  Materials;  Self- 
Assembled  Monolayer;  Surface-to-Air 
Missile 

SAR 

S5nithetic  Aperture  Radar 

SAR/MTI 

S5mthetic  Aperture  Radar/Moving  Target 
Indicator 

SAS-SUO 

Situation  Awareness  System-Small  Unit 
Operation 

SAT 

Boolean  Satisfiability  Problem 

SATCOM 

Satellite  Communications 

SAW 

Surface  Acoustic  Wave 

SBCX 

Santa  Barbara  Channel  Experiment 

SBIRS 

Small  Business  Innovation  Research 
Projects  or  Space  Based  Infrared  Systems 

SCO 

Source  Control  Drawing 

SDIO 

Strategic  Defense  Initiative  Office 

SDR 

Software  for  Distributed  Robotics 

SDRAM 

Synchronous  Dynamic  Random  Access 
Memory 

SEAD 

Suppression  of  Enemy  Air  Defense 

SEC 

Software  Enabled  Control 

secs 

seconds 

SensIT 

Sensor  Information  Technology 

SEP 

Spherical  Error  Probable 

SETA 

Scientific,  Engineering  and  Technical 
Assistance 

SGM 

Secure  Group  Mcinagement 

SHF 

Super  High  Frequency 

SHIPN 

Secure  High-speed  IP  Networking 

SHOE 

Simple  HTML  (Hypertext  Markup 
Language)  Ontology  Extension 

Si 

Silicon 

Si  CMOS 

Silicon  Complementary  Metal  Oxide 
Semiconductor 

Si  fab 

Silicon  Fabrication 

SIA 

Semiconductor  Industry  Association 

SiC 

Silicon  Carbide 

SiGe 

Silicon  Germanium 

SIGINT 

Signals  Intelligence 

SINCGARS 

Single  Channel  Ground  and  Air  Radio 
Systems 

SINR 

Signal  to  Interference  Ratio 

Si02 

Silicon  Dioxide 

SMA 

System  Maturation  Assessment 

SMEs 

Subject  Matter  Experts 

SMF 

Single-Mode  Filter 

SMP 

System  Maturation  Plan 

SOA 

Semiconductor  Optical  Amplifier 

SOFC 

Solid  Oxide  Fuel  Cell 

SOG 

Sensor  Oversight  Group 

SOI 

Signals  of  Interest;  Silicon  On  Insulator 

SONET 

Synchronous  Networking 

SPINS 

Spins  IN  Semiconductors 

Spintronics 

Spin  Electronics 

SPO 

Special  Projects  Office 

sq.km. 

square  kilometer 

SQL 

Structured  Query  Lcinguage 

SRA 

Specialized  Repair  Activity 

SSA 

Solid  State  Amplifier 

STAB 

Steered  Agile  Beams 

STAP 

Space-Time  Adaptive  Processing 

START 

SynTactic  Analysis  using  Reversible 
Transformations 

SUMOWIN 

Survivable  Mobile  Wireless  Networking 

SUO 

Small  Unit  Operations 

SVC  PLT 

Services  Platoon 

SVR 

Surface-to-Volume  Ratio 

SW 

Software 

SWaP 

Size,  Weight  and  Power 

SWEPT 

Size,  Weight,  Energy,  Performance,  Time 

SWP 

Size,  Weight,  Power 

I 

T&E 

Test  &  Evaluation 

T&V 

Test  and  Verification 

T/R 

Transmit/  Receive 

TASK 

Taskable  Agent  Software  Kit 

TASS 

Terminal  Analog  Speech  Synthesizer 

TBD 

To  Be  Determined 

TBMD 

Theater  Ballistic  Missile  Defense 

Tbytes 

Terabytes 

TCT 

Time  Critical  Tairgets 

TDOA 

Time  Difference  Of  Arrival 

TE 

Thermo  Electric 

TELs 

Transporter  Erector 

TERCOM 

Terrain  Contour  Matching 

TF/TA 

Terrain  Following/Terrain  Avoidance 

TFG 

Tuning  Fork  Gyro 

TFR 

Terrain  Following  Radar 

TIDES 

Trains-Lingual  Information  Detection 

TIES 

Technology  Integration  Experiments 

TIGER 

Targeting  by  Image  Geo  Registration 

TIM 

Technical  Interchange  Meeting 

TIS 

Trusted  Information  Systems 

TLE 

Two  Line  Element 

TMR 

Tactical  Mobile  Robots 

TNT 

Tri-Nitro  Toluene 

TOC 

Total  Ownership  Costs 

Tox 

Oxide  Thickness 

TPED 

Tasking  Processing  Exploitation  and 
Dissemination 

TPSAs 

Technologies  Processes  and  System 
Attributes 

TPV 

Thermal  Photo  Voltaic 

TRADOC 

U.S.  Army  Training  and  Doctrine 
Command 

TRL 

Technology  Readiness  Level 

TRSS 

Tactical  Remote  Sensory  System 

TSM 

Tmnk  Signaling  Message 

TST 

Technical  Support  Team 

TTO 

Tactical  Technology  Office 

TUAVs 

Tactical  Unmanned  Air  Vehicles 

TV 

Television 

Tx 

Transmit 

u 

UAVBL 

Unmanned  Air  Vehicle  Battle  Laboratory 

UAVs 

Unmanned  Air  Vehicles 

UC 

University  of  California 

UCAV 

Unmanned  Combat  Air  Vehicle 

UCAV-N 

Unmanned  Combat  Air  Vehicle  -  Naval 

UCB 

University  of  California  Berkeley 

UCLA 

University  of  Califomia-Los  Angeles 

UCLA/HP 

University  of  California  Los 

Angeles /Hewlett-Packard 

UDS-N 

UCAV  Demonstrator  System  -  Naval 

UE 

User  Equipment 

UGF 

Underground  Facilities 

UGS 

Unattended  Ground  Sensors 

UHF 

Ultra  High  Frequency 

UIUC 

University  of  Illinois  Urbanna-Chapalgn 

UK  DERA 

United  Kingdom  Defense  Evaluation  and 
Research  Agency 

UL 

Ultra  Log 

UNREP 

Underway  Replenishment 

UOS-N 

UCAV  Operational  System  -  Naval 

UPa/Hz 

Micro  Pascals  per  Hertz 

UPC 

Unconventional  Pathogen 
Countermeasures 

US 

United  States 

USA 

United  States  Army 

USAF 

United  States  Air  Force 

use 

University  of  Southern  California 

USC/HRL 

University  of  Southern  Califomia/HRL 

USMC 

United  States  Marine  Corps 

USN 

United  States  Navy 

USN-R 

United  States  Navy  -  Reserve 

USS 

United  States  Ship 

UV 

Ultra  Violet 

uW 

Microwave 

V 


V 

Voltage 

V/STOL 

Vertical/Standing  Take  Off  Landing 

VCSELs 

Vertical  Cavity  Surface-Emitting  Lasers 

Vd 

drain  Voltage 

VHDL 

VHSIC  Hardware  Description  Language 

VHF 

Very  High  Frequency 

VHF/UHF 

Very  High  Frequency/ Ultra  High 
Frequency 

VHSIC 

Very  High  Speed  Integrated  Circuit 

VLA 

Vertical  Line  Arrays 

VLSI 

Very  Large  Scale  Integration 

Vol. 

Volume 

Vp 

V-pl 

VPNs 

Virtual  Private  Networks 

Vs 

Saturation  Velocity 

VTOL 

Vertical  Take  Off  and  Landing 

w-z 


w 

Watts 

W/kg 

Watt/kilogram 

W3C 

World  Wide  Web  Consortium 

WAE 

Wargaming  the  Asymmetric  Environment 

WANs 

Wide  Area  Networks 

WASSP 

Wavelength  &  Spatial  Signal  Processing 

WBC 

White  Blood  Cells 

WBG 

Wide  Bandgap 

WDM 

Wavelength  Division  Multiplexing 

WDM/TDM 

Wavelength  Division  Multiplexing/Time  Division 
Multiplexing 

Whr/kg 

Watt  hour/kilogram 

WIN-T 

Warfighter  Internet-Terrestrial 

WMD 

Weapons  of  Mass  Destruction 

WSTS 

Weapons  Systems  Trade  Studies 

XML 

Extensible  Markup  Language 

